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QUESTION 1

Which group in the vsphere.local domain will have administrator privileges for the VMware Certificate Authority
(VMCA)? 

A. SolutionUsers 

B. CAAdmins 

C. DCAAdmins 

D. SystemConfiguration.Administrators 

Correct Answer: B 

Members of the CAAdmins group have administrator privileges for VMCA. Adding members to these groups is not
usually recommended. Reference: https://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.sec
urity.doc%2FGUID87DA2F34-DCC9-4DAB-8900-1BA35837D07E.html 

 

QUESTION 2

A device\\'s vStorage API for Array Integration (VAAI) support status command line output shows: 

naa.500253825002a865 VAAI Plugin Name: ATS Status: unsupported Clone Status: unsupported Zero Status:
supported Delete Status: unsupported 

What is the corresponding VAAI support status in the vSphere Web Client? 

A. Unknown 

B. Supported 

C. Not supported 

D. Unsupported 

Correct Answer: A 

: If you go to Host > Configuration > Storage, you can see the Hardware Acceleration Status in the panel on the right
side. 

For each storage device and datastore, the vSphere Client displays the hardware acceleration support status in the
Hardware Acceleration column of the Devices view and the Datastores view. 

The status values are Unknown, Supported, and Not Supported. The initial value is Unknown. The status changes to
Supportedafter the host successfully performs the offload basic operations. If the offload operation fails, the status
changes to Not Supported. 

To determine if your storage device supports VAAI, test the Full Copy VAAI primitive: 

1. 

Using the vSphere Client, browse the datastore and locate a virtual disk (VMDK) of at least 4 MB that is 
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not in use. 

2. 

Copy the virtual disk to a new file. 

3. 

Check the Hardware Acceleration status to verify that it changes from Unknown to either Supported or 

Not Supported. 

Note: VAAI primitives can also be tested by creating a virtual machine with at least one new virtual disk, or 

cloning a virtual machine. 

Can I check the VAAI status from the command line? 

On ESXi 5.x 

To check the VAAI status, run this command: 

# esxcli storage core device vaai status get 

You see output similar to: 

mpx.vmhba1:C0:T1:L0 VAAI Plugin Name: ATS Status: unsupported Clone Status: unsupported Zero Status:
unsupported Delete Status: unsupported 

mpx.vmhba1:C0:T0:L0 VAAI Plugin Name: ATS Status: unsupported Clone Status: unsupported Zero Status:
unsupported Delete Status: unsupported 

Reference: https://kb.vmware.com/selfservice/microsites/search.do?
language=en_USandcmd=displayKCandexternalId=1021976 

 

QUESTION 3

An administrator uses the df -h command and notices that an NFS datastore is reporting a capacity of 0 Bytes. 

What condition would cause this to occur? 

A. The NFS server on which the datastore resides is down. 

B. The datastore was mounted as Read/Write. 

C. The datastore was mounted as Read-Only. 

D. The datastore was created with NFS version 4.1. 

Correct Answer: A 

Explanation: Please refer to this link to understand the situation and how to mitigate it: https://
kb.vmware.com/selfservice/microsites/search.do?language=en_USandcmd=displayKCandexternalId=2073021 
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QUESTION 4

An administrator has a virtual machine configured with the following settings: 

1. 

ESXi version: 5.1 

2. 

CPU: vCPUs 6 

3. 

Memory: 48GB 

4. 

Hardware version: 7 

5. 

VMware Tools: Installed 

Which two actions must the administrator take in order to utilize vNUMA? (Choose two.) 

A. Upgrade the ESXi host to vSphere 5.5 or later. 

B. Upgrade to Virtual Hardware version 8. 

C. Configure numa.vcpu.min to 5 

D. Configure numa.vcpu.min to 6 

Correct Answer: BD 

Using Virtual NUMA vSphere 5.0 and later includes support for exposing virtual NUMA topology to guest operating
systems, which can improve performance by facilitating guest operating system and application NUMA optimizations.
Virtual NUMA topology is available to hardware version 8 virtual machines and is enabled by default when the number
of virtual CPUs is greater than eight. You can also manually influence virtual NUMA topology using advanced
configuration options. You can affect the virtual NUMA topology with two settings in the vSphere Client: number of
virtual sockets and number of cores per socket for a virtual machine. If the number of cores per socket
(cpuid.coresPerSocket) is greater than one, and the number of virtual cores in the virtual machine is greater than 8, the
virtual NUMA node size matches the virtual socket size. If the number of cores per socket is less than or equal to one,
virtual NUMA nodes are created to match the topology of the first physical host where the virtual machine is powered
on. Reference: https://pubs.vmware.com/vsphere-51/index.jsp#com.vmware.vsphere.resmgmt.doc/GUID-17B629DE75
DF-4C23-B831-08107007FBB9.html 

--------------note----------------------Also, Check Page 21,22
https://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.1.pdf D-) Size your virtual machines so they align with
physical NUMA boundaries. For example, if you have a host system with six cores per NUMA node, size your virtual
machines with a multiple of six vCPUs (i.e., 6 vCPUs, 12 vCPUs, 18 vCPUs, 24 vCPUs, and so on). Hence answer is D
Also, Check Page 41,42 https://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.1.pdf 

 

QUESTION 5
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Refer to the Exhibit. 

An administrator wants to increase the capacity of a VMFS5 datastore; but the Increase Size by slider is not available,
as shown in the Exhibit. 

How should the administrator resolve this problem? 

A. Select a valid partition configuration from the drop-down menu. 

B. Use fdisk utility to manually resize the partition. 

C. Use the mouse to resize the partition indicated in the Partition Layout. 

D. Clicking Next will prompt for available usable space. 

Correct Answer: A 

Procedure 

1.Select the datastore to grow and click the Increase Datastore Capacity icon. 

2.Select a device from the list of storage devices. 

Your selection depends on whether an expandable storage device is available. 

Choose the options from Drop down menu list: 

Check the link: 

https://pubs.vmware.com/vsphere-51/index.jsp?topic=%2Fcom.vmware.vsphere.storage.doc%2FGUIDD57FEF5D-75F1
-433D-B337-E760732282FC.html 
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QUESTION 6

An administrator is changing the settings on a vSphere Distributed Switch (vDS). During this process, the ESXi
Management IP address is set to an address which can no longer communicate with the vCenter Server. 

What is the most likely outcome of this action? 

A. The host will disconnect from the vCenter Server and remain disconnected. 

B. The host will automatically detect the communication issue and revert the change. 

C. The host will stay connected with the change, but show an alert. 

D. The host will disconnect and migrate the vDS portgroup to a standard switch. 

Correct Answer: B 

Explanation: Procedure 

1. 

Connect to the DCUI of the host. 

2. 

From the Network Restore Options menu, select Restore vDS. 

3. 

Configure the uplinks and optionally the VLAN for the management network. 

4. 

Apply the configuration. 

The DCUI creates a local ephemeral port and applies the values you provided for the VLAN and uplinks. 

The DCUI moves the VMkernel adapter for the management network to the new local port to restore 

connectivity to vCenter Server. 

Next Steps: 

After the connection of the host to vCenter Server is restored, correct the configuration of the distributed 

port group and re-add the VMkernel adapter to the group. For information about networking rollback, 

recovery, and restore, see the vSphere Networking documentation: Wait until vCenter Server applies the 

settings within the next 24 hours. 

 

QUESTION 7
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In which two vsphere.local groups should an administrator avoid adding members? (Choose two.) 

A. SolutionUsers 

B. Administrators 

C. DCAdmins 

D. ExternalPDUsers 

Correct Answer: AB 

 

Reference: https://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.security.doc%2FGUID87D
A2F34-DCC9-4DAB-8900-1BA35837D07E.html 

 

QUESTION 8

An administrator observes a warning on the vSphere Availability (HA) cluster. 

This host currently has no management network redundancy 

Which two actions would address the warning? (Choose two.) 

A. Include the advanced HA parameter das.ignoreNetWarningRedundancy. 

B. Add an additional management vmknic to the vSwitch. 

C. Include the advanced HA parameter das.ignoreRedundantNetWarning. 

D. Add an additional uplink to the management vmknic. 

Correct Answer: CD 

 

QUESTION 9

Which two solutions require Physical Mode Raw Device Mapping (RDM)? (Choose two.) 
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A. Direct access to the storage array device 

B. Virtual Machine Snapshots 

C. Hardware Acceleration 

D. Guest Clustering across ESXi hosts 

Correct Answer: AD 

Explanation: A-) Note: RDM is not available for direct-attached block devices or certain RAID devices. You 

cannot map a disk partition as RDM. RDMs require the mapped device to be a whole LUN.(storage array 

device) D-) Guest Clustering----- Physical mode is useful while running SAN management agents or other 

SCSI target-based software in the virtual machine. 

Physical mode also allows virtual-to-physical clustering for cost-effective high availability. 

Virtual Machine Snapshots are not available when the RDM is used in physical compatibility mode. 

You can use this mode for Physical-to-virtual clustering and cluster-across-boxes. 

VMFS5 supports greater than 2 TB disk size for RDMs in physical compatibility mode only. These 

restrictions apply: 

You cannot relocate larger than 2 TB RDMs to datastores other than VMFS5. 

You cannot convert larger than 2 TB RDMs to virtual disks, or perform other operations that involve RDM 

to virtual disk conversion. Such operations include cloning. 

FAQ: https://kb.vmware.com/selfservice/microsites/search.do? 

language=en_USandcmd=displayKCandexternalId=1037959 

 

QUESTION 10

An administrator wants to prevent a priority virtual machine that resides in a vSphere DRS cluster from migrating to
other hosts in the cluster. 

What configuration step will accomplish this without affecting other virtual machines? 

A. Set VM Overrides to Partially Automated. 

B. Set VM Overrides to Manual. 

C. Configure a VM/Host Rule with the setting Must run on hosts in group. 

D. Configure a VM/Host Rule with the setting Should run on hosts in group. 

Correct Answer: B 
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Option Manual 

Description Placement and migration recommendations are displayed, but do not run until you manually apply the
recommendation. 

Reference: https://pubs.vmware.com/vsphere-51/index.jsp?topic=%2Fcom.vmware.vsphere.resmgmt.doc %2FGUID-
E83A6B62-37F8-46D0-8D0A-D6A9181979F2.html 

 

QUESTION 11

An administrator wants to configure a High Availability cluster to allow virtual machines a 10 minute window to shut
down in the event of a Host Isolation incident. 

What two configuration settings would satisfy this requirement? (Choose two.) 

A. Set the advanced option das.isolationshutdowntimeout = 10. 

B. Set the advanced option das.isolationshutdowntimeout = 600. 

C. Configure Host Isolation Response to Shut Down and Restart VMs. 

D. Configure Host Isolation Response to Power Off and Restart VMs. 

Correct Answer: BC 

 

das.isolationShutdownTimeout The number of seconds an FDM waits for a virtual machine to power off after initiating a
guest shutdown before the FDM issues a power off. If the option is unset, 300s is used. 

Reference: https://kb.vmware.com/selfservice/microsites/search.do?
language=en_USandcmd=displayKCandexternalId=2033250 

 

QUESTION 12

An administrator has configured Network I/O Control to support bandwidth allocation to a group of virtual machines
running on a vSphere 6.x HA/DRS Cluster. 

Which two conditions would cause DRS to migrate one of these virtual machines to another host in the cluster? (Choose
two.) 

A. A physical adapter cannot supply the minimum bandwidth in accordance with the teaming policy. 

B. A reservation for a VM network adapter is less than the free quota in the network resource pool. 

C. A physical adapter that carries traffic from the virtual machines is offline. 

D. The reservation is changed to a value that the initial host can no longer satisfy. 

Correct Answer: CD 

Bandwidth Admission Control in vSphere DRS If you power on a virtual machine that is in a cluster, vSphere DRS
places the virtual machine on a host that has the capacity to guarantee the bandwidth reserved for the virtual machine
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according to the active teaming policy. vSphere DRS migrates a virtual machine to another host to satisfy the bandwidth
reservation of the virtual machine in these situations: 

1.

 The reservation is changed to a value that the initial host can no longer satisfy. 

2.

 A physical adapter that carries traffic from the virtual machine is offline. To use admission control in vSphere DRS,
perform the following tasks: 

Reference: https://docs.vmware.com/en/VMware-
vSphere/6.0/com.vmware.vsphere.networking.doc/GUID7B131191-D989-431A-99F7-BA3C27BD4F64.html 

 

QUESTION 13

Which command shows the Physical Uplink status for a vmnic? 

A. esxcli network ip get 

B. esxcli network nic list 

C. esxcli network vmnic list 

D. esxcli network ifconfig get 

Correct Answer: B 

Command: 

network nic list 

Description: 

This command will list the Physical NICs currently installed and loaded on the system. 

Reference: https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vcli.ref.doc_50% 

2Fesxcli_network.html 

 

QUESTION 14

Which password meets ESXi 6.x host password requirements? 

A. 8kMVnn2x! 

B. zNgtnJBA2 

C. Nvgt34kn44 

D. !b74wr 
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Correct Answer: A 

ESXi Passwords 

By default, ESXi enforces requirements for user passwords. 

Your user password must meet the following length requirements. 

1. 

Passwords containing characters from one or two character classes must be at least eight characters long. 

2. 

Passwords containing characters from three character classes must be at least seven characters long. 

3. 

Passwords containing characters from all four character classes must be at least six characters long. 

When you create a password, include a mix of characters from four character classes: lowercase letters, 

uppercase letters, numbers, and special characters such as an underscore or dash. 

The password cannot contain the words root, admin, or administrator in any form. 

Reference: 

https://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.security.doc%2FGUIDDC96FFDB-
F5F2-43EC-8C73-05ACDAE6BE43.html 

 

QUESTION 15

An administrator is having a problem configuring Storage I/O Control on a Datastore. 

Which two conditions could explain the issue? (Choose two.) 

A. A host is running ESXi 4.0. 

B. An ESXi host does not have appropriate licensing. 

C. The vCenter Server version is 5.0. 

D. The vCenter Server License is Standard. 

Correct Answer: AB 

A-) Storage I/O Control was introduced in vSphere 4.1, taking storage resource controls built into vSphere to a much
broader level. In vSphere 5, Storage I/O Control has been enhanced with support for NFS data stores and clusterwide
I/O shares. Check vmware.com esxi versions enhancements, for further troubleshooting
https://kb.vmware.com/kb/1022091 B-) If hosts are not licensed at the appropriate level, the option to enable Storage I/O
control is grayed out. Check: https://kb.vmware.com/kb/2021530 
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