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QUESTION 1

An engineer needs to configure network systems to detect command and control communications by decrypting ingress
and egress perimeter traffic and allowing network security devices to detect malicious outbound communications. Which
technology should be used to accomplish the task? 

A. digital certificates 

B. static IP addresses 

C. signatures 

D. cipher suite 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. 

A workstation downloads a malicious docx file from the Internet and a copy is sent to FTDv. The FTDv sends the file
hash to FMC and the tile event is recorded What would have occurred with stronger data visibility? 

A. The traffic would have been monitored at any segment in the network. 

B. Malicious traffic would have been blocked on multiple devices 

C. An extra level of security would have been in place 

D. Detailed information about the data in real time would have been provided 

Correct Answer: B 
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QUESTION 3

DRAG DROP 

Drag and drop the technology on the left onto the data type the technology provides on the right. 

Select and Place: 

Correct Answer:  

 

QUESTION 4

An engineer runs a suspicious file in a sandbox analysis tool to see the outcome. The analysis report shows that
outbound callouts were made post infection. 

Which two pieces of information from the analysis report are needed to investigate the callouts? (Choose two.) 

A. signatures 

B. host IP addresses 

C. file size 
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D. dropped files 

E. domain names 

Correct Answer: BE 

 

QUESTION 5

Which technology prevents end-device to end-device IP traceability? 

A. encryption 

B. load balancing 

C. NAT/PAT 

D. tunneling 

Correct Answer: C 

 

QUESTION 6

Which technology on a host is used to isolate a running application from other applications? 

A. sandbox 

B. application allow list 

C. application block list 

D. host-based firewall 

Correct Answer: A 

Reference: https://searchsecurity.techtarget.com/definition/sandbox#:~:text=Sandboxes%20can%20be%20used%20to,
be%20run%20inside%20a%20sandbox 

 

QUESTION 7

What is a difference between an inline and a tap mode traffic monitoring? 

A. Inline monitors traffic without examining other devices, while a tap mode tags traffic and examines the data from
monitoring devices. 

B. Tap mode monitors traffic direction, while inline mode keeps packet data as it passes through the monitoring
devices. 

C. Tap mode monitors packets and their content with the highest speed, while the inline mode draws a packet path for
analysis. 

D. Inline mode monitors traffic path, examining any traffic at a wire speed, while a tap mode monitors traffic as it crosses
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the network. 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-
v65/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html 

 

QUESTION 8

What is the difference between a threat and a risk? 

A. Threat represents a potential danger that could take advantage of a weakness in a system 

B. Risk represents the known and identified loss or danger in the system 

C. Risk represents the nonintentional interaction with uncertainty in the system 

D. Threat represents a state of being exposed to an attack or a compromise, either physically or logically. 

Correct Answer: A 

A threat is any potential danger to an asset. If a vulnerability exists but has not yet been exploited--or, more importantly,
it is not yet publicly known--the threat is latent and not yet realized. 

 

QUESTION 9

A SOC analyst is investigating an incident that involves a Linux system that is identifying specific sessions. Which
identifier tracks an active program? 

A. application identification number 

B. active process identification number 

C. runtime identification number 

D. process identification number 

Correct Answer: D 

 

QUESTION 10

Why is HTTPS traffic difficult to screen? 

A. HTTPS is used internally and screening traffic (or external parties is hard due to isolation. 

B. The communication is encrypted and the data in transit is secured. 

C. Digital certificates secure the session, and the data is sent at random intervals. 

D. Traffic is tunneled to a specific destination and is inaccessible to others except for the receiver. 
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Correct Answer: B 

 

QUESTION 11

Which utility blocks a host portscan? 

A. HIDS 

B. sandboxing 

C. host-based firewall 

D. antimalware 

Correct Answer: C 

 

QUESTION 12

What is the virtual address space for a Windows process? 

A. physical location of an object in memory 

B. set of pages that reside in the physical memory 

C. system-level memory protection feature built into the operating system 

D. set of virtual memory addresses that can be used 

Correct Answer: D 

 

QUESTION 13

The security team has detected an ongoing spam campaign targeting the organization. The team\\'s approach is to push
back the cyber kill chain and mitigate ongoing incidents. At which phase of the cyber kill chain should the security team
mitigate this type of attack? 

A. actions 

B. delivery 

C. reconnaissance 

D. installation 

Correct Answer: B 

 

QUESTION 14

What are two denial of service attacks? (Choose two.) 
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A. MITM 

B. TCP connections 

C. ping of death 

D. UDP flooding 

E. code red 

Correct Answer: CD 

 

QUESTION 15

Which metric is used to capture the level of access needed to launch a successful attack? 

A. privileges required 

B. user interaction 

C. attack complexity 

D. attack vector 

Correct Answer: D 

Attack Vector ( AV) represents the level of access an attacker needs to have to exploit a vulnerability. It can assume
four values: Network, Adjacent, Local and Physical. Source: Official cert Guide Cisco CyberOps Associate CBROPS
200201 Chapter7: 

Introduction to Security Operations Management. 
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