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QUESTION 1

What is the difference between the rule-based detection when compared to behavioral detection? 

A. Rule-Based detection is searching for patterns linked to specific types of attacks, while behavioral is identifying per
signature. 

B. Rule-Based systems have established patterns that do not change with new data, while behavioral changes. 

C. Behavioral systems are predefined patterns from hundreds of users, while Rule-Based only flags potentially
abnormal patterns using signatures. 

D. Behavioral systems find sequences that match a particular attack signature, while Rule- Based identifies potential
attacks. 

Correct Answer: B 

 

 

QUESTION 2

Refer to the exhibit. 
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A security analyst is investigating unusual activity from an unknown IP address Which type of evidence is this file1? 

A. indirect evidence 

B. best evidence 

C. corroborative evidence 

D. direct evidence 

Correct Answer: D 

 

 

QUESTION 3

Which evasion technique is a function of ransomware? 

A. extended sleep calls 
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B. encryption 

C. resource exhaustion 

D. encoding 

Correct Answer: B 

 

QUESTION 4

What is an example of social engineering attacks? 

A. receiving an unexpected email from an unknown person with an attachment from someone in the same company 

B. receiving an email from human resources requesting a visit to their secure website to update contact information 

C. sending a verbal request to an administrator who knows how to change an account password 

D. receiving an invitation to the department\\'s weekly WebEx meeting 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit. 

A security analyst received a ticket about suspicious traffic from one of the workstations. During the investigation, the
analyst discovered that the workstation is communicating with an external IP The analyst was not able to investigate
further and escalated the case to a T2 security analyst. What are the two data visibility challenges that the security
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analyst should identify? (Choose two.) 

A. A default user agent is present in the headers. 

B. Traffic is not encrypted. 

C. Encrypted data is being transmitted. 

D. POST requests have a "Microsoft-IIS/7.5" server header. 

E. HTTP requests and responses are sent in plaintext. 

Correct Answer: BE 

 

 

QUESTION 6

An engineer configured regular expression ".*\.([Dd][Oo][Cc]|[Xx][LI][Ss]|[Pp][Pp][Tt]) HTTP/1.[01]" on Cisco ASA
firewall. What does this regular expression do? 

A. It captures .doc, .xls, and .pdf files in HTTP v1.0 and v1.1. 

B. It captures documents in an HTTP network session. 

C. It captures Word, Excel, and PowerPoint files in HTTP v1.0 and v1.1. 

D. It captures .doc, .xls, and .ppt files extensions in HTTP v1.0. 

Correct Answer: C 

Explanation: 

The regular expression pattern captures file extensions like .doc, .xls, and .ppt (or variations in letter case, such as
DOC, XLS, PPT) within HTTP traffic sessions, as indicated by the ".([Dd][Oo][Cc]|[Xx][LI][Ss]|[Pp][Pp][Tt])" part of the
regex. 

Additionally, it specifies HTTP versions 1.0 and 1.1 by ending with " HTTP/1.[01]" to focus the matching on HTTP
sessions using these versions. 

 

QUESTION 7

Refer to the exhibit. 

Which event is occurring? 

A. A binary named "submit" is running on VM cuckoo1. 

Latest 200-201 Dumps | 200-201 Study Guide | 200-201 Braindumps                                5 / 9

https://www.certbus.com/200-201.html
https://www.certbus.com/200-201.html
https://www.certbus.com/200-201.html


https://www.certbus.com/200-201.html
2024 Latest certbus 200-201 PDF and VCE dumps Download

B. A binary is being submitted to run on VM cuckoo1 

C. A binary on VM cuckoo1 is being submitted for evaluation 

D. A URL is being evaluated to see if it has a malicious binary 

Correct Answer: B 

https://cuckoo.readthedocs.io/en/latest/usage/submit/ 

 

QUESTION 8

Refer to the exhibit. 

Which alert is identified from this packet capture? 

A. man-in-the-middle attack 

B. brute-force attack 

C. ARP poisoning 

D. SQL injection 

Correct Answer: B 

 

 

QUESTION 9

A CMS plugin creates two files that are accessible from the Internet: myplugin.html and exploitable.php. A newly
discovered exploit takes advantage of an injection vulnerability in exploitable.php. To exploit the vulnerability, an HTTP
POST must be sent with specific variables to exploitable.php. A security engineer notices traffic to the webserver that
consists of only HTTP GET requests to myplugin.html. Which category does this activity fall under? 
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A. exploitation 

B. reconnaissance 

C. installation 

D. weaponization 

Correct Answer: B 

 

 

QUESTION 10

Which option describes indicators of attack? 

A. blocked phishing attempt on a company 

B. spam emails on an employee workstation 

C. virus detection by the AV software 

D. malware reinfection within a few minutes of removal 

Correct Answer: D 

 

 

QUESTION 11

Refer to the exhibit. What is occurring? 

A. ARP spoofing attack 

B. man-in-the-middle attack 

C. brute-force attack 

D. denial-of-service attack 
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Correct Answer: D 

 

 

QUESTION 12

A security incident occurred with the potential of impacting business services. Who performs the attack? 

A. malware author 

B. threat actor 

C. bug bounty hunter 

D. direct competitor 

Correct Answer: B 

Reference: https://www.paubox.com/blog/what-is-threat-
actor/#:~:text=The%20term%20threat%20actor%20refers,CTA)%20when%20referencing%20cybersecurity%20issues 

 

QUESTION 13

What is a description of a man-in-the-middle network attack? 

A. After attackers penetrate a network, they can use privilege escalation to expand their reach. 

B. Attackers build botnets, large fleets of compromised devices, and use them to direct false traffic at networks or
servers. 

C. It involves attackers intercepting traffic, either between a network and external sites or within a network. 

D. Attackers replicate malicious traffic as legitimate and bypass network protection solutions. 

Correct Answer: C 

 

 

QUESTION 14

Refer to the exhibit. 
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Which frame numbers contain a file that is extractable via TCP stream within Wireshark? 

A. 7,14, and 21 

B. 7 and 21 

C. 14,16,18, and 19 

D. 7 to 21 

Correct Answer: C 

 

 

QUESTION 15

At a company party a guest asks questions about the company\\'s user account format and password complexity. How
is this type of conversation classified? 

A. Phishing attack 

B. Password Revelation Strategy 

C. Piggybacking 

D. Social Engineering 

Correct Answer: D 
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