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QUESTION 1

You are working as a solution architect for a customer in Frankfurt, which uses multiple compute instance VMs spread
among three Availability Domains in the Oracle Cloud Infrastructure (OCI) eu- frankfurt-1 region. The compute instances
do not have public IP addresses and are running in private subnets inside a Virtual Cloud Network (VCN). You have set
up OCI Autoscaling feature for the compute instances, but find out that instances cannot be auto scaled. You have
enabled monitoring on the instances. What could be wrong in this situation? 

A. You need to assign a reserved public IP address to the compute instances. 

B. You need to set up a Service Gateway to send metrics to the OCI Monitoring service. 

C. Autoscaling only works for instances with public IP addresses. 

D. Autoscaling only works with single availability domains. 

Correct Answer: B 

 

QUESTION 2

You have to migrate your application to Oracle Cloud Infrastructure (OCI). The database is constantly being updated
and needs to be online without interruptions. How can you transition the database to OCI without interrupting its use? 

A. It is impossible to migrate without interruption. 

B. Use an on-premises database with two-way synchronization to a cloud-based database and allow clients to connect
to either databases. 

C. Use an on-premises database with one-way synchronization to a cloud-based database and allow clients to connect
only to the cloud database. 

D. Use an on-premises database with one-way synchronization to a cloud-based database and allow clients to connect
only to the on-premises database until it is synchronized. 

Correct Answer: D 

 

QUESTION 3

You have deployed a web application targeting a global audience across multiple Oracle Cloud 

Infrastructure (OCI) regions. 

You decide to use Traffic Management Geo-Location based Steering Policy to serve web requests to 

users from the region closets to the user. Within each region you have deployed a public load balancer 

with 4 servers in a backend set. During a DR test disable all web servers in one of the regions however, 

traffic Management does not automatically direct all users to the other region. 

Which two are possible causes? 
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A. You did not setup a Route Table associated with load Balancer\\'s subnet 

B. You did not setup an HTTP Health Check associated with Load Balancer public IP in the disabled region. 

C. Rather than using Geo-Location based Steering Policy, you should use Failover Policy Type to serve traffic. 

D. One of the two working web servers In the other region did not pass Its HTTP health check 

E. You did not correctly setup the Load Balancer HTTP health check policy associated with backend set 

Correct Answer: BE 

Managing Traffic Management GEOLOCATION Steering Policies Geolocation steering policies distribute DNS traffic to
different endpoints based on the location of the end user. Customers can define geographic regions composed of
originating continent, countries or states/provinces (North America) and define a separate endpoint or set of endpoints
for each region. The Health Checks service allows you to monitor the health of IP addresses and hostnames, as
measured from geographic vantage points of your choosing, using HTTP and ping probes. After configuring a health
check, you can view the monitor\\'s results. The results include the location from which the host was monitored, the
availability of the endpoint, and the date and time the test was performed. Also you can Combine Managing Traffic
Management GEOLOCATION Steering Policies with Oracle Health Checks to fail over from one region to another The
Load Balancing service provides health status indicators that use your health check policies to report on the general
health of your load balancers and their components. if you misconfigure the health check Protocol between the Load
balancer and backend set that can lead to not get an accurate response as example below If you run a TCP-level health
check against an HTTP service, you might not get an accurate response. The TCP handshake can succeed and
indicate that the service is up even when the HTTP service is ly configured or having other issues. Although the health
check appears good customers might experience transaction failures. 

 

QUESTION 4

You have deployed art application server irt a private Subnet irt your virtual cloud network (VCN). For the database, you
have provisioned an Autonomous Transaction Processing (ATP) serverless instance. However, you are unable to
connect to the database instance from your application server. Which two steps would you need to enable this
connectivity? 

A. Add an internet gateway to your VCN and add a route rule to your private subnet route table. CIDR: 0.0.0.0/0 Target:
Internet Gateway 

B. Add a remote peering connection from your VCN to the ATP VCN 

C. Add a stateful egress rule to the security list associated with your private subnet. Destination CIDR: 0.0.0.0/0
Protocols: All Protocols 

D. Create a NAT Gateway and add the following route rule to the route table of private subnet. CIDR: 0.0.0.0/0 Target:
NAT Gateway 

Correct Answer: CD 

 

QUESTION 5

You are creating an Oracle Cloud Infrastructure Dynamic Group. To determine the members of this group 

you are defining a set of matching rules. 
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Which of the following are the supported variables to define conditions in the matching rules? (Choose 

Two) 

A. iam.policy.id - the OCID of the IAM policy to apply to the group. 

B. instance.tenancy.id - the OCID of the tenancy where the instance resides. 

C. tag...value - the tag namespace and tag key. 

D. instance.compartment.id - the OCID of the compartment where the instance resides. 

Correct Answer: CD 

You can define the members of the dynamic group based on the following: 

-compartment ID 

-instance ID 

-

tag namespace and tag key 

-

tag namespace, tag key, and tag value 

Supported variables are: 

instance.compartment.id - the OCID of the compartment where the instance resides instance.id - the OCID 

of the instance 

tag...value - the tag namespace and tag key. For example, 

tag.department.operations.value . 

tag...value=\\'\\' - the tag namespace, tag key, and tag value. For 

example, tag.department.operations.value=\\'45\\' 

 

QUESTION 6

A customer is in a process of shifting their web based Sales application from their own data center located in US West
to OCI India West (Mumbai) region. They want to do it in a controlled manner and initially only 1% of the traffic will be
steered to the servers in OCI. After verification of everything is working as expected, the company is gradually planning
to increase the ratio until they are comfortable with fully migrating all traffic to OCI. Which of the following solution can
be used in this situation? 

A. OCI DNS and Traffic Management with Geolocation Steering policy 

B. OCI DNS and Traffic Management with Failover Steering policy 

C. OCI DNS and Traffic Management with Load Balancer Steering policy 
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D. OCI DNS and OCI Load Balancer Service 

Correct Answer: A 

STEERING POLICIES is A framework to define the traffic management behavior for your zones. Steering policies
contain rules that help to intelligently serve DNS answers. FAILOVER Failover policies allow you to prioritize the order in
which you want answers served in a policy (for example, Primary and Secondary). Oracle Cloud Infrastructure Health
Checks are leveraged to determine the health of answers in the policy. If the Primary Answer is determined to be
unhealthy, DNS traffic will automatically be steered to the Secondary Answer. LOAD_BALANCE Load Balancer policies
allow distribution of traffic across multiple endpoints. Endpoints can be assigned equal weights to distribute traffic evenly
across the endpoints or custom weights may be assigned for ratio load balancing. Oracle Cloud Infrastructure Health
Checks are leveraged to determine the health of the endpoint. DNS traffic will be automatically distributed to the other
endpoints, if an endpoint is determined to be unhealthy. ROUTE_BY_GEO Geolocation-based steering policies
distribute DNS traffic to different endpoints based on the location of the end user. Customers can define geographic
regions composed of originating continent, countries or states/provinces (North America) and define a separate
endpoint or set of endpoints for each region. ROUTE_BY_ASN ASN-based steering policies enable you to steer DNS
traffic based on Autonomous System Numbers (ASN). DNS queries originating from a specific ASN or set of ASNs can
be steered to a specified endpoint. ROUTE_BY_IP IP Prefix-based steering policies enable customers to steer DNS
traffic based on the IP Prefix of the originating query. 

 

QUESTION 7

You want to automate the processing of new image files to generate thumbnails. The expected rate is 10 

new files every hour. 

Which of the following is the most cost effective option to meet this requirement in Oracle Cloud 

Infrastructure (OCI)? 

A. Upload all files to an Oracle Streaming Service (OSS) stream. Setup a cron job to invoke a function in Oracle
Functions to fetch data from the stream. Invoke another function to process the image files and generate thumbnails.
Store thumbnails in another OSS stream. 

B. Upload files to an OCI Object storage bucket. Every time a file is uploaded, an event is emitted. Write a rule to filter
these events with an action to trigger a function in Oracle Functions. The function processes the image in the file and
stores the thumbnails back in an Object storage bucket. 

C. Build a web application to ingest the files and save them to a NoSQL Database. Configure OCI Events service to
trigger a notification using Oracle Notification Service (ONS). ONS invokes a custom application to process the image
files to generate thumbnails. Store thumbnails in a NoSQL Database table. 

D. Upload files to an OCI Object storage bucket. Every time a file is uploaded, trigger an event with an action to
provision a compute instance with a cloud-init script to access the file, process it and store it back in an Object storage
bucket. Terminate the instance using Autoscaling policy after the processing is finished. 

Correct Answer: B 

 

QUESTION 8

A data analytics company has been building Its now generation big data and analytics platform on Oracle Cloud
Infrastructure (OCI). They need a storage service that provide the scale and performance that their big data applications
require such as high throughput to compute nodes with low latency file operations in addition, their data needs to be
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stored redundantly across multiple nodes In a single availability domain and allows concurrent connections from multiple
compute Instances hosted on multiple availability domains. Which OCI storage service can you use to meet i his
requirement? 

A. Object Storage 

B. File System Storage 

C. Archive storage 

D. Block Volume 

Correct Answer: B 

Oracle Cloud Infrastructure File Storage service provides a durable, scalable, secure, enterprise-grade network file
system. You can connect to a File Storage service file system from any bare metal, virtual machine, or container
instance in your Virtual Cloud Network (VCN). You can also access a file system from outside the VCN using Oracle
Cloud Infrastructure FastConnect and Internet Protocol security (IPSec) virtual private network (VPN). Use the File
Storage service when your application or workload includes big data and analytics, media processing, or content
management, and you require Portable Operating System Interface (POSIX)compliant file system access semantics
and concurrently accessible storage. The File Storage service is designed to meet the needs of applications and users
that need an enterprise file system across a wide range of use cases 

 

QUESTION 9

A new international hacktivist group, based in London, launched wide scale cyber attacks including SQL Injection and
Cross-Site Scripting (XSS) across multiple websites which are hosted in Oracle Cloud Infrastructure (OCI). As an IT
consultant, you must configure a Web Application Firewall (WAF) to protect these websites against the attacks. How
should you configure your WAF to protect the website against those attacks? (Choose the best answer.) 

A. Enable an Access Rule that contains XSS Filters Categories and SQL Filters Categories. 

B. Enable a Protection Rule to block the attacks based on HTTP Headers that contain XSS and SQL strings. 

C. Enable a Protection Rule that contains XSS Filters Categories and SQL Filters Categories. 

D. Enable an Access Rule to block the IP Address range from London. 

E. Enable a Protection Rule to block requests that came from London. 

Correct Answer: C 

https://www.ateam-oracle.com/using-oci-waf-web-application-firewall-with-oracle-e-
businesssuite#:~:text=The%20protection%20rules%20can%20be,achieved%20by%20enabling%20correspond ing
%20rules. 

 

QUESTION 10

Your customer recently ordered for a 1-Gbps Fast Connect connection In ap-tokyo-1 region of Oracle Cloud
Infrastructure (OCI). They will us this to one Virtual cloud Network (VCN) in their production (OC1) tenancy and VCN In
their development OC1 tenancy As a Solution Architect, how should yon configure and architect the connectivity
between on premises and VCNs In OCI? 
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A. Create two private virtual circuits on the FastConnect link. Create two Dynamic Routing Gateways, one for each
VCNs. Attach the virtual circuits to the dynamic routing gateways. 

B. You cannot achieve connectivity using single FastConnect link as the production and the development VCNs-are in
separate tenancies. Request one more FastConnect connection. 

C. Create a single private virtual circuit over FastConnect and attach fastConnect to either of the VCN\\'s Dynamic
Routing Gateway. Use Remote Peering to peer production and development VCNs. 

D. Create a hub-VCN that uses Dynamic Routing Gateway (DRG) to communicate with on-premises network over
FastConnect. Connect the hub-VCN to the production VCN spoke and with development VCN spoke, each peered via
their respective local Peering Gateway (LPG) 

Correct Answer: D 

There\\'s an advanced routing scenario called transit routing that enables communication between an onpremises
network and multiple VCNs over a single Oracle Cloud Infrastructure FastConnect or IPSec VPN. The VCNs must be in
the same region and locally peered in a hub-and-spoke layout. As part of the scenario, the VCN that is acting as the hub
has a route table associated with each LPG (typically route tables are associated with a VCN\\'s subnets). 

 

QUESTION 11

A developer is using Oracle Functions to deploy her code as part of an event-driven solution in Oracle Cloud
Infrastructure (OCI). When she invokes her function, Oracle Functions returns a FunctionlnvokelmageNotAvailable
message and a 502 error: 

Which of the following options is NOT a plausible reason for this error? 

A. Missing or invalid IAM policy to give Oracle Functions read access to images stored for functions in repositories in
OCI Registry. 

B. The function does not exist in the specified location in OCI Registry. 

C. The VCN being used does not have an internet gateway or a service gateway configured for Oracle Functions to be
able to access OCI Registry. 

D. OCI Events service rule is not configured with the correct location of the function in OCI Registry. 

Correct Answer: D 
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QUESTION 12

You are part of a project team working in the development environment created in OCI. You have realized that the CIDR
block specified for one of the subnet in a VCN is not correct and want to delete the subnet. While deleting you are
getting an error indicating that there are still resources that you must delete first. The error includes the OCID of the
VNIC that is in the subnet. Which of the following action you will take to troubleshoot this issue? 

A. Use OCI CLI to call "GetVnic" operation to find out the parent resource of the VNIC 

B. Copy and Paste OCID of the VNIC in the search box of the OCI Console to find out the parent resource of the VNIC 

C. Use OCI CLI to delete the VNIC first and then delete the subnet 

D. Use OCI CLI to delete the subnet using --force option 

Correct Answer: A 

VCN, it must first be empty and have no related resources or attached gateways To delete a VCN\\'s subnets, they must
first be empty. Note: When you create one of the preceding resources, you specify a VCN and subnet for it. The
relevant service creates at least one VNIC in the subnet and attaches the VNIC to the resource. The service manages
the VNICs on your behalf, so they are not readily apparent to you in the Console. The VNIC enables the resource to
communicate with other resources over the network. Although this documentation commonly talks about the resource
itself being in the subnet, it\\'s actually the resource\\'s attached VNIC. If the subnet is not empty, you instead get an
error indicating that there are still resources that you must delete first. The error includes the OCID of a VNIC that is in
the subnet (there could be more, but the error returns only a single VNIC\\'s OCID). You can use the Oracle Cloud
Infrastructure command line interface (CLI) or another SDK or client to call the GetVnic operation with the VNIC OCID.
The response includes the VNIC\\'s display name. Depending on the type of parent resource, the display name can
indicate which parent resource the VNIC belongs to. You can then delete that parent resource, or you can contact your
administrator to determine who owns the resource. When the VNIC\\'s parent resource is deleted, the attached VNIC is
also deleted from the subnet. If there are remaining VNICs in the subnet, repeat the process of determining and deleting
each parent resource until the subnet is empty. Then you can delete the subnet. For example, if you\\'re using the CLI,
use this command to get information about the VNIC. oci network vnic get --vnic-id
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