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QUESTION 1

What is a valid option when exporting a custom image? 

A. object storage URL 

B. archive storage URL 

C. file storage service 

D. block volume 

Correct Answer: A 

Reference: https://docs.cloud.oracle.com/iaas/Content/Compute/Tasks/imageimportexport.htm 

 

QUESTION 2

You are implementing Oracle Cloud Infrastructure (OCI) FastConnect to access OCI public access points 

(e.g.

 ?object storage). You want other Internet traffic from your on-premises environment to use your 

existing connection with your ISP. 

What is the correct way to establish OCI FastConnect to access these OCI public endpoints? 

A. 

Configure private peering on your FastConnect link. Redistribute BGP routes learned into your existing routing table and
advertise a default from your network infrastructure to OCI. 

B. 

Configure private peering on your FastConnect link with a static route that points to OCI object storage service. 

C. 

Configure public peering on your FastConnect link with a static route that points to OCI object storage service. 

D. 

Configure public peering on your FastConnect link. Redistribute BGP routes learned into your existing routing table and
advertise a specific route for your network infrastructure to OCI. 

Correct Answer: A 

 

QUESTION 3

You are designing a networking infrastructure in multiple Oracle Cloud Infrastructure regions and require 
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connectivity between workloads in each region. You have created a dynamic routing gateway (DRG) and a 

remote peering connection. 

However, your workloads are unable to communicate with each other. 

What are two reasons for this? (Choose two.) 

A. The security lists associated with subnets in each virtual cloud network (VCN) do not have the appropriate ingress
rules 

B. Identity and Access Management (IAM) policies have not been defined to allow connectivity across the two VCNs in
different regions 

C. A local peering gateway needs to be created in each VCN with a default route rule added in the route table
forwarding the traffic to the local peering gateway 

D. An Internet gateway needs to be created in each VCN with a default route rule added in the route table forwarding
the traffic to the Internet Gateway 

E. The route table associated with subnets in each VCN do not have a route rule defined to forward the traffic to their
respective DRGs 

Correct Answer: AE 

 

QUESTION 4

You are the Solutions Architect of a large company and are tasked with migrating all your services to Oracle Cloud
Infrastructure. As part of this, you first design a Virtual Cloud Network (VCN) with a public subnet and a private subnet.
Then in order to provide Internet connectivity to the instances in your private subnet, you create an Oracle Linux
instance in your public subnet and configure NAT on it. However, even after adding all related security list rules and
routes in the Route Table, your private subnet instances still cannot connect to the Internet. 

Which action should you perform to enable Internet connectivity? 

A. Disable "Source and Destination Check" on the VNIC of your Linux instance. 

B. There is no way that a private subnet can connect to the Internet. 

C. Create a Dynamic Routing Gateway (DRG) and route your private IP traffic to the DRG. 

D. Restart the NAT instance. 

Correct Answer: A 

 

QUESTION 5

Which two choices are true for Autonomous Data Warehouse (ADW)? (Choose two.) 

A. Billing stops only when the ADW is terminated 

B. Billing stops for both CPU usage and storage usage when ADW is stopped 
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C. Billing for compute stops when ADW is stopped 

D. Billing for storage continues when ADW is stopped 

Correct Answer: CD 

Reference: https://docs.cloud.oracle.com/iaas/Content/Database/Tasks/adwmanaging.htm 

 

QUESTION 6

You deployed a web server in Oracle Cloud Infrastructure using an ephemeral public IP. After a few 

changes in your web server configuration, you rebooted the server and a new public IP was associated to 

your instance. 

What should you do to prevent this from happening again? 

A. Create a reserved public IP and associate it with the security list that your complete instance is using 

B. Create a reserved public IP and associate it with the subnet of your compute instance 

C. Create a reserved public IP and associate it with the VNIC of your compute instance 

D. Create a reserved public IP and associate it with the hosts file of your web server 

Correct Answer: C 

 

QUESTION 7

When creating a subnet, one or more placeholder security lists are often associated with the subnet. Why? 

A. Each operator needs its own security list. 

B. Each protocol needs its own security list. 

C. Each network endpoint or instance in the subnet needs its own security list. 

D. It is not possible to add or remove security lists after a subnet is created. 

Correct Answer: C 

Reference: https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/securitylists.htm 

 

QUESTION 8

Which two resources are available by default when your Oracle Cloud Infrastructure tenancy is provisioned? (Choose
two.) 

A. an NVMe SSD boot disk for each instance, whose size is determined by the image and shape of the instance 
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B. a range of public IP addresses that are reserved for your tenancy 

C. a set of images, where each image is a template of a virtual hard drive that consists of the OS and installed software
and applications 

D. a variety of shapes, where each shape determines the number of CPUs and memory allocated to an instance. 

Correct Answer: AB 

 

QUESTION 9

You are designing a shared storage solution for your company in Oracle Cloud Infrastructure. The proposed storage
solution should allow users to create a hierarchical structure (similar to the directory structure in Linux or Windows
based systems). The solution should provide data encryption and a large amount of storage space. Which would be the
best implementation strategy? 

A. Use block storage. Create and attach a large block storage volume to one compute instance. Assign a public IP to
the compute instance. Store data on the block storage and access it by connecting to the compute instance. 

B. Use object storage. Create a single namespace and multiple buckets to create the hierarchical directory structure. 

C. Use object storage. Create multiple namespaces with one bucket each. Make the buckets publicly accessible. 

D. Use file storage service. Create a file system and a mount target. Share the private IP of the mount target. 

Correct Answer: D 

 

QUESTION 10

You are a network architect and have designed the network infrastructure of a three-tier application on 

Oracle Cloud Infrastructure (OCI). In the architecture, back-end DB servers are in a private subnet. One of 

your DB administrators requests to have access to OCI object storage service. 

How can you meet this requirement? 

A. Create a service gateway, add a new route rule to the private subnet route table that uses storage as your service
gateway target type 

B. Create a dynamic routing gateway (DRG) and attach it your virtual cloud network (VCN). Add a default route rule to
the private subnets route table and set the target as DRG 

C. Attach a public IP address to the instances in the private subnet, and then add a new route rule to the private subnet
route table to route default traffic to the internet gateway 

D. Add a new route rule to the private subnet route table to route default traffic to the internet gateway 

Correct Answer: A 

Reference: https://blogs.oracle.com/cloud-infrastructure/connect-private-instances-with-oracle-servicesthrough-an-
oracle-cloud-infrastructure-service-gateway 
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QUESTION 11

Which two will occur when a back-end server that is registered with a back end set is marked to drain connections?
(Choose two.) 

A. It disallows new connections to that back-end server. 

B. It keeps the connections to that instance open and attempts to complete any in-flight requests. 

C. It redirects the requests to a user-defined error page. 

D. It immediately closes all existing connections to that instance. 

E. It forcibly closes all connections to that instance after a timeout period. 

Correct Answer: AD 

Reference: https://docs.cloud.oracle.com/iaas/Content/Balance/Tasks/managingbackendservers.htm 

 

QUESTION 12

Which two are required to create an IPSec VPN connection? (Choose two.) 

A. security list 

B. static route CIDR 

C. name 

D. compute instance 

Correct Answer: AB 

Reference: https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingIPsec.htm#Example 

 

QUESTION 13

Which two options are available when configuring DNS resolution for your virtual cloud network? (Choose two.) 

A. Internet and custom resolver 

B. Google DNS servers 

C. custom resolver 

D. Internet and virtual cloud network (VCN) resolver 

Correct Answer: CD 

Reference: https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/dns.htm 
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QUESTION 14

Which two identity providers can your administrator federate with Oracle Cloud Infrastructure? (Choose two.) 

A. Microsoft Active Directory 

B. Oracle Identity Cloud Services 

C. AWS Directory Services 

D. Google Directory Federation Services 

Correct Answer: AB 

Reference: https://docs.cloud.oracle.com/iaas/Content/Identity/Concepts/federation.htm 

 

QUESTION 15

Which five are the required parameters to launch an instance in Oracle Cloud Infrastructure? (Choose five) 

A. subnet 

B. Availability Domain 

C. Virtual Cloud Network 

D. host name 

E. instance shape 

F. image operating system 

G. private IP address 

Correct Answer: ABCEF 

Reference: https://docs.cloud.oracle.com/iaas/Content/Compute/Concepts/computeoverview.htm 
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