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QUESTION 1

Which is NOT covered by Oracle Cloud Infrastructure (OCI) Service Level Agreement (SLA)? 

A. Manageability 

B. Performance 

C. Reliability 

D. Availability 

Correct Answer: C 

https://www.oracle.com/assets/paas-iaas-pub-cld-srvs-pillar-4021422.pdf Enterprises demand more than just availability
from their cloud infrastructure. Mission-critical workloads also require consistent performance, and the ability to manage,
monitor, and modify resources running in the cloud at any time. Only Oracle offers end-to-end SLAs covering
performance, availability, manageability of services. 

Reference: https://www.oracle.com/in/cloud/iaas/sla.html 

 

QUESTION 2

What is the frequency of OCI usage report generation? 

A. Weekly 

B. Monthly 

C. Annually 

D. Daily 

Correct Answer: D 

A usage report is a comma-separated value (CSV) file that can be used to get a detailed breakdown of resources in
Oracle Cloud Infrastructure for audit or invoice reconciliation. The usage report is automatically generated daily, and is
stored in an Oracle-owned Object Storage bucket. It contains one row per each Oracle Cloud Infrastructure resource
(such as instance, Object Storage bucket, VNIC) per hour along with consumption information, metadata, and tags.
Usage reports generally contain 24 hours of usage data, although occasionally a usage report may contain late-arriving
data that is older than 24 hours. Usage reports are retained for one year. 
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Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Billing/Concepts/billingoverview.htm https://
docs.cloud.oracle.com/en-us/iaas/Content/Billing/Concepts/usagereportsoverview.htm 

 

QUESTION 3

Which should you use to distribute Incoming traffic between a set of web servers? 

A. Load Balances 

B. Internet Gateway 

C. Autoscallng 

D. Dynamic Routing Gateway 

Correct Answer: A 

The Oracle Cloud Infrastructure Load Balancing service provides automated traffic distribution from one entry point to
multiple servers reachable from your virtual cloud network (VCN). The service offers a load balancer with your choice of
a public or private IP address, and provisioned bandwidth. A load balancer improves resource utilization, facilitates
scaling, and helps ensure high availability. You can configure multiple load balancing policies and application-specific
health checks to ensure that the load balancer directs traffic only to healthy instances. The load balancer can reduce
your maintenance window by draining traffic from an unhealthy application server before you remove it from service for
maintenance. HOW LOAD BALANCING WORKS: The Load Balancing service enables you to create a public or private
load balancer within your VCN. A public load balancer has a public IP address that is accessible from the internet. A
private load balancer has an IP address from the hosting subnet, which is visible only within your VCN. You can
configure multiple listeners for an IP address to load balance transport Layer 4 and Layer 7 (TCP and HTTP) traffic.
Both public and private load balancers can route data traffic to any backend server that is reachable from the VCN. 1)
Public Load Balancer To accept traffic from the internet, you create a public load balancer. The service assigns it a
public IP address that serves as the entry point for incoming traffic. You can associate the public IP address with a
friendly DNS name through any DNS vendor. A public load balancer is regional in scope. If your region includes multiple
availability domains, a public load balancer requires either a regional subnet (recommended) or two availability domain-
specific (ADspecific) subnets, each in a separate availability domain. With a regional subnet, the Load Balancing service
creates a primary load balancer and a standby load balancer, each in a different availability domain, to ensure
accessibility even during an availability domain outage. If you create a load balancer in two AD-specific subnets, one
subnet hosts the primary load balancer and the other hosts a standby load balancer. If the primary load balancer fails,
the public IP address switches to the secondary load balancer. The service treats the two load balancers as equivalent
and you cannot specify which one is "primary". Whether you use regional or AD-specific subnets, each load balancer
requires one private IP address from its host subnet. The Load Balancing service supplies a floating public IP address to
the primary load balancer. The floating public IP address does not come from your backend subnets. If your region
includes only one availability domain, the service requires just one subnet, either regional or AD-specific, to host both
the primary and standby load balancers. The primary and standby load balancers each require a private IP address
from the host subnet, in addition to the assigned floating public IP address. If there is an availability domain outage, the
load balancer has no failover. 2) Private Load Balancer To isolate your load balancer from the internet and simplify your
security posture, you can create a private load balancer. The Load Balancing service assigns it a private IP address that
serves as the entry point for incoming traffic. When you create a private load balancer, the service requires only one
subnet to host both the primary and standby load balancers. The load balancer can be regional or AD-specific,
depending on the scope of the host subnet. The load balancer is accessible only from within the VCN that contains the
host subnet, or as further restricted by your security rules. The assigned floating private IP address is local to the host
subnet. The primary and standby load balancers each require an extra private IP address from the host subnet. If there
is an availability domain outage, a private load balancer created in a regional subnet within a multi-AD region provides
failover capability. A private load balancer created in an AD-specific subnet, or in a regional subnet within a single
availability domain region, has no failover capability in response to an availability domain outage. Reference:
https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Concepts/balanceoverview.htm 
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QUESTION 4

Which two should be considered when designing a fault tolerant solution in Oracle Cloud Infrastructure (OCI)? 

A. ensuring your solution components are distributed across OCI Fault Domains 

B. performing data integrity check when using OCI File Storage Service 

C. writing custom scripts that will monitor your solution 

D. using multiple OCI Availability Domains (AD), where available, to deploy your solution 

E. creating a manual cluster of compute instances 

Correct Answer: AD 

Creating a manual cluster of compute instances, and Writing custom scripts that will monitor your solution are not valid
ways to ensure fault tolerance at all. Also, Performing Data Integrity check when using OCI File Storage Service is not
valid since OCI takes care of it. Therefore, we are left with: 1) Using multiple OCI Availibility Domains (AD), where
available, to deploy your solution - Which is excellent because we have multiple AD\\'s so that if one fails, we have a
backup AD! 2) Ensuring your solution components are distributed across OCI Fault Domains - So that we can protect
our deployment against unexpected power failures, AD failure etc. Reference: https://blogs.oracle.com/cloud-
infrastructure/using-availibility-domains-and-fault-domains-to- improveapplication-resiliency 

 

QUESTION 5

Oracle Cloud Infrastructure Budgets can be set on which two options? 

A. Free-form tags 

B. Compartments 

C. Tenancy 

D. Virtual Cloud Network 

E. Cost-tracking tags 

Correct Answer: BE 

A budget can be used to set soft limits on your Oracle Cloud Infrastructure spending. You can set alerts on your budget
to let you know when you might exceed your budget, and you can view all of your budgets and spending from one single
place in the Oracle Cloud Infrastructure console. How Budgets Work: Budgets are set on cost-tracking tags or on
compartments (including the root compartment) to track all spending in that cost-tracking tag or for that compartment
and its children. All budgets alerts are evaluated every 15 minutes. To see the last time a budget was evaluated, open
the details for a budget. You will see fields that show the current spend, the forecast and the "Spent in period" field
which shows you the time 

period over which the budget was evaluated. When a budget alert fires, the email recipients configured in 

the budget alert receive an email. 

Reference: 
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https://docs.cloud.oracle.com/en-us/iaas/Content/Billing/Concepts/budgetsoverview.htm 

 

QUESTION 6

Which feature allows you to logically group and isolate your Oracle Cloud Infrastructure resources? 

A. Tenancy 

B. Identity and Access Management Groups 

C. Compartments 

D. Availability Domain 

Correct Answer: C 

COMPARTMENT A collection of related resources. Compartments are a fundamental component of 

Oracle Cloud Infrastructure for organizing and isolating your cloud resources. You use them to clearly 

separate resources for the purposes of measuring usage and billing, access (through the use of policies), 

and isolation (separating the resources for one project or business unit from another). 

A common approach is to create a compartment for each major part of your organization. 

User Group can use some resources in the compartment like network resources also they can\\'t create it 

depend on the policy that assigned Remember, a compartment is a logical grouping, not a physical one 

Reference: 

https://docs.cloud.oracle.com/en-us/iaas/tools/oci-cli/2.9.8/oci_cli_docs/cmdref/iam/compartment.html 

 

QUESTION 7

What two statements regarding the Virtual Cloud Network (VCN) are true? 

A. A single VCN can contain both private and public Subnets. 

B. VCN is a regional resource that span across all the Availability Domains in a Region. 

C. You can only create one VCN per region. 

D. The VCN is the IPSec-based connection with a remote on premises location. 

E. VCN is a global resource that span across all the Regions 

Correct Answer: AB 

When you work with Oracle Cloud Infrastructure, one of the first steps is to set up a virtual cloud network (VCN) for your
cloud resources. VIRTUAL CLOUD NETWORK (VCN) : A virtual, private network that you set up in Oracle data centers.
It closely resembles a traditional network, with firewall rules and specific types of communication gateways that you can
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choose to use. A VCN resides in a single Oracle Cloud Infrastructure region and covers a single, contiguous IPv4 CIDR
block of your choice. See Allowed VCN Size and Address Ranges. The terms virtual cloud network, VCN, and cloud
network are used interchangeably in this documentation. For more information, see VCNs and Subnets. SUBNETS :
Subdivisions you define in a VCN (for example, 10.0.0.0/24 and 10.0.1.0/24). Subnets contain virtual network interface
cards (VNICs), which attach to instances. Each subnet consists of a contiguous range of IP addresses that do not
overlap with other subnets in the VCN. You can designate a subnet to exist either in a single availability
domainavailability domain or across an entire region (regional subnets are recommended). Subnets act as a unit of
configuration within the VCN: All VNICs in a given subnet use the same route table, security lists, and DHCP options
(see the definitions that follow). You can designate a subnet as either public or private when you create it. Private
means VNICs in the subnet can\\'t have public IP addresses. Public means VNICs in the subnet can have public IP
addresses at your discretion. See Access to the Internet. 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Concepts/overview.htm 

 

QUESTION 8

Which feature allows you to group and logically isolate your Oracle Cloud Infrastructure (OCI) resources? 

A. Tenancy 

B. Identity and Access Management Groups 

C. Availability Domains 

D. Compartments 

Correct Answer: D 

It is collection of related resources. Compartments are a fundamental component of Oracle Cloud Infrastructure for
organizing and isolating your cloud resources. You use them to clearly separate resources for the purposes of
measuring usage and billing, access (through the use of IAM Service policies), and isolation (separating the resources
for one project or business unit from another). A common approach is to create a compartment for each major part of
your organization. For more information, see Overview of the IAM Service and also Setting Up Your Tenancy. To place
a resource in a compartment, simply specify the compartment ID in the "Create" request object when initially creating
the resource. For example, to launch an instance into a particular compartment, specify that compartment\\'s OCID in
the LaunchInstance request. You can\\'t move an existing resource from one compartment to another. To use any of the
API operations, you must be authorized in an IAM policy. If you\\'re not authorized, talk to an administrator. If you\\'re an
administrator who needs to write policies to give users access, see Getting Started with Policies. Reference:
https://docs.cloud.oracle.com/en-us/iaas/tools/ocicli/2.9.9/oci_cli_docs/cmdref/iam/compartment.html 

 

QUESTION 9

Oracle cloud Infrastructure is compliant with which three industry standards? 

A. SOC 1 Type 2 and SOC 2 Type 2 attestations 

B. NERC Critical Infrastructure Protection Standards 

C. Health Insurance Portability and Accountability Act (HIPAA) 

D. ISO 27001:2013 certification 

E. Health Care Compliance Association (HCCA) 
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Correct Answer: ACD 

Here is the official list of all industry standards that OCI complies with : https://www.oracle.com/in/cloud/ cloud-
infrastructure-compliance/ 

 

QUESTION 10

What service is NOT available as part of Oracle Cloud Free Tier? 

A. Oracle Cloud Infrastructure Monitoring 

B. Oracle Cloud Infrastructure Exadata DB Systems 

C. Oracle Cloud Infrastructure Autonomous Data Warehouse 

D. Oracle Cloud Infrastructure Compute 

Correct Answer: B 

For more information on Oracle Cloud Infrastructure Free Tier refer below official documentation
https://docs.cloud.oracle.com/en-us/iaas/Content/FreeTier/freetier.htm?Highlight=Free%20Tier Exadata DB Systems
aren\\'t a part of the free tier: Reference: https://www.oracle.com/in/cloud/free/ 

 

QUESTION 11

Which Oracle Cloud Infrastructure (OCI) service can be used to protect sensitive and regulated data in OCI database
services? 

A. Oracle Data Guard 

B. OCI Audit 

C. Oracle Data Safe 
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D. OCI OS management 

Correct Answer: C 

Oracle Data Safe is a unified control center for your Oracle databases which helps you understand the sensitivity of your
data, evaluate risks to data, mask sensitive data, implement and monitor security controls, assess user security, monitor
user activity, and address data security compliance requirements. Whether you\\'re using an Autonomous Database or
an Oracle DB system, Oracle Data Safe delivers essential data security capabilities as a service on Oracle Cloud
Infrastructure. Features of Oracle Data Safe: Oracle Data Safe provides the following set of features for protecting
sensitive and regulated data in Oracle Cloud databases, all in a single, easy-to-use management console: 1) Security
Assessment helps you assess the security of your cloud database configurations. It analyzes database configurations,
user accounts, and security controls, and then reports the findings with recommendations for remediation activities that
follow best practices to reduce or mitigate risk. 2) User Assessment helps you assess the security of your database
users and identify high risk users. It reviews information about your users in the data dictionary on your target
databases, and calculates a risk score for each user. For example, it evaluates the user types, how users are
authenticated, the password policies assigned to each user, and how long it has been since each user has changed
their password. It also provides a direct link to audit records related to each user. With this information, you can then
deploy appropriate security controls and policies. 3) Data Discovery helps you find sensitive data in your cloud
databases. You tell Data Discovery what kind of sensitive data to search for, and it inspects the actual data in your
database and its data dictionary, and then returns to you a list of sensitive columns. By default, Data Discovery can
search for a wide variety of sensitive data pertaining to identification, biographic, IT, financial, healthcare, employment,
and academic information. 4) Data Masking provides a way for you to mask sensitive data so that the data is safe for
non- production purposes. For example, organizations often need to create copies of their production data to support
development and test activities. Simply copying the production data exposes sensitive data to new users. To avoid a
security risk, you can use Data Masking to replace the sensitive data with realistic, but fictitious data. 5) Activity Auditing
lets you audit user activity on your databases so you can monitor database usage and be alerted of unusual database
activities. Reference: https://docs.cloud.oracle.com/en-us/iaas/data-safe/doc/oracle-data-safe-overview.html 

 

QUESTION 12

Which OCI storage service does not provide encryption for data at rest? 

A. File Storage 

B. Block Volume 

C. Local NVMe 

D. Object Storage 

Correct Answer: C 

NVMe stands for non-volatile memory express. It is a storage protocol created to fasten the transfer of data between
enterprise and client systems and solid-state drives (SSDs) over a computer\\'s high-speed Peripheral Component
Interconnect Express bus. The characteristics are: 1) Local NVMe is NVMe SSD-based temporary storage. 2) It is the
locally-attached NVMe devices to the OCI compute instance 3) It is used very high storage performance requirements,
lots of throughput, lots of IOPS, local storage and when you don\\'t want to go out on network 4) Oracle does not protect
in any way through RAID, or snapshots, or backup out of the box and data is not encrypted at rest. 

Reference: https://techgoeasy.com/local-nvme-storage-oci/ 

 

QUESTION 13
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Which capability can be used to protect against unexpected hardware or power supply failures within an availability
domain? 

A. Fault Domains 

B. Compartments 

C. Top of Rack Switches 

D. Power Distribution Units 

Correct Answer: A 

A fault domain is a grouping of hardware and infrastructure within an availability domain. Each availability 

domain contains three fault domains. Fault domains provide anti-affinity: they let you distribute your 

instances so that the instances are not on the same physical hardware within a single availability domain. 

A hardware failure or Compute hardware maintenance event that affects one fault domain does not affect 

instances in other fault domains. In addition, the physical hardware in a fault domain has independent and 

redundant power supplies, which prevents a failure in the power supply hardware within one fault domain 

from affecting other fault domains. 

Usually fault domains to do the following things: 

1) Protect against unexpected hardware failures or power supply failures. 

2) Protect against planned outages because of Compute hardware maintenance. 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/General/Concepts/regions.htm 
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QUESTION 14

Your company has deployed a business critical application in Oracle Cloud Infrastructure. What should you 

do to ensure that your application has the highest level of resilience and availability? 

A. Deploy the application across multiple Availability Domains and Subnets 

B. Deploy the application across multiple Virtual Cloud Networks 

C. Deploy the application across multiple Regions and Availability Domains 

D. Deploy the application across multiple Availability Domains and Fault Domains 

Correct Answer: C 

To design a high availability architecture, three key elements should be considered-- redundancy, monitoring, and
failover: 1) Redundancy means that multiple components can perform the same task. The problem of a single point of
failure is eliminated because redundant components can take over a task performed by a component that has failed. 2)
Monitoring means checking whether or not a component is working properly. 3) Failover is the process by which a
secondary component becomes primary when the primary component fails. The best practices introduced here focus on
these three key elements. Although high availability can be achieved at many different levels, including the application
level and the cloud infrastructure level, here we will focus on the cloud infrastructure level. An Oracle Cloud
Infrastructure region is a localized geographic area composed of one or more availability domains, each composed of
three fault domains. High availability is ensured by a redundancy of fault domains within the availability domains. An
availability domain is one or more data centers located within a region. Availability domains are isolated from each
other, fault tolerant, and unlikely to fail simultaneously. Because availability domains do not share physical
infrastructure, such as power or cooling, or the internal availability domain network, a failure that impacts one availability
domain is unlikely to impact the availability of others. A fault domain is a grouping of hardware and infrastructure within
an availability domain. Each availability domain contains three fault domains. Fault domains let you distribute your
instances so that they are not on the same physical hardware within a single availability domain. As a result, an
unexpected hardware failure or a Compute hardware maintenance that affects one fault domain does not affect
instances in other fault domains. You can optionally specify the fault domain for a new instance at launch time, or you
can let the system select one for you. All the availability domains in a region are connected to each other by a low-
latency, high bandwidth network. This predictable, encrypted interconnection between availability domains provides the
building blocks for both high availability and disaster recovery. Reference: https://docs.oracle.com/en/solutions/design-
ha/index.html#GUID-76ECDDB4-4CB1-4D93-9A6DA8B620F72369 

 

QUESTION 15

Which Oracle Cloud Infrastructure (OCI) database solution will be most economical for a customer looking to have the
elasticity of the cloud with minimal administration and maintenance effort for their DBA team? 

A. OCI Bare Metal DB Systems 

B. OCI Virtual Machine DB Systems 

C. OCI Exadata DB Systems. 

D. OCI Autonomous Database 

Correct Answer: C 
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Exadata DB systems allow you to leverage the power of Exadata within the Oracle Cloud Infrastructure. An Exadata DB
system consists of a base system, quarter rack, half rack, or full rack of compute nodes and storage servers, tied
together by a high-speed, low-latency InfiniBand network and intelligent Exadata software. You can configure automatic
backups, optimize for different workloads, and scale up the system to meet increased demands. Oracle now offers the
Zero Downtime Migration service, a quick and easy way to move on-premises Oracle Databases and Oracle Cloud
Infrastructure Classic databases to Oracle Cloud Infrastructure. You can migrate databases to the following types of
Oracle Cloud Infrastructure systems: Exadata, Exadata Cloud@Customer, bare metal, and virtual machine. Zero
Downtime Migration leverages Oracle Active Data Guard to create a standby instance of your database in an Oracle
Cloud Infrastructure system. You switch over only when you are ready, and your source database remains available as
a standby. Use the Zero Downtime Migration service to migrate databases individually or at the fleet level. See Move to
Oracle Cloud Using Zero Downtime Migration for more information. Reference: https://docs.cloud.oracle.com/en-
us/iaas/Content/Database/Concepts/exaoverview.htm 
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