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QUESTION 1

Which of the following is a security threat commonly associated with cloud-based services? 

A. Malware 

B. Phishing 

C. Hypervisor vulnerabilities 

D. Operating system vulnerabilities 

Correct Answer: C 

 

QUESTION 2

Henry is the network manager at XYY Corporation, a large manufacturing company that competes in the global market.
The company\\'s computing environment is extremely complex and includes several proprietary software systems, all of
which require custom configuration of network devices to operate correctly. The company\\'s executive management
team believes that they can benefit by switching the company over to any cloud-based service. Henry disagrees. 

What is a disadvantage of cloud-based services that Henry can cite to support his position? 

A. Cloud-based services provide no maintenance or support. 

B. Cloud-based services are typically more costly than in-house solutions. 

C. The company must typically purchase additional servers to support connections to these types of cloud-based
service providers. 

D. Cloud-based services are typically more limited in offerings and configurations than the company currently supports
in-house. 

Correct Answer: D 

 

QUESTION 3

You are a small-business owner and would like to encourage employees to bring their own devices (BYOD) to work.
Which of the following can help reduce the security risks associated with a BYOD implementation? 

A. Expense accounts 

B. Acceptable use policy 

C. End user license agreement 

D. In-house device maintenance 

Correct Answer: B 
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QUESTION 4

What is the distinguishing difference between a LAN and WAN? 

A. A LAN is a group of networked computers within a confined geographic area. 

B. A WAN is a group of networked computers within a confined geographic area. 

C. A LAN typically provides slower network connection speeds than a WAN. 

D. A WAN is commonly used for intra-office communication. 

Correct Answer: A 

 

QUESTION 5

A friend has called you about a possible computer problem because her computer is acting strangely. Sounds play
unexpectedly, the monitor turns off suddenly, the hard-drive light flashes constantly, the computer sometimes reboots
itself without warning. When you inspect your friend\\'s system, you notice that several ports are open. Which of the
following is most likely the cause of these symptoms? 

A. The computer has been infected with a polymorphic virus. 

B. The computer is experiencing a denial-of-service attack. 

C. The computer has been infected with an illicit server. 

D. The computer has been infected by a worm. 

Correct Answer: C 

 

QUESTION 6

You want to restrict host access to a wireless access point. What is the best way to do this? 

A. Enable MAC address filtering at each host. 

B. Log in to the access point and configure features, such as changing the SSID. 

C. Change the Direct Sequence Spread Spectrum (DSSS) signal at both the access point and each hosts NIC. 

D. Install software on the host you want to limit, then use a Web browser to log in to the host and configure it with the
necessary settings to use the access point. 

Correct Answer: B 

 

QUESTION 7

You have just been hired by a large company, and the IT manager is giving you an overview of the corporate network.
He tells you that the corporation is spread out over several cities, and various departments are divided into subnetworks
that are connected using routers. What type of network are you being shown? 
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A. Local area network (LAN) 

B. Wide area network (WAN) 

C. Virtual private network (VPN) 

D. Internet Exchange Point (IPX) 

Correct Answer: B 

 

QUESTION 8

Security attacks can vary greatly. Which type of attack is characterized as an attempt to trick an individual into revealing
confidential or private information? 

A. Trojan 

B. Spoofing 

C. Man in the middle 

D. Social engineering 

Correct Answer: D 

 

QUESTION 9

Wireless networks are subject to more security issues than standard wired networks. Which wireless security protocol
can prevent unauthorized devices from connecting to the wireless network? 

A. WPA2 

B. RSA 

C. AES 

D. DES 

Correct Answer: A 

 

QUESTION 10

Mobile computing has become a common necessity for both personal and business transactions. Which device has
features similar to a smartphone but usually does not have telephone capabilities? 

A. Portable media player 

B. Netbook 

C. Laptop 
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D. Tablet 

Correct Answer: D 
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