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QUESTION 1

You are creating an information security policy for your company. Which of the following activities will help you focus on
creating policies for the most important resources? 

A. Auditing the firewall 

B. Implementing non-repudiation 

C. Logging users 

D. Classifying systems 

Correct Answer: D 

 

QUESTION 2

You want to create a certificate for use in a Secure Sockets Layer (SSL) session. Which of the following is responsible
for verifying the identity of an individual and also issuing the certificate? 

A. Kerberos server 

B. Certificate authority 

C. Certificate revocation entity 

D. Certificate repository 

Correct Answer: B 

 

QUESTION 3

You are using a PKI solution that is based on Secure Sockets Layer (SSL). Which of the following describes the function
of the asymmetric-key-encryption algorithm used? 

A. It encrypts the symmetric key. 

B. It encrypts all of the data. 

C. It encrypts the hash code used for data integrity. 

D. It encrypts the X.509 key. 

Correct Answer: A 

 

QUESTION 4

You have determined that an attack is currently underway on your database server. An attacker is currently logged in,
modifying data. You want to preserve logs, caching and other data on this affected server. 
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Which of the following actions will best allow you to stop the attack and still preserve data? 

A. Pull the server network cable 

B. Shut down the server 

C. Back up the system logs 

D. Force an instant password reset 

Correct Answer: A 

 

QUESTION 5

Which of the following standards is used for digital certificates? 

A. DES 

B. Diffie-Hellman 

C. X.509 

D. RC5 

Correct Answer: C 

 

QUESTION 6

Which of the following is a typical target of a trojan on a Linux system? 

A. Kernel modules 

B. Shared libraries 

C. Boot sector files 

D. System32 DLL files 

Correct Answer: A 

 

QUESTION 7

Which of the following organizations provides regular updates concerning security breaches and issues? 

A. IETF 

B. ISO 

C. ICANN 

D. CERT 
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Correct Answer: D 

 

QUESTION 8

A new video conferencing device has been installed on the network. You have been assigned to troubleshoot a
connectivity problem between remote workers and the central company. Specifically, remote workers are having
problems making any connection at all. Which technique will most likely help you solve this problem while retaining the
existing level of security at the firewall? 

A. Deny all use of UDP above Port 1024. 

B. Configure the firewall to provide VPN access. 

C. Configure a second network connection directly to the video conferencing device. 

D. Allow all use of UDP below Port 1024. 

Correct Answer: B 

 

QUESTION 9

A security breach has occurred involving the company e-commerce server. Customer credit card data has been
released to unauthorized third parties. Which of the following lists the appropriate parties to inform? 

A. Shareholders, law enforcement agencies and company employees 

B. Affected customers, credit card companies and law enforcement agencies 

C. The Internet Service Provider, ICANN and company shareholders 

D. External securityconsultants, company board members and affected customers 

Correct Answer: B 

 

QUESTION 10

Which algorithm can use a 128-bit key, and has been adopted as a standard by various governments and
corporations? 

A. MARS 

B. RC2 

C. Advanced Encryption Standard (AES) 

D. International Data Encryption Algorithm (IDEA) 

Correct Answer: C 
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QUESTION 11

Which of the following is considered to be the most secure default firewall policy, yet usually causes the most work from
an administrative perspective? 

A. Configuring the firewall to respond automatically to threats 

B. Blocking all access by default, then allowing only necessary connections 

C. Configuring the firewall to coordinate with the intrusion-detection system 

D. Allowing all access by default, then blocking only suspect network connections 

Correct Answer: B 

 

QUESTION 12

You have determined that the company Web server has several vulnerabilities, including a buffer overflow that has
resulted in an attack. The Web server uses PHP and has direct connections to an Oracle database server. It also uses
many CGI scripts. Which of the following is the most effective way to respond to this attack? 

A. Installing software updates for the Web server daemon 

B. Using the POST method instead of the GET method for a Web form 

C. Installing an intrusion detection service to monitor logins 

D. Using the GET method instead of the POST method for a Web form 

Correct Answer: A 

 

QUESTION 13

Which of the following can help you authoritatively trace a network flooding attack? 

A. Your ISP 

B. Firewall logs 

C. Router logs 

D. Ping 

Correct Answer: A 

 

QUESTION 14

You want to create a quick solution that allows you to obtain real-time login information for the administrative account on
an LDAP server that you feel may become a target. Which of the following will accomplish this goal? 

A. Reinstall the LDAP service on the server so that it is updated and more secure. 
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B. Install an application that creates checksums of the contents on the hard disk. 

C. Create a login script for the administrative account that records logins to a separate server. 

D. Create a dummy administrator account on the system so that a potential hacker is distracted from the 

real login account. 

Correct Answer: C 

 

QUESTION 15

Jason is attempting to gain unauthorized access to a corporate server by running a program that enters passwords from
a long list of possible passwords. Which type of attack is this? 

A. Brute force 

B. Denial of service 

C. Botnet 

D. Buffer overflow 

Correct Answer: A 
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