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QUESTION 1

A security analyst receives the configuration of a current VPN profile and notices the authentication is only applied to the
IP datagram portion of the packet. Which of the following should the analyst implement to authenticate the entire
packet? 

A. AH 

B. ESP 

C. SRTP 

D. LDAP 

Correct Answer: B 

When AH tunnel mode is used, the entire packet is signed for integrity and authentication. But when ESP tunnel mode is
used, the encapsulated packet between the ESP header and the ESP trailer is signed for integrity and authentication.
The new packet can also be encrypted for greater security. 

 

QUESTION 2

A cybersecurity administrator has a reduced team and needs to operate an on-premises network and security
infrastructure efficiently. To help with the situation, the administrator decides to hire a service provider. Which of the
following should the administrator use? 

A. SDP 

B. AAA 

C. IaaS 

D. MSSP 

E. Microservices 

Correct Answer: D 

https://www.techtarget.com/searchitchannel/definition/MSSP 

 

QUESTION 3

An employee received a word processing file that was delivered as an email attachment The subject line and email
content enticed the employee to open the attachment. Which of the following attack vectors BEST matches this
malware? 

A. Embedded Python code 

B. Macro-enabled file 

C. Bash scripting 
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D. Credential-harvesting website 

Correct Answer: B 

Phishing emails with a word document attachment typically will have macros that can be ran for malicious purposes.
Macros are scripts that can run whatever you want and however many times you want it to run, it\\'s generally used for
automating frequently used tasks. 

Since macros can practically do whatever you want, they can be used for malicious purposes such as infecting other
files, or downloading/installing other malicious software. 

Macros would normally run as soon as the document is opened but now macros are disabled in Office apps by default
so you would need to manually enable marcos on the file for them to run. 

 

QUESTION 4

A report delivered to the Chief Information Security Officer (CISO) shows that some user credentials could be
exfilltrated. The report also indicates that users tend to choose the same credentials on different systems and
applications. Which of the following policies should the CISO use to prevent someone from using the exfilltrated
credentials? 

A. MFA 

B. Lockout 

C. Time-based logins 

D. Password history 

Correct Answer: A 

The CISO should use MFA (multi-factor authentication) to prevent someone from using the exfiltrated credentials. 

MFA is a security measure that requires multiple forms of authentication to access a system or data. MFA typically
involves the use of two or more of the following factors: something the user knows (e.g. a password or PIN), something
the user has (e.g. a security token or smart card), or something the user is (e.g. a biometric characteristic). By requiring
multiple forms of authentication, MFA helps to prevent unauthorized access to a system or data, even if a user\\'s
credentials are exfiltrated. 

The report delivered to the CISO indicates that some user credentials could be exfiltrated, and that users tend to choose
the same credentials on different systems and applications. This means that if an attacker were to obtain a user\\'s
credentials, they could potentially use them to gain access to multiple systems or applications. MFA would help to
prevent this by requiring additional forms of authentication, making it more difficult for an attacker to gain access to a
system or data. 

 

QUESTION 5

Which of the following disaster recovery tests is the LEAST time consuming for the disaster recovery team? 

A. Tabletop 

B. Parallel 
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C. Full interruption 

D. Simulation 

Correct Answer: A 

Its Tabletop exercise , the simulation is more time consuming.Tabletop , is the cheapest and fastets, after
walktrough(from memory) and then simulation (more recources, tedious,time consuming) 

Latest SY0-601 Dumps SY0-601 VCE Dumps SY0-601 Braindumps

Latest SY0-601 Dumps | SY0-601 VCE Dumps | SY0-601 Braindumps                                4 / 5

https://www.certbus.com/sy0-601.html
https://www.certbus.com/sy0-601.html
https://www.certbus.com/sy0-601.html
https://www.certbus.com/sy0-601.html
https://www.certbus.com/sy0-601.html
https://www.certbus.com/sy0-601.html


https://www.certbus.com/sy0-601.html
2023 Latest certbus SY0-601 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.certbus.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © certbus, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

Latest SY0-601 Dumps | SY0-601 VCE Dumps | SY0-601 Braindumps                                5 / 5

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.certbus.com/sy0-601.html
https://www.certbus.com/sy0-601.html
https://www.certbus.com/sy0-601.html

