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QUESTION 1

An AWS Lambda function is intermittently failing several times a day A SysOps administrator must find out how often
this error has occurred in the last 7 days. Which action will meet this requirement in the MOST operationally efficient
manner? 

A. Use Amazon Athena to query the Amazon CloudWatch logs that are associated with the Lambda function 

B. Use Amazon Athena to query the AWS CloudTrail logs that are associated with the Lambda function 

C. Use Amazon CloudWatch Logs Insights to query the associated Lambda function logs 

D. Use Amazon Elasticsearch Service (Amazon ES) to stream the Amazon CloudWatch logs for the Lambda function 

Correct Answer: C 

 

 

QUESTION 2

An Amazon EC2 instance needs to be reachable from the internet. The EC2 instance is in a subnet with the following
route table: 

Which entry must a SysOps administrator add to the route table to meet this requirement? 

A. A route for 0.0.0.0/0 that points to a NAT gateway 

B. A route for 0.0.0.0/0 that points to an egress-only internet gateway 

C. A route for 0.0.0.0/0 that points to an internet gateway 

D. A route for 0.0.0.0/0 that points to an elastic network interface 

Correct Answer: C 

 

QUESTION 3

A company wants to use only IPv6 for all its Amazon EC2 instances. The EC2 instances must not be accessible from
the internet, but the EC2 instances must be able to access the internet. The company creates a dual-stack VPC and
IPv6only subnets. 

How should a SysOps administrator configure the VPC to meet these requirements? 

A. Create and attach a NAT gateway. Create a custom route table that includes an entry to point all IPv6 traffic to the
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NAT gateway. Attach the custom route table to the IPv6-only subnets. 

B. Create and attach an internet gateway. Create a custom route table that includes an entry to point all IPv6 traffic to
the internet gateway. Attach the custom route table to the IPv6-only subnets. 

C. Create and attach an egress-only internet gateway. Create a custom route table that includes an entry to point all
IPv6 traffic to the egress-only internet gateway. Attach the custom route table to the IPv6-only subnets. 

D. Create and attach an internet gateway and a NAT gateway. Create a custom route table that includes an entry to
point all IPv6 traffic to the internet gateway and all IPv4 traffic to the NAT gateway. Attach the custom route table to the
IPv6only subnets. 

Correct Answer: C 

 

 

QUESTION 4

A company has an AWS Cloud Formation template that creates an Amazon S3 bucket. A user authenticates to the
corporate AWS account with their Active Directory credentials and attempts to deploy the Cloud Formation template.
However, the stack creation fails. 

Which factors could cause this failure? (Select TWO.) 

A. The user\\'s IAM policy does not allow the cloudformation:CreateStack action. 

B. The user\\'s IAM policy does not allow the cloudformation:CreateStackSet action. 

C. The user\\'s IAM policy does not allow the s3:CreateBucket action. 

D. The user\\'s IAM policy explicitly denies the s3:ListBucket action. 

E. The user\\'s IAM policy explicitly denies the s3:PutObject action 

Correct Answer: AC 

 

QUESTION 5

A large company is using AWS Organizations to manage hundreds of AWS accounts across multiple AWS Regions.
The company has turned on AWS Config throughout the organization. 

The company requires all Amazon S3 buckets to block public read access. A SysOps administrator must generate a
monthly report that shows all the S3 buckets and whether they comply with this requirement. 

Which combination of steps should the SysOps administrator take to collect this data? {Select TWO). 

A. Create an AWS Config aggregator in an aggregator account. Use the organization as the source. Retrieve the
compliance data from the aggregator. 

B. Create an AWS Config aggregator in each account. Use an S3 bucket in an aggregator account as the destination.
Retrieve the compliance data from the S3 bucket 

C. Edit the AWS Config policy in AWS Organizations. Use the organization\\'s management account to turn on the
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s3-bucket-public-read-prohibited rule for the entire organization. 

D. Use the AWS Config compliance report from the organization\\'s management account. Filter the results by resource,
and select Amazon S3. 

E. Use the AWS Config API to apply the s3-bucket-public-read-prohibited rule in all accounts for all available Regions. 

Correct Answer: CD 
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