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QUESTION 1

A server technician notices a server is very low on disk space. Upon inspecting the disk utilization, the technician
discovers server logs are taxing up a large amount of space. There is no central log server. Which of the following would
help free up disk space? 

A. Log rotation 

B. Log shipping 

C. Log alerting 

D. Log analysis 

Correct Answer: A 

 

 

QUESTION 2

Winch of the following is a type of replication in which all files are replicated, all the time? 

A. Constant 

B. Application consistent 

C. Synthetic full 

D. Full 

Correct Answer: A 

 

QUESTION 3

A technician is working on a Linux server. The customer has reported that files in the home directory are missing. The
/etc/ f stab file has the following entry: 

nfsserver:/home /home nfs defaults 0 0 

However, a df -h /home command returns the following information: 

/dev/sda2 10G 1G 9G 10% /home 

Which of the following should the technician attempt FIRST to resolve the issue? 

A. mkdir /home 

B. umount nfsserver:/home 

C. rmdir nfsserver:/home/dev/sda2 
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D. mount /home 

Correct Answer: B 

 

QUESTION 4

A server that recently received hardware upgrades has begun to experience random BSOD conditions. Which of the
following are likely causes of the issue? (Choose two.) 

A. Faulty memory 

B. Data partition error 

C. Incorrectly seated memory 

D. Incompatible disk speed 

E. Uninitialized disk 

F. Overallocated memory 

Correct Answer: AC 

 

QUESTION 5

A security analyst suspects a remote server is running vulnerable network applications. The analyst does not have
administrative credentials for the server. Which of the following would MOST likely help the analyst determine if the
applications are running? 

A. User account control 

B. Anti-malware 

C. A sniffer 

D. A port scanner 

Correct Answer: D 

User Account Control (UAC) 

Administrator and root accounts are the most highly privileged accounts in an operating system. When a server is left
logged on with a privileged account, it creates a huge security issue. Most of the server operating systems you will 

encounter today incorporate the ability of an administrator or a root account holder to use a nonprivileged account as
standard operating procedure and elevate their privileges as needed without logging off and logging back in as root. 

The User Account Control feature in Windows and the use of the sudo command in Linux make this possible. Using
either system an administrator can elevate their privileges for a specific task and that security context ends when they
are finished with that task. 

In Windows this can be done in the GUI by right-clicking the icon representing the task and selecting Run As
Administrator 
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UAC REQUIRES administrator-level access, provided answer is not correct. 
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