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QUESTION 1

Your company has on-premises Microsoft SQL Server databases. 

The company plans to move the databases to Azure. 

You need to recommend a secure architecture for the databases that will minimize operational requirements for
patching and protect sensitive data by using dynamic data masking. The solution must minimize costs. 

What should you include in the recommendation? 

A. Azure SQL Managed Instance 

B. Azure Synapse Analytics dedicated SQL pools 

C. Azure SQL Database 

D. SQL Server on Azure Virtual Machines 

Correct Answer: A 

Azure SQL Managed Instance is the intelligent, scalable cloud database service that combines the broadest SQL Server
database engine compatibility with all the benefits of a fully managed and evergreen platform as a service. SQL
Managed Instance has near 100% compatibility with the latest SQL Server (Enterprise Edition) database engine,
providing a native virtual network (VNet) implementation that addresses common security concerns, and a business
model favorable for existing SQL Server customers. SQL Managed Instance allows existing SQL Server customers to
lift and shift their on-premises applications to the cloud with minimal application and database changes. At the same
time, SQL 

Managed Instance preserves all PaaS capabilities (automatic patching and version updates, automated backups, high
availability) that drastically reduce management overhead and TCO. 

Note: Azure SQL Database, Azure SQL Managed Instance, and Azure Synapse Analytics support dynamic data
masking. Dynamic data masking limits sensitive data exposure by masking it to non-privileged users. 

Incorrect: 

Not D: SQL Server does not support dynamic data masking. Reference: https://docs.microsoft.com/en-us/azure/azure-
sql/managed-instance/sql-managed-instance-paas-overview?view=azuresql https://docs.microsoft.com/en-
us/azure/azure-sql/database/dynamic-data-masking-overview?view=azuresql 

 

QUESTION 2

You have a customer that has a Microsoft 365 subscription and an Azure subscription. 

The customer has devices that run either Windows, iOS, Android, or macOS. The Windows devices are deployed on-
premises and in Azure. 

You need to design a security solution to assess whether all the devices meet the customer\\'s compliance rules. 

What should you include in the solution? 

A. Microsoft Defender for Endpoint 
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B. Microsoft Endpoint Manager 

C. Microsoft Information Protection 

D. Microsoft Sentinel 

Correct Answer: B 

Microsoft Endpoint Manager includes Microsoft Intune. 

Device compliance policies are a key feature when using Intune to protect your organization\\'s resources. In Intune, you
can create rules and settings that devices must meet to be considered compliant, such as a minimum OS version. 

Microsoft Endpoint Manager helps deliver the modern workplace and modern management to keep your data secure, in
the cloud and on-premises. Endpoint Manager includes the services and tools you use to manage and monitor mobile 

devices, desktop computers, virtual machines, embedded devices, and servers. 

Endpoint Manager combines services you may know and already be using, including Microsoft Intune, Configuration
Manager, Desktop Analytics, co-management, and Windows Autopilot. These services are part of the Microsoft 365
stack to 

help secure access, protect data, respond to risk, and manage risk. 

Note: Microsoft Defender for Endpoint Plan 2 protects your Windows and Linux machines whether they\\'re hosted in
Azure, hybrid clouds (on-premises), or multicloud. 

Microsoft Defender for Endpoint on iOS offers protection against phishing and unsafe network connections from
websites, emails, and apps. 

Microsoft Defender for Endpoint on Android supports installation on both modes of enrolled devices - the legacy Device
Administrator and Android Enterprise modes. Currently, Personally-owned devices with work profile and Corporate-
owned 

fully managed user device enrollments are supported in Android Enterprise. Reference: https://docs.microsoft.com/en-
us/mem/endpoint-manager-overview https://docs.microsoft.com/en-us/azure/defender-for-cloud/integration-defender-for-
endpoint 

 

QUESTION 3

You need to recommend a strategy for securing the litware.com forest. The solution must meet the identity
requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE;
Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Microsoft defender for cloud 

Scenario: Prevent AD DS user accounts from being locked out by brute force attacks that target Azure AD user
accounts. 

When Microsoft Defender for Cloud detects a Brute-force attack, it triggers an alert to bring you awareness that a brute
force attack took place. The automation uses this alert as a trigger to block the traffic of the IP by creating a security rule
in 

the NSG attached to the VM to deny inbound traffic from the IP addresses attached to the alert. In the alerts of this type,
you can find the attacking IP address appearing in the \\'entities\\' field of the alert. 

Box 2: An account lockout policy in AD DS 

Scenario: 

Detect brute force attacks that directly target AD DS user accounts. 

Smart lockout helps lock out bad actors that try to guess your users\\' passwords or use brute-force methods to get in.
Smart lockout can recognize sign-ins that come from valid users and treat them differently than ones of attackers and
other 

unknown sources. Attackers get locked out, while your users continue to access their accounts and be productive. 
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Verify on-premises account lockout policy 

To verify your on-premises AD DS account lockout policy, complete the following steps from a domain-joined system
with administrator privileges: 

1. 

Open the Group Policy Management tool. 

2. 

Edit the group policy that includes your organization\\'s account lockout policy, such as, the Default Domain Policy. 

3. 

Browse to Computer Configuration > Policies > Windows Settings > Security Settings > Account Policies > Account
Lockout Policy. 

4. 

Verify your Account lockout threshold and Reset account lockout counter after values. 

Reference: https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/automation-to-block-brute-force-
attacked-ip-detected-by/ba-p/1616825 https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-
password-smart-lockout#verify-on-premises-account-lockout-policy 

 

QUESTION 4

You have an Azure AD tenant that syncs with an Active Directory Domain Services (AD DS) domain. 

You have an on-premises datacenter that contains 100 servers. The servers run Windows Server and are backed up by
using Microsoft Azure Backup Server (MABS). 

You are designing a recovery solution for ransomware attacks. The solution follows Microsoft Security Best Practices. 

You need to ensure that a compromised administrator account cannot be used to delete the backups. 

What should you do? 

A. From Azure Backup, configure multi-user authorization by using Resource Guard. 

B. From Microsoft Azure Backup Setup, register MABS with a Recovery Services vault. 

C. From a Recovery Services vault, generate a security PIN for critical operations. 

D. From Azure AD Privileged Identity Management (PIM), create a role assignment for the Backup Contributor role. 

Correct Answer: C 

Security features to help protect hybrid backups that use Azure Backup 

Prevent attacks 

Checks have been added to make sure only valid users can perform various operations. These include adding an extra
layer of authentication, and maintaining a minimum retention range for recovery purposes. 
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Authentication to perform critical operations 

As part of adding an extra layer of authentication for critical operations, you\\'re prompted to enter a security PIN when
you perform Stop Protection with Delete data and Change Passphrase operations. 

To receive this PIN: 

1. 

Sign in to the Azure portal. 

2. 

Browse to Recovery Services vault > Settings > Properties. 

3. 

Under Security PIN, select Generate. This opens a pane that contains the PIN to be entered in the Azure Recovery
Services agent user interface. This PIN is valid for only five minutes, and it gets generated automatically after that
period. 

Reference: https://learn.microsoft.com/en-us/azure/backup/backup-azure-security-feature 

 

QUESTION 5

Your company has an Azure subscription that uses Azure Storage. 

The company plans to share specific blobs with vendors. 

You need to recommend a solution to provide the vendors with secure access to specific blobs without exposing the
blobs publicly. The access must be time-limited. 

What should you include in the recommendation? 

A. Configure private link connections. 

B. Configure encryption by using customer-managed keys (CMKs). 

C. Share the connection string of the access key. 

D. Create shared access signatures (SAS). 

Correct Answer: D 

A shared access signature (SAS) provides secure delegated access to resources in your storage account. With a SAS,
you have granular control over how a client can access your data. For example: 

What resources the client may access. 

What permissions they have to those resources. 

How long the SAS is valid. 

Types of shared access signatures 
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Azure Storage supports three types of shared access signatures: 

User delegation SAS 

Service SAS 

Account SAS 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview 
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