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QUESTION 1

A company wants to build a scalable key management Infrastructure to support developers who need to encrypt data in
their applications. What should a solutions architect do to reduce the operational burden? 

A. Use multifactor authentication (MFA) to protect the encryption keys. 

B. Use AWS Key Management Service (AWS KMS) to protect the encryption keys 

C. Use AWS Certificate Manager (ACM) to create, store, and assign the encryption keys 

D. Use an IAM policy to limit the scope of users who have access permissions to protect the encryption keys 

Correct Answer: B 

https://aws.amazon.com/kms/faqs/#:~:text=If%20you%20are%20a%20developer%20who
%20needs%20to%20digitally,a%20broad%20set%20of%20industry%20and%20regional% 20compliance%20regimes. 

 

QUESTION 2

A company has an application thai runs on several Amazon EC2 instances Each EC2 instance has multiple Amazon
Elastic Block Store (Amazon EBS) data volumes attached to it The application\\'s EC2 instance configuration and data
need to be backed up nightly The application also needs to be recoverable in a different AWS Region 

Which solution will meet these requirements in the MOST operationally efficient way? 

A. Write an AWS Lambda function that schedules nightly snapshots of the application\\'s EBS volumes and copies the
snapshots to a different Region 

B. Create a backup plan by using AWS Backup to perform nightly backups. Copy the backups to another Region Add
the application\\'s EC2 instances as resources 

C. Create a backup plan by using AWS Backup to perform nightly backups Copy the backups to another Region Add
the application\\'s EBS volumes as resources 

D. Write an AWS Lambda function that schedules nightly snapshots of the application\\'s EBS volumes and copies the
snapshots to a different Availability Zone 

Correct Answer: B 

The most operationally efficient solution to meet these requirements would be to create a backup plan by using AWS
Backup to perform nightly backups and copying the backups to another Region. Adding the application\\'s EBS volumes
as resources will ensure that the application\\'s EC2 instance configuration and data are backed up, and copying the
backups to another Region will ensure that the application is recoverable in a different AWS Region. 

 

QUESTION 3

A company is launching a new application deployed on an Amazon Elastic Container Service (Amazon ECS) cluster
and is using the Fargate launch type tor ECS tasks The company is monitoring CPU and memory usage because it is
expecting high traffic to the application upon its launch However the company wants to reduce costs when utilization
decreases 
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What should a solutions architect recommend? 

A. Use Amazon EC2 Auto Scaling to scale at certain periods based on previous traffic patterns 

B. Use an AWS Lambda function to scale Amazon ECS based on metric breaches that trigger an Amazon CloudWatch
alarm 

C. Use Amazon EC2 Auto Scaling with simple scaling policies to scale when ECS metric breaches trigger an Amazon
CloudWatch alarm 

D. Use AWS Application Auto Scaling with target tracking policies to scale when ECS metric breaches trigger an
Amazon CloudWatch alarm 

Correct Answer: C 

 

QUESTION 4

A solutions architect is designing a VPC with public and private subnets. The VPC and subnets use IPv4 CIDR blocks.
There is one public subnet and one private subnet in each of three Availability Zones (AZs) for high availability. An
internet gateway is used to provide internet access for the public subnets. The private subnets require access to the
internet to allow Amazon EC2 instances to download software updates. 

What should the solutions architect do to enable Internet access for the private subnets? 

A. Create three NAT gateways, one for each public subnet in each AZ. Create a private route table for each AZ that
forwards non-VPC traffic to the NAT gateway in its AZ. 

B. Create three NAT instances, one for each private subnet in each AZ. Create a private route table for each AZ that
forwards non-VPC traffic to the NAT instance in its AZ. 

C. Create a second internet gateway on one of the private subnets. Update the route table for the private subnets that
forward non-VPC traffic to the private internet gateway. 

D. Create an egress-only internet gateway on one of the public subnets. Update the route table for the private subnets
that forward non-VPC traffic to the egress-only internet gateway. 

Correct Answer: A 

https://aws.amazon.com/about-aws/whats-new/2018/03/introducing-amazon-vpc-nat-gateway-in-the-aws-govcloud-
usregion/#:~:text=NAT%20Gateway%20is%20a%20highly,instances%20in%20a%20private %20subnet.
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-comparison.html 

 

QUESTION 5

A company wants to manage Amazon Machine Images (AMIs). The company currently copies AMIs to the same AWS
Region where the AMIs were created. The company needs to design an application that captures AWS API calls and
sends alerts whenever the Amazon EC2 Createlmage API operation is called within the company\\'s account. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Create an AWS Lambda function to query AWS CloudTrail logs and to send an alert when a Createlmage API call is
detected. 
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B. Configure AWS CloudTrail with an Amazon Simple Notification Service {Amazon SNS) notification that occurs when
updated logs are sent to Amazon S3. Use Amazon Athena to create a new table and to query on Createlmage when an
API call is detected. 

C. Create an Amazon EventBridge (Amazon CloudWatch Events) rule for the Createlmage API call. Configure the target
as an Amazon Simple Notification Service (Amazon SNS) topic to send an alert when a Createlmage API call is
detected. 

D. Configure an Amazon Simple Queue Service (Amazon SQS) FIFO queue as a target for AWS CloudTrail logs.
Create an AWS Lambda function to send an alert to an Amazon Simple Notification Service (Amazon SNS) topic when
a Createlmage API call is detected. 

Correct Answer: B 
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