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QUESTION 1

ODBC access to a database on a network-connected host is required. The host does not have a security mechanism to
authenticate the incoming ODBC connection, and the application requires that the connection have read/write
permissions. In order to further secure the data, a nonstandard configuration would need to be implemented. The
information in the database is not sensitive, but was not readily accessible prior to the implementation of the ODBC
connection. Which of the following actions should be taken by the security analyst? 

A. Accept the risk in order to keep the system within the company\\'s standard security configuration. 

B. Explain the risks to the data owner and aid in the decision to accept the risk versus choosing a nonstandard solution. 

C. Secure the data despite the need to use a security control or solution that is not within company standards. 

D. Do not allow the connection to be made to avoid unnecessary risk and avoid deviating from the standard security
configuration. 

Correct Answer: B 

We need to decide whether to accept the risks associated with a non-standard security solution or to allow the
application to have unauthenticated Read/Write access to the data. The data is not sensitive so allowing
unauthenticated Read/ Write access could be an option but this would make the data readily available. We should let
the owner of the data decide whether he wants to allow unauthenticated access or allow only authenticated access but
with a non-standard security solution. We should explain the risks of both options so the owner of the data can make an
informed decision. 

 

QUESTION 2

The Information Security Officer (ISO) is reviewing a summary of the findings from the last COOP tabletop exercise. The
Chief Information Officer (CIO) wants to determine which additional controls must be implemented to reduce the risk of
an extended customer service outage due to the VoIP system being unavailable. Which of the following BEST describes
the scenario presented and the document the ISO is reviewing? 

A. The ISO is evaluating the business implications of a recent telephone system failure within the BIA. 

B. The ISO is investigating the impact of a possible downtime of the messaging system within the RA. 

C. The ISO is calculating the budget adjustment needed to ensure audio/video system redundancy within the RFQ. 

D. The ISO is assessing the effect of a simulated downtime involving the telecommunication system within the AAR. 

Correct Answer: D 

VoIP is an integral part of network design and in particular remote access, that enables customers accessing and
communicating with the company. If VoIP is unavailable then the company is in a situation that can be compared to
downtime. And since the ISO is reviewing he summary of findings from the last COOP tabletop exercise, it can be said
that the ISO is assessing the effect of a simulated downtime within the AAR. 

 

QUESTION 3

The Chief Information Security Officer (CISO) is asking for ways to protect against zero-day exploits. The CISO is
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concerned that an unrecognized threat could compromise corporate data and result in regulatory fines as well as poor
corporate publicity. The network is mostly flat, with split staff/guest wireless functionality. Which of the following
equipment MUST be deployed to guard against unknown threats? 

A. Cloud-based antivirus solution, running as local admin, with push technology for definition updates. 

B. Implementation of an offsite data center hosting all company data, as well as deployment of VDI for all client
computing needs. 

C. Host based heuristic IPS, segregated on a management VLAN, with direct control of the perimeter firewall ACLs. 

D. Behavior based IPS with a communication link to a cloud based vulnerability and threat feed. 

Correct Answer: D 

Good preventive security practices are a must. These include installing and keeping firewall policies carefully matched
to business and application needs, keeping antivirus software updated, blocking potentially harmful file attachments and
keeping all systems patched against known vulnerabilities. Vulnerability scans are a good means of measuring the
effectiveness of preventive procedures. Real-time protection: Deploy inline intrusion- prevention systems (IPS) that offer
comprehensive protection. When considering an IPS, seek the following capabilities: network-level protection,
application integrity checking, application protocol Request for Comment (RFC) validation, content validation and
forensics capability. In this case it would be behavior-based IPS with a communication link to a cloud-based vulnerability
and threat feed. 

 

QUESTION 4

A security analyst, Ann, states that she believes Internet facing file transfer servers are being attacked. Which of the
following is evidence that would aid Ann in making a case to management that action needs to be taken to safeguard
these servers? 

A. Provide a report of all the IP addresses that are connecting to the systems and their locations 

B. Establish alerts at a certain threshold to notify the analyst of high activity 

C. Provide a report showing the file transfer logs of the servers 

D. Compare the current activity to the baseline of normal activity 

Correct Answer: D 

In risk assessment a baseline forms the foundation for how an organization needs to increase or enhance its current
level of security. This type of assessment will provide Ann with the necessary information to take to management. 

 

QUESTION 5

A security administrator is performing VDI traffic data collection on a virtual server which migrates from one host to
another. While reviewing the data collected by the protocol analyzer, the security administrator notices that sensitive
data is present in the packet capture. Which of the following should the security administrator recommend to ensure the
confidentiality of sensitive information during live VM migration, while minimizing latency issues? 

A. A separate physical interface placed on a private VLAN should be configured for live host operations. 

B. Database record encryption should be used when storing sensitive information on virtual servers. 
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C. Full disk encryption should be enabled across the enterprise to ensure the confidentiality of sensitive data. 

D. Sensitive data should be stored on a backend SAN which uses an isolated fiber channel network. 

Correct Answer: A 

VDI virtual machines can be migrated across physical hosts while the virtual machines are still powered on. In VMware,
this is called vMotion. In Microsoft Hyper-V, this is called Live Migration. 

When a virtual machine is migrated between hosts, the data is unencrypted as it travels across the network. To prevent
access to the data as it travels across the network, a dedicated network should be created for virtual machine
migrations. 

The dedicated migration network should only be accessible by the virtual machine hosts to maximize security. 
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