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QUESTION 1

A system administrator needs to meet the maximum amount of security goals for a new DNS infrastructure. The
administrator deploys DNSSEC extensions to the domain names and infrastructure. Which of the following security
goals does this meet? (Select TWO). 

A. Availability 

B. Authentication 

C. Integrity 

D. Confidentiality 

E. Encryption 

Correct Answer: BC 

DNSSEC (short for DNS Security Extensions) adds security to the Domain Name System. The original design of the
Domain Name System (DNS) did not include security; instead it was designed to be a scalable distributed system. The
Domain Name System Security Extensions (DNSSEC) attempts to add security, while maintaining backwards
compatibility. DNSSEC was designed to protect Internet resolvers (clients) from forged DNS data, such as that created
by DNS cache poisoning. It is a set of extensions to DNS, which provide to DNS clients (resolvers): origin authentication
of DNS data data integrity (but not availability or confidentiality) authenticated denial of existence. 

All answers in DNSSEC are digitally signed. By checking the digital signature, a DNS resolver is able to check if the
information is identical (correct and complete) to the information on the authoritative DNS server. While protecting IP
addresses is the immediate concern for many users, DNSSEC can protect other information such as general-purpose
cryptographic certificates stored in CERT records in the DNS. 

 

QUESTION 2

A team is established to create a secure connection between software packages in order to list employee\\'s remaining
or unused benefits on their paycheck stubs. Which of the following business roles would be MOST effective on this
team? 

A. Network Administrator, Database Administrator, Programmers 

B. Network Administrator, Emergency Response Team, Human Resources 

C. Finance Officer, Human Resources, Security Administrator 

D. Database Administrator, Facilities Manager, Physical Security Manager 

Correct Answer: C 

 

QUESTION 3

A software developer and IT administrator are focused on implementing security in the organization to protect OSI layer
7. Which of the following security technologies would BEST meet their requirements? (Select TWO). 
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A. NIPS 

B. HSM 

C. HIPS 

D. NIDS 

E. WAF 

Correct Answer: CE 

OSI layer 7 is the application layer. To protect layer 7, we need to use application aware security devices such as Host-
based Intrusion Prevention Systems (HIPS) or Web Application Firewalls (WAFs). An IPS generally sits in-line and
watches network traffic as the packets flow through it. It acts similarly to an Intrusion Detection System (IDS) by trying to
match data in the packets against a signature database or detect anomalies against what is pre-defined as "normal"
traffic. In addition to its IDS functionality, an IPS can do more than log and alert. It can be programmed to react to what it
detects. The ability to react to the detections is what makes IPSs more desirable than IDSs. There are still some
drawbacks to an IPS. IPSs are designed to block certain types of traffic that it can identify as potentially bad traffic. IPSs
do not have the ability to understand web application protocol logic. Hence, IPSs cannot fully distinguish if a request is
normal or malformed at the application layer (OSI Layer 7). Host IPSs (HIPS) are a little more granular than network
IPSs (NIPS). HIPS can monitor the application layer (OSI Layer 7), a little closer to the logic delivered to the web
application. But HIPS still lacks some understanding of web application languages and logic. In response to these
shortcomings, we are presented the Web Application Firewall. WAFs are designed to protect web applications/servers
from web-based attacks that IPSs cannot prevent. In the same regards as an IPS, WAFs can be network or host based.
They sit in-line and monitor traffic to and from web applications/servers. Basically, the difference is in the level of ability
to analyze the Layer 7 web application logic. 

 

QUESTION 4

A user has a laptop configured with multiple operating system installations. The operating systems are all installed on a
single SSD, but each has its own partition and logical volume. Which of the following is the BEST way to ensure
confidentiality of individual operating system data? 

A. Encryption of each individual partition 

B. Encryption of the SSD at the file level 

C. FDE of each logical volume on the SSD 

D. FDE of the entire SSD as a single disk 

Correct Answer: A 

In this question, we have multiple operating system installations on a single disk. Some operating systems store their
boot loader in the MBR of the disk. However, some operating systems install their boot loader outside the MBR
especially when multiple operating systems are installed. We need to encrypt as much data as possible but we cannot
encrypt the boot loaders. This would prevent the operating systems from loading. Therefore, the solution is to encrypt
each individual partition separately. 

 

QUESTION 5

Which of the following is true about an unauthenticated SAMLv2 transaction? 
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A. The browser asks the SP for a resource. The SP provides the browser with an XHTML format. The browser asks the
IdP to validate the user, and then provides the XHTML back to the SP for access. 

B. The browser asks the IdP for a resource. The IdP provides the browser with an XHTML format. The browser asks the
SP to validate the user, and then provides the XHTML to the IdP for access. 

C. The browser asks the IdP to validate the user. The IdP sends an XHTML form to the SP and a cookie to the browser.
The browser asks for a resource to the SP, which verifies the cookie and XHTML format for access. 

D. The browser asks the SP to validate the user. The SP sends an XHTML form to the IdP. The IdP provides the
XHTML form back to the SP, and then the browser asks the SP for a resource. 

Correct Answer: A 
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