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QUESTION 1

An educational institution would like to make computer labs available to remote students. The labs are used for various
IT networking, security, and programming courses. The requirements are: 

Each lab must be on a separate network segment. 

Labs must have access to the Internet, but not other lab networks. Student devices must have network access, not
simple access to hosts on the lab networks. 

Students must have a private certificate installed before gaining access. 

Servers must have a private certificate installed locally to provide assurance to the students. 

All students must use the same VPN connection profile. 

Which of the following components should be used to achieve the design in conjunction with directory services? 

A. L2TP VPN over TLS for remote connectivity, SAML for federated authentication, firewalls between each lab segment 

B. SSL VPN for remote connectivity, directory services groups for each lab group, ACLs on routing equipment 

C. IPSec VPN with mutual authentication for remote connectivity, RADIUS for authentication, ACLs on network
equipment 

D. Cloud service remote access tool for remote connectivity, OAuth for authentication, ACL on routing equipment 

Correct Answer: C 

IPSec VPN with mutual authentication meets the certificates requirements. 

RADIUS can be used with the directory service for the user authentication. ACLs (access control lists) are the best
solution for restricting access to network hosts. 

 

QUESTION 2

A company is deploying a new iSCSI-based SAN. The requirements are as follows: 

SAN nodes must authenticate each other. 

Shared keys must NOT be used. 

Do NOT use encryption in order to gain performance. 

Which of the following design specifications meet all the requirements? (Select TWO). 

A. Targets use CHAP authentication 

B. IPSec using AH with PKI certificates for authentication 

C. Fiber channel should be used with AES 

D. Initiators and targets use CHAP authentication 
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E. Fiber channel over Ethernet should be used 

F. IPSec using AH with PSK authentication and 3DES 

G. Targets have SCSI IDs for authentication 

Correct Answer: BD 

CHAP (Challenge Handshake Authentication Protocol) is commonly used for iSCSI authentication. 

Initiators and targets both using CHAP authentication is known as mutual CHAP authentication. 

Another option is to use IPSec using AH with PKI certificates for authentication. One of the two core security protocols in
IPSec is the Authentication Header (AH). This is another protocol whose name has been well chosen: AH is a protocol 

that provides authentication of either all or part of the contents of a datagram through the addition of a header that is
calculated based on the values in the datagram. We can use PKI certificates for authentication rather than shared keys. 

 

QUESTION 3

A security architect is designing a new infrastructure using both type 1 and type 2 virtual machines. In addition to the
normal complement of security controls (e.g. antivirus, host hardening, HIPS/NIDS) the security architect needs to
implement a mechanism to securely store cryptographic keys used to sign code and code modules on the VMs. Which
of the following will meet this goal without requiring any hardware pass-through implementations? 

A. vTPM 

B. HSM 

C. TPM 

D. INE 

Correct Answer: A 

A Trusted Platform Module (TPM) is a microchip designed to provide basic security-related functions, primarily involving
encryption keys. The TPM is usually installed on the motherboard of a computer, and it communicates with the 

remainder of the system by using a hardware bus. 

A vTPM is a virtual Trusted Platform Module. 

IBM extended the current TPM V1.2 command set with virtual TPM management commands that allow us to create and
delete instances of TPMs. Each created instance of a TPM holds an association with a virtual machine (VM) throughout 

its lifetime on the platform. 

 

QUESTION 4

A security services company is scoping a proposal with a client. They want to perform a general security audit of their
environment within a two week period and consequently have the following requirements: Requirement 1 ?Ensure their
server infrastructure operating systems are at their latest patch levels 
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Requirement 2 ?Test the behavior between the application and database 

Requirement 3 ?Ensure that customer data cannot be exfiltrated 

Which of the following is the BEST solution to meet the above requirements? 

A. Penetration test, perform social engineering and run a vulnerability scanner 

B. Perform dynamic code analysis, penetration test and run a vulnerability scanner 

C. Conduct network analysis, dynamic code analysis, and static code analysis 

D. Run a protocol analyzer perform static code analysis and vulnerability assessment 

Correct Answer: B 

Requirement 1: To ensure their server infrastructure operating systems are at their latest patch levels, we can run a
vulnerability scanner. A vulnerability scanner is software designed to assess computers, computer systems, networks or
applications for weaknesses. This includes ensuring the latest patches are installed. Requirement 2: To test the
behavior between the application and database, we can perform dynamic code analysis. Dynamic analysis is the testing
and evaluation of a program by executing data in real-time. The objective is to find errors in a program while it is
running, rather than by repeatedly examining the code offline. Requirement 3: To ensure that customer data cannot be
exfiltrated, we can run a penetration test. A penetration test is used to test for vulnerabilities to exploit to gain access to
systems. If a malicious user can access a system, the user can exfiltrate the data. 

 

QUESTION 5

A security administrator is shown the following log excerpt from a Unix system: 

2013 Oct 10 07:14:57 web14 sshd[1632]: Failed password for root from 198.51.100.23 port 37914 ssh2 

2013 Oct 10 07:14:57 web14 sshd[1635]: Failed password for root from 198.51.100.23 port 37915 ssh2 

2013 Oct 10 07:14:58 web14 sshd[1638]: Failed password for root from 198.51.100.23 port 37916 ssh2 

2013 Oct 10 07:15:59 web14 sshd[1640]: Failed password for root from 198.51.100.23 port 37918 ssh2 

2013 Oct 10 07:16:00 web14 sshd[1641]: Failed password for root from 198.51.100.23 port 37920 ssh2 

2013 Oct 10 07:16:00 web14 sshd[1642]: Successful login for root from 198.51.100.23 port 37924 ssh2 

Which of the following is the MOST likely explanation of what is occurring and the BEST immediate response? (Select
TWO). 

A. An authorized administrator has logged into the root account remotely. 

B. The administrator should disable remote root logins. 

C. Isolate the system immediately and begin forensic analysis on the host. 

D. A remote attacker has compromised the root account using a buffer overflow in sshd. 

E. A remote attacker has guessed the root password using a dictionary attack. 

F. Use iptables to immediately DROP connections from the IP 198.51.100.23. 
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G. A remote attacker has compromised the private key of the root account. 

H. Change the root password immediately to a password not found in a dictionary. 

Correct Answer: CE 

The log shows six attempts to log in to a system. The first five attempts failed due to `failed password\\'. The sixth
attempt was a successful login. Therefore, the MOST likely explanation of what is occurring is that a remote attacker
has 

guessed the root password using a dictionary attack. 

The BEST immediate response is to isolate the system immediately and begin forensic analysis on the host. You should
isolate the system to prevent any further access to it and prevent it from doing any damage to other systems on the 

network. You should perform a forensic analysis on the system to determine what the attacker did on the system after
gaining access. 
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