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QUESTION 1

The risk manager is reviewing a report which identifies a requirement to keep a business critical legacy system
operational for the next two years. The legacy system is out of support because the vendor and security patches are no
longer released. Additionally, this is a proprietary embedded system and little is documented and known about it. Which
of the following should the Information Technology department implement to reduce the security risk from a compromise
of this system? 

A. Virtualize the system and migrate it to a cloud provider. 

B. Segment the device on its own secure network. 

C. Install an antivirus and HIDS on the system. 

D. Hire developers to reduce vulnerabilities in the code. 

Correct Answer: B 

The question states that the application is a proprietary embedded system and little is documented and known about it.
If we don\\'t know much about the application or system, we should not make any changes to the system. The best
solution would be to isolate the system by segmenting the device on its own secure network. This will reduce the risk of
a compromise of the system without making changes to the system itself. 

 

QUESTION 2

A small company is developing a new Internet-facing web application. The security requirements are: 

Users of the web application must be uniquely identified and authenticated. 

Users of the web application will not be added to the company\\'s directory services. 

Passwords must not be stored in the code. 

Which of the following meets these requirements? 

A. Use OpenID and allow a third party to authenticate users. 

B. Use TLS with a shared client certificate for all users. 

C. Use SAML with federated directory services. 

D. Use Kerberos and browsers that support SAML. 

Correct Answer: A 

Users create accounts by selecting an OpenID identity provider, and then use those accounts to sign onto any website
which accepts OpenID authentication. OpenID is an open standard and decentralized protocol by the non-profit OpenID
Foundation that allows users to be authenticated by certain co-operating sites (known as Relying Parties or RP) using a
third party service. This eliminates the need for webmasters to provide their own ad hoc systems and allowing users to
consolidate their digital identities. In other words, users can log into multiple unrelated websites without having to
register with their information over and over again. Several large organizations either issue or accept OpenIDs on their
websites according to the OpenID Foundation: AOL, Blogger, Flickr, France Telecom, Google, Hyves, LiveJournal,
Microsoft (provider name Microsoft account), Mixi, Myspace, Novell, Orange, Sears, Sun, Telecom Italia, Universal
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Music Group, VeriSign, WordPress, and Yahoo!. Other providers include BBC, IBM, PayPal, and Steam. 

 

QUESTION 3

A security administrator notices a recent increase in workstations becoming compromised by malware. Often, the
malware is delivered via drive-by downloads, from malware hosting websites, and is not being detected by the corporate
antivirus. Which of the following solutions would provide the BEST protection for the company? 

A. Increase the frequency of antivirus downloads and install updates to all workstations. 

B. Deploy a cloud-based content filter and enable the appropriate category to prevent further infections. 

C. Deploy a WAF to inspect and block all web traffic which may contain malware and exploits. 

D. Deploy a web based gateway antivirus server to intercept viruses before they enter the network. 

Correct Answer: B 

The undetected malware gets delivered to the company via drive-by and malware hosing websites. Display filters and
Capture filters when deployed on the cloud-based content should provide the protection required. 

 

QUESTION 4

A security administrator is shown the following log excerpt from a Unix system: 

2013 Oct 10 07:14:57 web14 sshd[1632]: Failed password for root from 198.51.100.23 port 37914 ssh2 

2013 Oct 10 07:14:57 web14 sshd[1635]: Failed password for root from 198.51.100.23 port 37915 ssh2 

2013 Oct 10 07:14:58 web14 sshd[1638]: Failed password for root from 198.51.100.23 port 37916 ssh2 

2013 Oct 10 07:15:59 web14 sshd[1640]: Failed password for root from 198.51.100.23 port 37918 ssh2 

2013 Oct 10 07:16:00 web14 sshd[1641]: Failed password for root from 198.51.100.23 port 37920 ssh2 

2013 Oct 10 07:16:00 web14 sshd[1642]: Successful login for root from 198.51.100.23 port 37924 ssh2 

Which of the following is the MOST likely explanation of what is occurring and the BEST immediate response? (Select
TWO). 

A. An authorized administrator has logged into the root account remotely. 

B. The administrator should disable remote root logins. 

C. Isolate the system immediately and begin forensic analysis on the host. 

D. A remote attacker has compromised the root account using a buffer overflow in sshd. 

E. A remote attacker has guessed the root password using a dictionary attack. 

F. Use iptables to immediately DROP connections from the IP 198.51.100.23. 

G. A remote attacker has compromised the private key of the root account. 
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H. Change the root password immediately to a password not found in a dictionary. 

Correct Answer: CE 

The log shows six attempts to log in to a system. The first five attempts failed due to `failed password\\'. The sixth
attempt was a successful login. Therefore, the MOST likely explanation of what is occurring is that a remote attacker
has 

guessed the root password using a dictionary attack. 

The BEST immediate response is to isolate the system immediately and begin forensic analysis on the host. You should
isolate the system to prevent any further access to it and prevent it from doing any damage to other systems on the 

network. You should perform a forensic analysis on the system to determine what the attacker did on the system after
gaining access. 

 

QUESTION 5

The risk manager at a small bank wants to use quantitative analysis to determine the ALE of running a business system
at a location which is subject to fires during the year. A risk analyst reports to the risk manager that the asset value of
the business system is $120,000 and, based on industry data, the exposure factor to fires is only 20% due to the fire
suppression system installed at the site. Fires occur in the area on average every four years. Which of the following is
the ALE? 

A. $6,000 

B. $24,000 

C. $30,000 

D. $96,000 

Correct Answer: A 

Single Loss Expectancy (SLE) is mathematically expressed as: Asset value (AV) x Exposure Factor (EF) SLE = AV x
EF = $120 000 x 20% = $ 24,000 (this is over 4 years) Thus ALE = $ 24,000 / 4 = $ 6,000 

References: http://www.financeformulas.net/Return_on_Investment.html https://en.wikipedia.org/wiki/Risk_assessment
Project Management Institute, A Guide to the Project Management Body of Knowledge (PMBOK Guide), 5th Edition,
Project Management Institute, Inc., Newtown Square, 2013, p. 198 McMillan, Troy and Robin Abernathy, CompTIA
Advanced Security Practitioner (CASP) CAS-002 Cert Guide, Pearson Education, Indianapolis, 2015, p. 305 
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