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QUESTION 1

A security administrator is tasked with implementing two-factor authentication for the company VPN. The VPN is
currently configured to authenticate VPN users against a backend RADIUS server. New company policies require a
second factor of authentication, and the Information Security Officer has selected PKI as the second factor. Which of the
following should the security administrator configure and implement on the VPN concentrator to implement the second
factor and ensure that no error messages are displayed to the user during the VPN connection? (Select TWO). 

A. The user\\'s certificate private key must be installed on the VPN concentrator. 

B. The CA\\'s certificate private key must be installed on the VPN concentrator. 

C. The user certificate private key must be signed by the CA. 

D. The VPN concentrator\\'s certificate private key must be signed by the CA and installed on the VPN concentrator. 

E. The VPN concentrator\\'s certificate private key must be installed on the VPN concentrator. 

F. The CA\\'s certificate public key must be installed on the VPN concentrator. 

Correct Answer: EF 

A public key infrastructure (PKI) supports the distribution and identification of public encryption keys, enabling users and
computers to both securely exchange data over networks such as the Internet and verify the identity of the other party.
A 

typical PKI includes the following key elements: 

A trusted party, called a certificate authority (CA), acts as the root of trust and provides services that authenticate the
identity of individuals, computers and other entities A registration authority, often called a subordinate CA, certified by a
root 

CA to issue certificates for specific uses permitted by the root A certificate database, which stores certificate requests
and issues and revokes certificates A certificate store, which resides on a local computer as a place to store issued 

certificates and private keys 

A CA issues digital certificates to entities and individuals after verifying their identity. It signs these certificates using its
private key; its public key is made available to all interested parties in a self-signed CA certificate. 

In this question, we have implemented a PKI. The Certificate Authority is the trusted root and supplies certificates to all
devices that require one. Every device that trusts the CA will have the CA\\'s public installed... This includes the VPN 

concentrator. With the VPN concentrator trusting the CA, the VPN concentrator will trust users with certificates supplied
by the CA. 

For the users and their devices to trust the VPN concentrator (to ensure that no error messages are displayed to the
user during the VPN connection), the VPN concentrator must have a certificate that includes a private key installed. 

 

QUESTION 2

Compliance with company policy requires a quarterly review of firewall rules. A new administrator is asked to conduct
this review on the internal firewall sitting between several internal networks. The intent of this firewall is to make traffic
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more 

restrictive. Given the following information answer the questions below: 

User Subnet: 192.168.1.0/24 Server Subnet: 192.168.2.0/24 Finance 

Subnet:192.168.3.0/24 

Instructions: To perform the necessary tasks, please modify the DST port, Protocol, Action, and/or Rule Order columns.
Firewall ACLs are read from the top down 

Task 1) An administrator added a rule to allow their machine terminal server access to the server subnet. This rule is not
working. Identify the rule and correct this issue. 

Task 2) All web servers have been changed to communicate solely over SSL. Modify the appropriate rule to allow
communications. 

Task 3) An administrator added a rule to block access to the SQL server from anywhere on the network. This rule is not
working. Identify and correct this issue. 

Task 4) Other than allowing all hosts to do network time and SSL, modify a rule to ensure that no other traffic is
allowed. 
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Correct Answer: 

 

Task 1) An administrator added a rule to allow their machine terminal server access to the server subnet. This rule is not
working. Identify the rule and correct this issue. The rule shown in the image below is the rule in question. It is not
working because the action is set to Deny. This needs to be set to Permit. 

Task 2) All web servers have been changed to communicate solely over SSL. Modify the appropriate rule to allow
communications. The web servers rule is shown in the image below. Port 80 (HTTP) needs to be changed to port 443
for HTTPS (HTTP over SSL). 

Task 3) An administrator added a rule to block access to the SQL server from anywhere on the network. This rule is not
working. Identify and correct this issue. The SQL Server rule is shown in the image below. It is not working because the
protocol is wrong. It should be TCP, not UDP. 
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Task 4) Other than allowing all hosts to do network time and SSL, modify a rule to ensure that no other traffic is allowed.
The network time rule is shown in the image below. 

However, this rule is not being used because the rule shown below allows all traffic and the rule is placed above the
network time rule. To block all other traffic, the rule needs to be set to Deny, not Permit and the rule needs to be placed
below all the other rules (it needs to be placed at the bottom of the list to the rule is enumerated last). 

 

QUESTION 3

A company has received the contract to begin developing a new suite of software tools to replace an aging collaboration
solution. The original collaboration solution has been in place for nine years, contains over a million lines of code, and
took over two years to develop originally. The SDLC has been broken up into eight primary stages, with each stage
requiring an in-depth risk analysis before moving on to the next phase. Which of the following software development
methods is MOST applicable? 

A. Spiral model 

B. Incremental model 

C. Waterfall model 

D. Agile model 

Correct Answer: C 

The waterfall model is a sequential software development processes, in which progress is seen as flowing steadily
downwards through identified phases. 

 

QUESTION 4

A security officer is leading a lessons learned meeting. Which of the following should be components of that meeting?
(Select TWO). 

A. Demonstration of IPS system 

B. Review vendor selection process 

C. Calculate the ALE for the event 

D. Discussion of event timeline 

E. Assigning of follow up items 

Correct Answer: DE 

Lessons learned process is the sixth step in the Incident Response process. Everybody that was involved in the process
reviews what happened and why it happened. It is during this step that they determine what changes should be
introduced to prevent future problems. 

 

QUESTION 5
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Due to a new regulatory requirement, ABC Company must now encrypt all WAN transmissions. When speaking with the
network administrator, the security administrator learns that the existing routers have the minimum processing power to
do the required level of encryption. Which of the following solutions minimizes the performance impact on the router? 

A. Deploy inline network encryption devices 

B. Install an SSL acceleration appliance 

C. Require all core business applications to use encryption 

D. Add an encryption module to the router and configure IPSec 

Correct Answer: A 

All WAN transmissions must be encrypted. Encryption uses a lot of processing power on a router to encrypt the
outgoing data and decrypt the incoming data. In this question, the routers do not have much processing power. We can
minimize the performance impact on the router by offloading the encryption function to another device: an inline network
encryption device. This is a hardware device specifically designed to perform the function of data encryption and
decryption. 
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