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QUESTION 1

An assessor identifies automated methods for identifying security control compliance through validating sensors at the
endpoint and at Tier 2. Which of the following practices satisfy continuous monitoring of authorized information
systems? 

A. Independent verification and validation 

B. Security test and evaluation 

C. Risk assessment 

D. Ongoing authorization 

Correct Answer: D 

Ongoing assessment and authorization is often referred to as continuous monitoring. It is a process that determines
whether the set of deployed security controls in an information system continue to be effective with regards to planned
and 

unplanned changes that occur in the system and its environment over time. 

Continuous monitoring allows organizations to evaluate the operating effectiveness of controls on or near a real-time
basis. Continuous monitoring enables the enterprise to detect control failures quickly because it transpires immediately
or 

closely after events in which the key controls are utilized. 

 

QUESTION 2

Company policy requires that all unsupported operating systems be removed from the network. The security
administrator is using a combination of network based tools to identify such systems for the purpose of disconnecting
them from the network. Which of the following tools, or outputs from the tools in use, can be used to help the security
administrator make an approximate determination of the operating system in use on the local company network? (Select
THREE). 

A. Passive banner grabbing 

B. Password cracker 

C. http://www.company.org/documents_private/index.php?search=string#andtopic=windowsandtcp
=packet%20captureandcookie=wokdjwalkjcnie61lkasdf2aliser4 

D. 443/tcp open http 

E. dig host.company.com 

F. 09:18:16.262743 IP (tos 0x0, ttl 64, id 9870, offset 0, flags [none], proto TCP (6), length 40) 192.168.1.3.1051 >
10.46.3.7.80: Flags [none], cksum 0x1800 (correct), win 512, length 0 

G. Nmap 

Correct Answer: AFG 
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Banner grabbing and operating system identification can also be defined as fingerprinting the TCP/IP stack. Banner
grabbing is the process of opening a connection and reading the banner or response sent by the application. 

The output displayed in option F includes information commonly examined to fingerprint the OS. 

Nmap provides features that include host discovery, as well as service and operating system detection. 

 

QUESTION 3

A penetration tester is assessing a mobile banking application. Man-in-the-middle attempts via an HTTP intercepting
proxy are failing with SSL errors. Which of the following controls has likely been implemented by the developers? 

A. SSL certificate revocation 

B. SSL certificate pinning 

C. Mobile device root-kit detection 

D. Extended Validation certificates 

Correct Answer: B 

Users, developers, and applications expect end-to-end security on their secure channels, but some secure channels are
not meeting the expectation. Specifically, channels built using well known protocols such as VPN, SSL, and TLS can be 

vulnerable to a number of attacks. 

Pinning is the process of associating a host with their expected X509 certificate or public key. Once a certificate or
public key is known or seen for a host, the certificate or public key is associated or \\'pinned\\' to the host. 

A host or service\\'s certificate or public key can be added to an application at development time, or it can be added
upon first encountering the certificate or public key. The former - adding at development time - is preferred since
preloading the 

certificate or public key out of band usually means the attacker cannot taint the pin. If the certificate or public key is
added upon first encounter, you will be using key continuity. Key continuity can fail if the attacker has a privileged
position 

during the first encounter. 

 

QUESTION 4

The Chief Information Security Officer (CISO) at a company knows that many users store business documents on public
cloud-based storage, and realizes this is a risk to the company. In response, the CISO implements a mandatory training
course in which all employees are instructed on the proper use of cloud-based storage. Which of the following risk
strategies did the CISO implement? 

A. Avoid 

B. Accept 

C. Mitigate 
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D. Transfer 

Correct Answer: C 

Mitigation means that a control is used to reduce the risk. In this case, the control is training. 

 

QUESTION 5

A risk manager has decided to use likelihood and consequence to determine the risk of an event occurring to a
company asset. Which of the following is a limitation of this approach to risk management? 

A. Subjective and based on an individual\\'s experience. 

B. Requires a high degree of upfront work to gather environment details. 

C. Difficult to differentiate between high, medium, and low risks. 

D. Allows for cost and benefit analysis. 

E. Calculations can be extremely complex to manage. 

Correct Answer: A 

Using likelihood and consequence to determine risk is known as qualitative risk analysis. With qualitative risk analysis,
the risk would be evaluated for its probability and impact using a numbered ranking system such as low, medium, and
high 

or perhaps using a 1 to 10 scoring system. 

After qualitative analysis has been performed, you can then perform quantitative risk analysis. A Quantitative risk
analysis is a further analysis of the highest priority risks during which a numerical or quantitative rating is assigned to the
risk. 

Qualitative risk analysis is usually quick to perform and no special tools or software is required. However, qualitative risk
analysis is subjective and based on the user\\'s experience. 
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