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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the
following table. 

You discover that several security alerts are visible from the Microsoft Defender for Identity portal. 

You need to identify which users in contoso.com can close the security alerts. 

Which users should you identify? 

A. User3 only 

B. User1 and User2 only 

C. User3 and User4 only 

D. User1 and User3 only 

E. User1 only 

Correct Answer: C 

User1 and User 2 have no roles assigned to them or there is no reference to group membership, so we have to assume
there are no permissions. User3 and User4 are the only ones that have permissions: https://learn.microsoft.com/en-
us/microsoft-365/security/office-365-security/scc-permissions?view=o365-worldwide 

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/scc-
permissions?view=o365-worldwide#:~:text=Security%20Operator,of%20security%20features. 

 

QUESTION 2

HOTSPOT 

You have a Microsoft 365 subscription. 

You are creating a retention policy named Retention1 as shown in the following exhibit. 
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You apply Retention1 to SharePoint sites and OneDrive accounts. 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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1.- Retained 

2.- Can recover the file until the Recycle Bin retention period expired (93 days). Because the question says "the user",
so the user can\\'t recover a file from the "Preservation hold library". "If the content is modified or deleted during the
retention period, a copy of the original content as it existed when the retention policy was assigned is created in the
Preservation Hold library. There, the timer job identifies items whose retention period has expired. Those items are
moved to the second-stage Recycle Bin, where they\\'re permanently deleted at the end of 93 days. The second-stage
Recycle Bin is not visible to end users (only the first-stage Recycle Bin is), but site collection admins can view and
restore content from there." https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-
sharepoint?view=o365-worldwide 

 

QUESTION 3

You need to ensure that email messages in Exchange Online and documents in SharePoint Online are retained for
eight years. 

To complete this task, sign in to the Microsoft Office 365 admin center. 

Correct Answer: See explanation below. 
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NB: For our purposes, the retention period will be 8 years. 

For retaining email messages in Exchange Online: 

Step 1: Create a retention tag 

1.

 Navigate to the Exchange Admin Center 

2.

 Navigate to Compliance management > Retention tags, and then click Add + 

3.

 Select one of the following options: 

Applied automatically to entire mailbox (default): Select this option to create a default policy tag (DPT). You can use
DPTs to create a default deletion policy and a default archive policy, which applies to all items in the mailbox. 

Applied automatically to a specific folder: Select this option to create a retention policy tag (RPT) for a default folder
such as Inbox or Deleted Items. 

Applied by users to items and folders (Personal): Select this option to create personal tags. These tags allow Outlook
and Outlook on the web (formerly known as Outlook Web App) users to apply archive or deletion settings to a message 

or folders that are different from the settings applied to the parent folder or the entire mailbox. 

4.

 The New retention tag page title and options will vary depending on the type of tag you selected. Complete the
following fields: 

Name: Enter a name for the retention tag. The tag name is for display purposes and doesn\\'t have any impact on the
folder or item a tag is applied to. Consider that the personal tags you provision for users are available in Outlook and
Outlook 

on the web. 

Apply this tag to the following default folder: This option is available only if you selected Applied automatically to a
specific folder. 

Retention action: Select one of the following actions to be taken after the item reaches its retention period: 

Delete and Allow Recovery: Select this action to delete items but allow users to recover them using the Recover Deleted
Items option in Outlook or Outlook on the web. Items are retained until the deleted item retention period configured for 

the mailbox database or the mailbox user is reached. 

Permanently Delete: Select this option to permanently delete the item from the mailbox database. 

Move to Archive: This action is available only if you\\'re creating a DPT or a personal tag. Select this action to move
items to the user\\'s In-Place Archive. 

Retention period: Select one of the following options: 
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Never: Select this option to specify that items should never be deleted or moved to the archive. 

When the item reaches the following age (in days): Select this option and specify the number of days to retain items
before they\\'re moved or deleted. The retention age for all supported items except Calendar and Tasks is calculated
from 

the date an item is received or created. Retention age for Calendar and Tasks items is calculated from the end date. 

Comment: User this optional field to enter any administrative notes or comments. The field isn\\'t displayed to users. 

Step 2: Create a retention policy 

1.

 Navigate to Compliance management > Retention policies, and then click Add + 

2.

 In New Retention Policy, complete the following fields: 

Name: Enter a name for the retention policy. 

Retention tags: Click Add + to select the tags you want to add to this retention policy. 

A retention policy can contain the following tags: 

One DPT with the Move to Archive action. 

One DPT with the Delete and Allow Recovery or Permanently Delete actions. 

One DPT for voice mail messages with the Delete and Allow Recovery or Permanently Delete actions. 

One RPT per default folder such as Inbox to delete items. 

Any number of personal tags. 

Step 3: Apply a retention policy to mailbox users 

After you create a retention policy, you must apply it to mailbox users. You can apply different retention policies to
different set of users. 

1. 

Navigate to Recipients > Mailboxes. 

2. 

In the list view, use the Shift or Ctrl keys to select multiple mailboxes. 

3. 

In the details pane, click More options. 

4. 

Under Retention Policy, click Update. 
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5. 

In Bulk Assign Retention Policy, select the retention policy you want to apply to the mailboxes, and then click Save. 

For retaining documents in SharePoint Online 

Access Security and Compliance Admin Center 

1.

 Navigate to the Office 365 Admin Centers 

2.

 From the list of available Admin Centers, click on Security and Compliance 
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How to create and publish a Retention Policy on a SharePoint site

Now that we are in the Security and Compliance Admin Center, we are ready to create and publish a Retention Policy
on a SharePoint site. Under Data Governance, click Retention 

1. Hit Create button to create new Retention Policy 
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2.

 Give your policy a name and description. Hit Next 

3.

 On the next screen is where you set up the logic. You can configure how many days, months, or years to retain the
content for, specify whether you want the math (retention period) to be calculated from the Created Date or Last
Modified Date. Lastly, you can also specify whether you want to keep or delete content after the Retention period
expires. Hit Next 

4.

 On the next screen, you get to choose where to apply the policy. You can apply it to email (Exchange), SharePoint
sites, OneDrive accounts as well as Office 365 Groups. 
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5. In my case, I applied a policy to a single Office 365 Group Site 
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6. On a final screen, you need to review and confirm the settings and click Create this policy button. It is imperative to
note the message you get to see at the bottom. It warns you that content might be deleted as soon as the policy takes
effect according to the logic you set up in previous steps. 

Reference: 

https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-management/create-a-
retention-policy#step-2-create-a-retention-policy 

https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-management/apply-retention-
policy#use-the-eac-to-apply-a-retention-policy-to-multiple-mailboxes 

https://sharepointmaven.com/how-to-set-a-retention-policy-on-a-sharepoint-site/ 

 

QUESTION 4

HOTSPOT 

You are evaluating which finance department users will be prompted for Azure MFA credentials. For each of the
following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth
one point. 

Hot Area: 
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Correct Answer: 

Named locations can\\'t have a private IP range, look at https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/location-condition 

"User IP address The IP address that is used in policy evaluation is the public IP address of the user. For devices on a
private network, this IP address is not the client IP of the user\\'s device on the intranet, it is the address used by the
network to connect to the public internet." 

 

QUESTION 5

Your company uses Microsoft Azure Advanced Threat Protection (ATP). 

You enable the delayed deployment of updates for an Azure ATP sensor named Sensor1. 

How long after the Azure ATP cloud service is updated will Sensor1 be updated? 

A. 7 days 

B. 24 hours 

C. 1 hour 

D. 48 hours 
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E. 12 hours 

Correct Answer: B 

Note: The delay period was 24 hours. In ATP release 2.62, the 24 hour delay period has been increased to 72 hours. 
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