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QUESTION 1

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table. 

You Plan to use the encryption report in Microsoft Endpoint Manager to view devices that have encryption enabled.
Which devices will be included in the encryption report? 

A. Device1 only 

B. Device1 and Device2 Only 

C. Device1 and Device4 Only 

D. Device1, Device2 and Device4 Only 

E. Device1, Device2, Device 3 and Device 4 

Correct Answer: C 

system versions: macOS 10.13 or later Windows version 1607 or later https://learn.microsoft.com/en-
us/mem/intune/protect/encryption-monitor 

 

QUESTION 2

Your network contains an on-premises Active Directory domain. The domain contains servers that run Windows Server
and have advanced auditing enabled. 

The security logs of the servers are collected by using a third-party SIEM solution. 

You purchase a Microsoft 365 subscription and plan to deploy Azure Advanced Threat Protection (ATP) by using
standalone sensors. 

You need to ensure that you can detect when sensitive groups are modified and when malicious services are created. 

What should you do? 

A. Turn off Delayed updates for the Microsoft Defender for Identity sensors. 

B. Configure auditing in the Microsoft 365 Compliance center. 

C. Turn on Delayed updates for the Microsoft Defender for Identity sensors. 
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D. Integrate SIEM and Microsoft Defender for Identity. 

Correct Answer: D 

Note: 

There are several versions of this question in the exam. The questions in the exam have two different correct answers: 

Integrate SIEM and Microsoft Defender for Identity 

Configure Event Forwarding on the domain controllers 

Other incorrect answer options you may see on the exam include the following: 

1. 

Configure Microsoft Defender for Identity notifications 

2. 

Modify the Domain synchronizer candidate settings on the Microsoft Defender for Identity sensors 

3. 

Enable the Audit account management Group Policy setting for the servers 

4. 

Configure auditing in the Microsoft 365 Defender portal 

Reference: https://docs.microsoft.com/en-us/azure-advanced-threat-protection/configure-event-forwarding 

 

QUESTION 3

DRAG DROP 

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains a Windows 10 device
named Device1. 

You have a PowerShell script named script1 that collects forensic data and saves the results as a file on the device from
which the script is run. 

You receive a Microsoft Defender for Endpoint alert for suspicious activities on Device1. 

You need to run script1 on Device1 and retrieve the output file of the script. 

Which four actions should you perform in sequence in Microsoft 365 Defender portal? 

To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct
order. 

Select and Place: 
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Correct Answer: 

Step 1: Select Initiate Live Response Session. Initiate a live response session on a device 

1.

 Sign in to Microsoft 365 Defender portal. 

2.

 Navigate to Endpoints > Device inventory and select a device to investigate. The devices page opens. 

3.

 Launch the live response session by selecting Initiate live response session. A command console is displayed. Wait
while the session connects to the device. 
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4.

 Use the built-in commands to do investigative work. 

5.

 After completing your investigation, select Disconnect session, then select Confirm. 

Note: Initiate live response Session 

Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This
gives you the power to do in-depth investigative work and take immediate response actions to promptly contain
identified 

threats in real time. 

Live response is designed to enhance investigations by enabling you to collect forensic data, run scripts, send
suspicious entities for analysis, remediate threats, and proactively hunt for emerging threats. 

Step 2: Run the putfile command 

putfile - Puts a file from the library to the device. Files are saved in a working folder and are deleted when the device
restarts by default. 

Step 3: Run the run command 

run - Runs a PowerShell script from the library on the device. 

Step 4: Run the getfile command 

getfile - Downloads a file. 

For scenarios when you\\'d like get a file from a device you\\'re investigating, you can use the getfile command. This
allows you to save the file from the device for further investigation. 

Incorrect: 

*

 Select Collect Investigation package. 

Collect investigation package from devices 

As part of the investigation or response process, you can collect an investigation package from a device. By collecting
the investigation package, you can identify the current state of the device and further understand the tools and
techniques 

used by the attacker. 

*

 Run the analyze command 

Analyze - Analyses the entity with various incrimination engines to reach a verdict. 

Reference: 
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https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response https://docs.microsoft.com/en-
us/microsoft-365/security/defender-endpoint/respond-machine-alerts 

 

QUESTION 4

You have a Microsoft 365 subscription and a Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP)
subscription. You have devices enrolled in Microsoft Endpoint Manager as shown in the following table: 

You integrate Microsoft Defender ATP and Endpoint Manager. You plan to evaluate the Microsoft Defender ATP risk
level for the devices. You need to identify which devices can be evaluated. Which devices should you identify? 

A. Device1 and Device2 only 

B. Device1 only 

C. Device1 and Device3 only 

D. Device2 and Device3 only 

Correct Answer: B 

Microsoft Defender ATP supports Windows 10, Windows Server, macOSX, and Linux 

Reference: 

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/evaluation-lab
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/ minimumrequirements 

 

QUESTION 5

You need to create a case that prevents the members of a group named Operations from deleting email messages that
contain the word IPO. 

To complete this task, sign in to the Microsoft Office 365 admin center. 

Correct Answer: See explanation below. 

1.

 Navigate to the Security and Compliance Center. 

2.

 In the Security and Compliance Center, click eDiscovery > eDiscovery, and then click Create a case. 
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3.

 On the New Case page, give the case a name, type an optional description, and then click Save. The case name must
be unique in your organization. 

The new case is displayed in the list of cases on the eDiscovery page. 

After you create a case, the next step is to add members to the case. The eDiscovery Manager who created the case is
automatically added as a member. Members have to be assigned the appropriate eDiscovery permissions so they can
access the case after you add them. 

4.

 In the Security and Compliance Center, click eDiscovery > eDiscovery to display the list of cases in your organization. 

5.

 Click the name of the case that you want to add members to. 

The Manage this case flyout page is displayed. 

6.

 Under Manage members, click Add to add members to the case. 

You can also choose to add a role group to the case. Under Manage role groups, click Add. 

7.

 In the list of people or role groups that can be added as members of the case, click the check box next to the names of
the people or role groups that you want to add. 
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8.

 After you select the people or role groups to add as members of the group, click Add. 

In Manage this case, click Save to save the new list of case members. 

9.

 Click Save to save the new list of case members. 
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You can use an eDiscovery case to create holds to preserve content that might be relevant to the case. You can place a
hold on the mailboxes and OneDrive for Business sites of people who are custodians in the case. You can also place a
hold on the group mailbox, SharePoint site, and OneDrive for Business site for an Office 365 Group. Similarly, you can
place a hold on the mailboxes and sites that are associated with Microsoft Teams or Yammer Groups. When you place
content locations on hold, content is held until you remove the hold from the content location or until you delete the
hold. 

To create a hold for an eDiscovery case: 

1.

 In the Security and Compliance Center, click eDiscovery > eDiscovery to display the list of cases in your organization. 

2.

 Click Open next to the case that you want to create the holds in. 

3.

 On the Home page for the case, click the Hold tab. 

4.

 On the Hold page, click Create. 

5.

 On the Name your hold page, give the hold a name. The name of the hold must be unique in your organization. 

6.

 (Optional) In the Description box, add a description of the hold. 

7.

 Click Next. 

8.

 Choose the content locations that you want to place on hold. You can place mailboxes, sites, and public folders on
hold. 
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a. 

Exchange email - Click Choose users, groups, or teams and then click Choose users, groups, or teams again. to specify
mailboxes to place on hold. Use the search box to find user mailboxes and distribution groups (to place a hold on the
mailboxes of group members) to place on hold. You can also place a hold on the associated mailbox for a Microsoft
Team, a Yammer Group, or an Office 365 Group. Select the user, group, team check box, click Choose, and then click
Done. 

a.

 In the box under Keywords, type a search query in the box so that only the content that meets the search criteria is
placed on hold. You can specify keywords, message properties, or document properties, such as file names. You can
also use more complex queries that use a Boolean operator, such as AND, OR, or NOT. If you leave the keyword box
empty, then all content located in the specified content locations will be placed on hold. 

b.

 Click Add conditions to add one or more conditions to narrow the search query for the hold. Each condition adds a
clause to the KQL search query that is created and run when you create the hold. For example, you can specify a date
range so that email or site documents that were created within the date ranged are placed on hold. A condition is
logically connected to the keyword query (specified in the keyword box) by the AND operator. That means that items
have to satisfy both the keyword query and the condition to be placed on hold. 

9.

 After configuring a query-based hold, click Next. 

10.

 Review your settings, and then click Create this hold. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery-cases?view=o365-worldwide 
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