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QUESTION 1

You are using a utility that takes input and generates random output. For example, you can provide the input of a known
word as a secret word and then also provide another known word as salt input. When you process the input it generates
a secret code which is a combination of letters and numbers with case sensitivity. For what is the described utility
used? 

A. Generating PMKs that can be imported into 802.11 RSN-compatible devices. 

B. Generating passwords for WLAN infrastructure equipment logins. 

C. Generating dynamic session keys used for IPSec VPNs. 

D. Generating GTKs for broadcast traffic encryption. 

Correct Answer: B 

 

QUESTION 2

During 802.1X/LEAP authentication, the username is passed across the wireless medium in clear text. From a security
perspective, why is this significant? 

A. The username can be looked up in a dictionary file that lists common username/password combinations. 

B. The username is needed for Personal Access Credential (PAC) and X.509 certificate validation. 

C. 4-Way Handshake nonces are based on the username in WPA and WPA2 authentication. 

D. The username is an input to the LEAP challenge/response hash that is exploited, so the username must be known to
conduct authentication cracking. 

Correct Answer: D 

 

QUESTION 3

Joe\\'s new laptop is experiencing difficulty connecting to ABC Company\\'s 802.11 WLAN using 802.1X/EAP PEAPv0.
The company\\'s wireless network administrator assured Joe that his laptop was authorized in the WIPS management
console for connectivity to ABC\\'s network before it was given to him. The WIPS termination policy includes alarms for
rogue stations, rogue APs, DoS attacks and unauthorized roaming. What is a likely reason that Joe cannot connect to
the network? 

A. An ASLEAP attack has been detected on APs to which Joe\\'s laptop was trying to associate. The WIPS responded
by disabling the APs. 

B. Joe configured his 802.11 radio card to transmit at 100 mW to increase his SNR. The WIPS is detecting this much
output power as a DoS attack. 

C. Joe\\'s integrated 802.11 radio is sending multiple Probe Request frames on each channel. 

D. Joe disabled his laptop\\'s integrated 802.11 radio and is using a personal PC card radio with a different chipset,
drivers, and client utilities. 
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Correct Answer: D 

 

QUESTION 4

The Marketing department\\'s WLAN users need to reach their file and email server as well as the Internet, but should
not have access to any other network resources. What single WLAN security feature should be implemented to comply
with these requirements? 

A. RADIUS policy accounting 

B. Group authentication 

C. Role-based access control 

D. Captive portal 

E. Mutual authentication 

Correct Answer: C 

 

QUESTION 5

ABC Company has a WLAN controller using WPA2-Enterprise with PEAPv0/MS-CHAPv2 and AES-CCMP to secure
their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but want
to implement some security controls. The security requirements for the hotspot include: 

Cannot access corporate network resources Network permissions are limited to Internet access All stations must be
authenticated 

What security controls would you suggest? (Choose the single best answer.) 

A. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations. 

B. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the
corporate WLAN on different VLANs. 

C. Implement separate controllers for the corporate and guest WLANs. 

D. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN. 

E. Force all guest users to use a common VPN protocol to connect. 

Correct Answer: B 

Latest CWSP-206 Dumps CWSP-206 Practice Test CWSP-206 Study Guide

Latest CWSP-206 Dumps | CWSP-206 Practice Test | CWSP-206 Study Guide                                3 / 4

https://www.certbus.com/cwsp-206.html
https://www.certbus.com/cwsp-206.html
https://www.certbus.com/cwsp-206.html
https://www.certbus.com/cwsp-206.html
https://www.certbus.com/cwsp-206.html
https://www.certbus.com/cwsp-206.html


https://www.certbus.com/cwsp-206.html
2023 Latest certbus CWSP-206 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.certbus.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © certbus, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

Latest CWSP-206 Dumps | CWSP-206 Practice Test | CWSP-206 Study Guide                                4 / 4

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.certbus.com/cwsp-206.html
https://www.certbus.com/cwsp-206.html
https://www.certbus.com/cwsp-206.html

