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QUESTION 1

A customer recently provisioned a new server on the IaaS. The IP address assigned from the pool resolves to another
hostname. Some user traffic is being dumped or is causing slowness because of this issue. Which of the following
maintenance activities does the provider need to perform to prevent this issue? 

A. Use cloud provider tools to remove orphaned resources. 

B. Initiate resource reclamation. 

C. Run a script to remove stale DNS entries. 

D. Update outdated security firewall configurations. 

Correct Answer: C 

 

QUESTION 2

Which of the following would be used to establish a dedicated connection in a hybrid cloud environment? 

A. CHAP 

B. AES 

C. PKI 

D. VPN 

Correct Answer: D 

 

QUESTION 3

A company is consuming a SaaS solution with a large user base and wants to minimize user management, but also
ensure access is as secure as possible. Which of the following should the cloud administrator select to help meet these
requirements? (Choose two.) 

A. MFA 

B. ACL 

C. AAA 

D. SSO 

E. NAC 

Correct Answer: AD 

 

QUESTION 4
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Ann. a user, has tried to connect to a VM hosted in a private cloud using her directory services credentials. After three
attempts, she realizes the keyboard was set to German instead of English, and she was typing "z" instead of "y". After 

fixing this issue, Ann is still unable to log in; however, other users can access the VM. 

Which of the following is the MOST likely cause? 

A. The default language on Ann\\'s computer is German. 

B. The account was locked. 

C. Directory services are offline. 

D. There is an account mismatch. 

E. The account localization settings are incorrect. 

Correct Answer: E 

 

QUESTION 5

A cloud administrator is configuring a bastion host. The bastion host will be used to administer systems in the cloud
remotely from the administrator\\'s on-premises desktop. The administrator is given the following requirements: 

Ensure port 22 is open on the host and only allow the public IP of the on-premises router/firewall. Ensure port 3389 is
open on the host and only allow the public IP of the on-premises router/firewall. Harden these services with PKI (where
applicable). 

Given this scenario, which of the following should the administrator utilize to BEST address these requirements? (Select
THREE). 

A. RDP protocol from the desktop to the bastion host 

B. Telnet protocol from the desktop to the bastion host 

C. SSH protocol from the desktop to the bastion host 

D. MD5 and RC4 with a signed certificate 

E. RSA and AES with a signed certificate 

F. Blowfish and SHA-1 with a signed certificate 

G. VNC protocol from the desktop to the bastion host 

Correct Answer: ACD 
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