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QUESTION 1

A student has left high school and is attending a public postsecondary institution. Under what condition may a school
legally disclose educational records to the parents of the student without consent? 

A. If the student has not yet turned 18 years of age 

B. If the student is in danger of academic suspension 

C. If the student is still a dependent for tax purposes 

D. If the student has applied to transfer to another institution 

Correct Answer: C 

Reference: https://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpafaq.pdf 

 

QUESTION 2

In March 2012, the FTC released a privacy report that outlined three core principles for companies handling consumer
data. Which was NOT one of these principles? 

A. Simplifying consumer choice. 

B. Enhancing security measures. 

C. Practicing Privacy by Design. 

D. Providing greater transparency. 

Correct Answer: B 

Reference: https://www.ftc.gov/news-events/press-releases/2012/03/ftc-issues-final-commission-report-protecting-
consumer-privacy 

 

QUESTION 3

What is the main purpose of the CAN-SPAM Act? 

A. To diminish the use of electronic messages to send sexually explicit materials 

B. To authorize the states to enforce federal privacy laws for electronic marketing 

C. To empower the FTC to create rules for messages containing sexually explicit content 

D. To ensure that organizations respect individual rights when using electronic advertising 

Correct Answer: D 

Reference: https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-compliance-guide-business 
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QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

You are the chief privacy officer at HealthCo, a major hospital in a large U.S. city in state A. HealthCo is a HIPAA-
covered entity that provides healthcare services to more than 100,000 patients. A third-party cloud computing service
provider, 

CloudHealth, stores and manages the electronic protected health information (ePHI) of these individuals on behalf of
HealthCo. CloudHealth stores the data in state B. As part of HealthCo\\'s business associate agreement (BAA) with 

CloudHealth, HealthCo requires CloudHealth to implement security measures, including industry standard encryption
practices, to adequately protect the data. However, HealthCo did not perform due diligence on CloudHealth before
entering 

the contract, and has not conducted audits of CloudHealth\\'s security measures. 

A CloudHealth employee has recently become the victim of a phishing attack. When the employee unintentionally
clicked on a link from a suspicious email, the PHI of more than 10,000 HealthCo patients was compromised. It has since
been 

published online. The HealthCo cybersecurity team quickly identifies the perpetrator as a known hacker who has
launched similar attacks on other hospitals ?ones that exposed the PHI of public figures including celebrities and
politicians. 

During the course of its investigation, HealthCo discovers that CloudHealth has not encrypted the PHI in accordance
with the terms of its contract. In addition, CloudHealth has not provided privacy or security training to its employees.
Law 

enforcement has requested that HealthCo provide its investigative report of the breach and a copy of the PHI of the
individuals affected. 

A patient affected by the breach then sues HealthCo, claiming that the company did not adequately protect the
individual\\'s ePHI, and that he has suffered substantial harm as a result of the exposed data. The patient\\'s attorney
has submitted 

a discovery request for the ePHI exposed in the breach. 

What is the most significant reason that the U.S. Department of Health and Human Services (HHS) might impose a
penalty on HealthCo? 

A. Because HealthCo did not require CloudHealth to implement appropriate physical and administrative measures to
safeguard the ePHI 

B. Because HealthCo did not conduct due diligence to verify or monitor CloudHealth\\'s security measures 

C. Because HIPAA requires the imposition of a fine if a data breach of this magnitude has occurred 

D. Because CloudHealth violated its contract with HealthCo by not encrypting the ePHI 

Correct Answer: B 
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QUESTION 5

Your company\\'s most brilliant engineer develops a new Artificial Intelligence (AI) technology he calls OXO-2576. The
engineer wants to begin using it to analyze all of the data your company collects about its customers. As the
company\\'s privacy professional, you have some privacy concerns about using AI technology with customer data. 

Which of the following is the best recommendation to offer the company? 

A. Do not publicize that the company is using AI technology with its customer data. 

B. De-identify the data collected by the AI technology so it cannot be linked to any individuals. 

C. Automate the AI technology so there is no human seeing or handling the customers\\' personal information. 

D. Use the AI technology only for employees, as companies are given more leeway when handling employee personal
information. 

Correct Answer: B 
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