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QUESTION 1

More than half of U.S. states require telemarketers to? 

A. Identify themselves at the beginning of a call 

B. Obtain written consent from potential customers 

C. Register with the state before conducting business 

D. Provide written contracts for customer transactions 

Correct Answer: C 

For example, more than half the states require that telemarketers obtain a license or register with the state.39” 

Excerpt From: “IAPP_US_TB_US-Private-Sector-Privacy-3E_1.0.” Apple Books. 

“states may require that a written contract be created for certain transaction”. 

Excerpt From: “IAPP_US_TB_US-Private-Sector-Privacy-3E_1.0.” Apple Books. 

 

QUESTION 2

What type of material is exempt from an individual\\'s right to disclosure under the Privacy Act? 

A. Material required by statute to be maintained and used solely for research purposes. 

B. Material reporting investigative efforts to prevent unlawful persecution of an individual. 

C. Material used to determine potential collaboration with foreign governments in negotiation of trade deals. 

D. Material reporting investigative efforts pertaining to the enforcement of criminal law. 

Correct Answer: C 

 

QUESTION 3

What important action should a health care provider take if the she wants to qualify for funds under the Health
Information Technology for Economic and Clinical Health Act (HITECH)? 

A. Make electronic health records (EHRs) part of regular care 

B. Bill the majority of patients electronically for their health care 

C. Send health information and appointment reminders to patients electronically 

D. Keep electronic updates about the Health Insurance Portability and Accountability Act 

Correct Answer: A 
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Reference: https://www.healthaffairs.org/do/10.1377/hblog20150304.045199/full/ 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

You are the privacy manager at a privately-owned U.S. company that produces an increasingly popular tness app called
GetFit. After users create an account with their contact information, the app uses a smartphone and a system of
connected smartwatch sensors to track users when they exercise. It collects information on location when users walk or
run outdoors, as well as general health information (such as heart rate) during all exercise sessions. The app also
collects credit card information for payment of the monthly subscription fee. 

One Friday, the company\\'s security team contacts you about the discovery of malware on their media server. The
team assures you that there was no user data on this server and that, in any case, they found the malware before any
damage could be done. 

However, on Monday morning the security team contacts you again, this time with the information that they have
discovered the same malware on the company\\'s payments server. They suspect it likely that users\\' credit card
information was taken by the attacker. By Monday evening, the situation has gotten dramatically worse, as the security
team has also discovered this malware on the company\\'s database server, an in ltration that gives the attacker access
to users\\' pro le, health and location information. 

After coordinating with the security team, you are asked to meet with senior management and advise them on the
company\\'s obligations in connection with the incident. The Chief Financial O cer asks, "If we decide to notify all our
users of this incident, are we obligated to provide any of them with a free credit monitoring offer?" The General Counsel
wants to know if providing this notice and offer will help the company avoid liability. 

Based on the information the security team provides on Monday morning, what is the company\\'s noti cation
obligation? 

A. The company does not need to notify anyone since secure credit card information is not subject to breach noti cation
laws. 

B. The company does not need to notify anyone since the security team is not completely certain the attacker actually
took the credit card information. 

C. The company must notify its bank and the card brands under its PCI obligations, and potentially provide notice to
individuals and state authorities. depending on state law. 

D. The company must report the incident to the U.S. Secret Service since the incident involves nancial information,
followed by notice to individuals and some state authorities. 

Correct Answer: C 

 

QUESTION 5

SCENARIO 

Please use the following to answer the next question: 

A US-based startup company is selling a new gaming application. One day, the CEO of the company receives an urgent
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letter from a prominent EU-based retail partner. Triggered by an unresolved complaint lodged by an EU resident, the 

letter describes an ongoing investigation by a supervisory authority into the retailer\\'s data handling practices. 

The complainant accuses the retailer of improperly disclosing her personal data, without consent, to parties in the
United States. Further, the complainant accuses the EU-based retailer of failing to respond to her withdrawal of consent
and request for erasure of her personal data. Your organization, the US-based startup company, was never informed of
this request for erasure by the EU-based retail partner. The supervisory authority investigating the complaint has
threatened the suspension of data flows if the parties involved do not cooperate with the investigation. The letter closes
with an urgent request: "Please act immediately by identifying all personal data received from our company." 

This is an important partnership. Company executives know that its biggest fans come from Western Europe; and this
retailer is primarily responsible for the startup\\'s rapid market penetration. 

As the Company\\'s data privacy leader, you are sensitive to the criticality of the relationship with the retailer. 

Under the General Data Protection Regulation (GDPR), how would the U.S.-based startup company most likely be
classified? 

A. As a data supervisor 

B. As a data processor 

C. As a data controller 

D. As a data manager 

Correct Answer: B 

Reference: https://www.i-scoop.eu/gdpr/data-processor-gdpr/ 
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