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QUESTION 1

SCENARIO 

Please use the following to answer the next QUESTION: 

Perhaps Jack Kelly should have stayed in the U.S. He enjoys a formidable reputation inside the company, Special
Handling Shipping, for his work in reforming certain "rogue" offices. Last year, news broke that a police sting operation
had revealed a drug ring operating in the Providence, Rhode Island office in the United States. Video from the office\\'s
video surveillance cameras leaked to news operations showed a drug exchange between Special Handling staff and
undercover officers. 

In the wake of this incident, Kelly had been sent to Providence to change the "hands off" culture that upper management
believed had let the criminal elements conduct their illicit transactions. After a few weeks under Kelly\\'s direction, the 

office became a model of efficiency and customer service. Kelly monitored his workers\\' activities using the same
cameras that had recorded the illegal conduct of their former co-workers. 

Now Kelly has been charged with turning around the office in Cork, Ireland, another trouble spot. The company has
received numerous reports of the staff leaving the office unattended. When Kelly arrived, he found that even when
present, 

the staff often spent their days socializing or conducting personal business on their mobile phones. Again, he observed
their behaviors using surveillance cameras. He issued written reprimands to six staff members based on the first day of 

video alone. 

Much to Kelly\\'s surprise and chagrin, he and the company are now under investigation by the Data Protection
Commissioner of Ireland for allegedly violating the privacy rights of employees. Kelly was told that the 

company\\'s license for the cameras listed facility security as their main use, but he does not know why this matters. He
has pointed out to his superiors that the company\\'s training programs on privacy protection and data collection
mention 

nothing about surveillance video. 

You are a privacy protection consultant, hired by the company to assess this incident, report on the legal and
compliance issues, and recommend next steps. 

What should you advise this company regarding the status of security cameras at their offices in the United States? 

A. Add security cameras at facilities that are now without them. 

B. Set policies about the purpose and use of the security cameras. 

C. Reduce the number of security cameras located inside the building. 

D. Restrict access to surveillance video taken by the security cameras and destroy the recordings after a designated
period of time. 

Correct Answer: B 

 

QUESTION 2
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SCENARIO 

Please use the following to answer the next QUESTION: 

Martin Briseno is the director of human resources at the Canyon City location of the U.S. hotel chain Pacific Suites. In
1998, Briseno decided to change the hotel\\'s on-the-job mentoring model to a standardized training program for
employees who were progressing from line positions into supervisory positions. He developed a curriculum comprising a
series of lessons, scenarios, and assessments, which was delivered in-person to small groups. Interest in the training
increased, leading Briseno to work with corporate HR specialists and software engineers to offer the program in an
online format. The online program saved the cost of a trainer and allowed participants to work through the material at
their own pace. 

Upon hearing about the success of Briseno\\'s program, Pacific Suites corporate Vice President Maryanne Silva-Hayes
expanded the training and offered it company-wide. Employees who completed the program received certification as a
Pacific Suites Hospitality Supervisor. By 2001, the program had grown to provide industry-wide training. Personnel at
hotels across the country could sign up and pay to take the course online. As the program became increasingly
profitable, Pacific Suites developed an offshoot business, Pacific Hospitality Training (PHT). The sole focus of PHT was
developing and marketing a variety of online courses and course progressions providing a number of professional
certifications in the hospitality industry. 

By setting up a user account with PHT, course participants could access an information library, sign up for courses, and
take end-of-course certification tests. When a user opened a new account, all information was saved by default,
including the user\\'s name, date of birth, contact information, credit card information, employer, and job title. The
registration page offered an opt-out choice that users could click to not have their credit card numbers saved. Once a
user name and password were established, users could return to check their course status, review and reprint their
certifications, and sign up and pay for new courses. Between 2002 and 2008, PHT issued more than 700,000
professional certifications. 

PHT\\'s profits declined in 2009 and 2010, the victim of industry downsizing and increased competition from e- learning
providers. By 2011, Pacific Suites was out of the online certification business and PHT was dissolved. The training
program\\'s systems and records remained in Pacific Suites\\' digital archives, un-accessed and unused. Briseno and
Silva- Hayes moved on to work for other companies, and there was no plan for handling the archived data after the
program ended. After PHT was dissolved, Pacific Suites executives turned their attention to crucial day-to-day
operations. They planned to deal with the PHT materials once resources allowed. 

In 2012, the Pacific Suites computer network was hacked. Malware installed on the online reservation system exposed
the credit card information of hundreds of hotel guests. While targeting the financial data on the reservation site, hackers
also discovered the archived training course data and registration accounts of Pacific Hospitality Training\\'s customers.
The result of the hack was the exfiltration of the credit card numbers of recent hotel guests and the exfiltration of the
PHT database with all its contents. 

A Pacific Suites systems analyst discovered the information security breach in a routine scan of activity reports. Pacific
Suites quickly notified credit card companies and recent hotel guests of the breach, attempting to prevent serious harm.
Technical security engineers faced a challenge in dealing with the PHT data. 

PHT course administrators and the IT engineers did not have a system for tracking, cataloguing, and storing
information. Pacific Suites has procedures in place for data access and storage, but those procedures were not
implemented when PHT was formed. When the PHT database was acquired by Pacific Suites, it had no owner or
oversight. By the time technical security engineers determined what private information was compromised, at least
8,000 credit card holders were potential victims of fraudulent activity. 

What key mistake set the company up to be vulnerable to a security breach? 

A. Collecting too much information and keeping it for too long 

B. Overlooking the need to organize and categorize data 
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C. Failing to outsource training and data management to professionals 

D. Neglecting to make a backup copy of archived electronic files 

Correct Answer: B 

 

 

QUESTION 3

SCENARIO 

Please use the following to answer the next QUESTION: 

Amira is thrilled about the sudden expansion of NatGen. As the joint Chief Executive Officer (CEO) with her long-time
business partner Sadie, Amira has watched the company grow into a major competitor in the green energy market. The 

current line of products includes wind turbines, solar energy panels, and equipment for geothermal systems. A talented
team of developers means that NatGen\\'s line of products will only continue to grow. 

With the expansion, Amira and Sadie have received advice from new senior staff members brought on to help manage
the company\\'s growth. One recent suggestion has been to combine the legal and security functions of the company to 

ensure observance of privacy laws and the company\\'s own privacy policy. This sounds overly complicated to Amira,
who wants departments to be able to use, collect, store, and dispose of customer data in ways that will best suit their
needs. 

She does not want administrative oversight and complex structuring to get in the way of people doing innovative work. 

Sadie has a similar outlook. The new Chief Information Officer (CIO) has proposed what Sadie believes is an
unnecessarily long timetable for designing a new privacy program. She has assured him that NatGen will use the best
possible 

equipment for electronic storage of customer and employee data. She simply needs a list of equipment and an estimate
of its cost. But the CIO insists that many issues are necessary to consider before the company gets to that stage. 

Regardless, Sadie and Amira insist on giving employees space to do their jobs. Both CEOs want to entrust the
monitoring of employee policy compliance to low-level managers. Amira and Sadie believe these managers can adjust
the 

company privacy policy according to what works best for their particular departments. NatGen\\'s CEOs know that
flexible interpretations of the privacy policy in the name of promoting green energy would be highly unlikely to raise any 

concerns with their customer base, as long as the data is always used in course of normal business activities. 

Perhaps what has been most perplexing to Sadie and Amira has been the CIO\\'s recommendation to institute a privacy
compliance hotline. Sadie and Amira have relented on this point, but they hope to compromise by allowing employees
to 

take turns handling reports of privacy policy violations. The implementation will be easy because the employees need
no special preparation. They will simply have to document any concerns they hear. 

Sadie and Amira are aware that it will be challenging to stay true to their principles and guard against corporate culture
strangling creativity and employee morale. They hope that all senior staff will see the benefit of trying a unique
approach. 

CIPM PDF Dumps | CIPM Practice Test | CIPM Exam Questions                                4 / 7

https://www.certbus.com/cipm.html
https://www.certbus.com/cipm.html
https://www.certbus.com/cipm.html


https://www.certbus.com/cipm.html
2023 Latest certbus CIPM PDF and VCE dumps Download

What Data Lifecycle Management (DLM) principle should the company follow if they end up allowing departments to
interpret the privacy policy differently? 

A. Prove the authenticity of the company\\'s records. 

B. Arrange for official credentials for staff members. 

C. Adequately document reasons for inconsistencies. 

D. Create categories to reflect degrees of data importance. 

Correct Answer: C 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next QUESTION: 

As they company\\'s new chief executive officer, Thomas Goddard wants to be known as a leader in data protection.
Goddard recently served as the chief financial officer of Hoopy.com, a pioneer in online video viewing with millions of
users around the world. Unfortunately, Hoopy is infamous within privacy protection circles for its ethically questionable
practices, including unauthorized sales of personal data to marketers. Hoopy also was the target of credit card data theft
that made headlines around the world, as at least two million credit card numbers were thought to have been pilfered
despite the company\\'s claims that "appropriate" data protection safeguards were in place. The scandal affected the
company\\'s business as competitors were quick to market an increased level of protection while offering similar
entertainment and media content. Within three weeks after the scandal broke, Hoopy founder and CEO Maxwell Martin,
Goddard\\'s mentor, was forced to step down. 

Goddard, however, seems to have landed on his feet, securing the CEO position at your company, Medialite, which is
just emerging from its start-up phase. He sold the company\\'s board and investors on his vision of Medialite building its
brand partly on the basis of industry-leading data protection standards and procedures. He may have been a key part of
a lapsed or even rogue organization in matters of privacy but now he claims to be reformed and a true believer in
privacy protection. In his first week on the job, he calls you into his office and explains that your primary work
responsibility is to bring his vision for privacy to life. But you also detect some reservations. "We want Medialite to have
absolutely the highest standards," he says. "In fact, I want us to be able to say that we are the clear industry leader in
privacy and data protection. However, I also need to be a responsible steward of the company\\'s finances. So, while I
want the best solutions across the board, they also need to be cost effective." 

You are told to report back in a week\\'s time with your recommendations. Charged with this ambiguous mission, you
depart the executive suite, already considering your next steps. You are charged with making sure that privacy
safeguards are in place for new products and initiatives. What is the best way to do this? 

A. Hold a meeting with stakeholders to create an interdepartmental protocol for new initiatives 

B. Institute Privacy by Design principles and practices across the organization 

C. Develop a plan for introducing privacy protections into the product development stage 

D. Conduct a gap analysis after deployment of new products, then mend any gaps that are revealed 

Correct Answer: C 
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QUESTION 5

Which of the following is NOT typically a function of a Privacy Officer? 

A. Managing an organization\\'s information security infrastructure. 

B. Serving as an interdepartmental liaison for privacy concerns. 

C. Monitoring an organization\\'s compliance with privacy laws. 

D. Responding to information access requests from the public. 

Correct Answer: D 
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