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QUESTION 1

SCENARIO 

Please use the following to answer the next QUESTION: 

As the Director of data protection for Consolidated Records Corporation, you are justifiably pleased with your
accomplishments so far. Your hiring was precipitated by warnings from regulatory agencies following a series of
relatively minor 

data breaches that could easily have been worse. However, you have not had a reportable incident for the three years
that you have been with the company. In fact, you consider your program a model that others in the data storage
industry 

may note in their own program development. 

You started the program at Consolidated from a jumbled mix of policies and procedures and worked toward coherence
across departments and throughout operations. You were aided along the way by the program\\'s sponsor, the vice 

president of operations, as well as by a Privacy Team that started from a clear understanding of the need for change. 

Initially, your work was greeted with little confidence or enthusiasm by the company\\'s "old guard" among both the
executive team and frontline personnel working with data and interfacing with clients. Through the use of metrics that
showed 

the costs not only of the breaches that had occurred, but also projections of the costs that easily could occur given the
current state of operations, you soon had the leaders and key decision-makers largely on your side. Many of the other 

employees were more resistant, but face-to-face meetings with each department and the development of a baseline
privacy training program achieved sufficient "buy-in" to begin putting the proper procedures into place. 

Now, privacy protection is an accepted component of all current operations involving personal or protected data and
must be part of the end product of any process of technological development. While your approach is not systematic, it
is 

fairly effective. 

You are left contemplating: 

What must be done to maintain the program and develop it beyond just a data breach prevention program? How can
you build on your success? 

What are the next action steps? 

How can Consolidated\\'s privacy training program best be further developed? 

A. Through targeted curricula designed for specific departments. 

B. By adopting e-learning to reduce the need for instructors. 

C. By using industry standard off-the-shelf programs. 

D. Through a review of recent data breaches. 

Correct Answer: A 
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QUESTION 2

SCENARIO 

Please use the following to answer the next QUESTION: 

For 15 years, Albert has worked at Treasure Box ?a mail order company in the United States (U.S.) that used to sell
decorative candles around the world, but has recently decided to limit its shipments to customers in the 48 contiguous
states. Despite his years of experience, Albert is often overlooked for managerial positions. His frustration about not
being promoted, coupled with his recent interest in issues of privacy protection, have motivated Albert to be an agent of
positive change. 

He will soon interview for a newly advertised position, and during the interview, Albert plans on making executives
aware of lapses in the company\\'s privacy program. He feels certain he will be rewarded with a promotion for
preventing negative consequences resulting from the company\\'s outdated policies and procedures. 

For example, Albert has learned about the AICPA (American Institute of Certified Public Accountans)/CICA (Canadian
Institute of Chartered Accountants) Privacy Maturity Model (PMM). Albert thinks the model is a useful way to measure
Treasure Box\\'s ability to protect personal data. Albert has noticed that Treasure Box fails to meet the requirements of
the highest level of maturity of this model; at his interview, Albert will pledge to assist the company with meeting this
level in order to provide customers with the most rigorous security available. 

Albert does want to show a positive outlook during his interview. He intends to praise the company\\'s commitment to
the security of customer and employee personal data against external threats. However, Albert worries about the high
turnover rate within the company, particularly in the area of direct phone marketing. He sees many unfamiliar faces
every day who are hired to do the marketing, and he often hears complaints in the lunch room regarding long hours and
low pay, as well as what seems to be flagrant disregard for company procedures. 

In addition, Treasure Box has had two recent security incidents. The company has responded to the incidents with
internal audits and updates to security safeguards. However, profits still seem to be affected and anecdotal evidence
indicates that many people still harbor mistrust. Albert wants to help the company recover. He knows there is at least
one incident the public in unaware of, although Albert does not know the details. He believes the company\\'s insistence
on keeping the incident a secret could be a further detriment to its reputation. One further way that Albert wants to help
Treasure Box regain its stature is by creating a toll-free number for customers, as well as a more efficient procedure for
responding to customer concerns by postal mail. 

In addition to his suggestions for improvement, Albert believes that his knowledge of the company\\'s recent business
maneuvers will also impress the interviewers. For example, Albert is aware of the company\\'s intention to acquire a
medical supply company in the coming weeks. 

With his forward thinking, Albert hopes to convince the managers who will be interviewing him that he is right for the
job. 

The company may start to earn back the trust of its customer base by following Albert\\'s suggestion regarding which
handling procedure? 

A. Access 

B. Correction 

C. Escalation 

D. Data Integrity 

Correct Answer: D 
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QUESTION 3

SCENARIO 

Please use the following to answer the next QUESTION: 

Amira is thrilled about the sudden expansion of NatGen. As the joint Chief Executive Officer (CEO) with her long-time
business partner Sadie, Amira has watched the company grow into a major competitor in the green energy market. The 

current line of products includes wind turbines, solar energy panels, and equipment for geothermal systems. A talented
team of developers means that NatGen\\'s line of products will only continue to grow. 

With the expansion, Amira and Sadie have received advice from new senior staff members brought on to help manage
the company\\'s growth. One recent suggestion has been to combine the legal and security functions of the company to 

ensure observance of privacy laws and the company\\'s own privacy policy. This sounds overly complicated to Amira,
who wants departments to be able to use, collect, store, and dispose of customer data in ways that will best suit their
needs. 

She does not want administrative oversight and complex structuring to get in the way of people doing innovative work. 

Sadie has a similar outlook. The new Chief Information Officer (CIO) has proposed what Sadie believes is an
unnecessarily long timetable for designing a new privacy program. She has assured him that NatGen will use the best
possible 

equipment for electronic storage of customer and employee data. She simply needs a list of equipment and an estimate
of its cost. But the CIO insists that many issues are necessary to consider before the company gets to that stage. 

Regardless, Sadie and Amira insist on giving employees space to do their jobs. Both CEOs want to entrust the
monitoring of employee policy compliance to low-level managers. Amira and Sadie believe these managers can adjust
the 

company privacy policy according to what works best for their particular departments. NatGen\\'s CEOs know that
flexible interpretations of the privacy policy in the name of promoting green energy would be highly unlikely to raise any 

concerns with their customer base, as long as the data is always used in course of normal business activities. 

Perhaps what has been most perplexing to Sadie and Amira has been the CIO\\'s recommendation to institute a privacy
compliance hotline. Sadie and Amira have relented on this point, but they hope to compromise by allowing employees
to 

take turns handling reports of privacy policy violations. The implementation will be easy because the employees need
no special preparation. They will simply have to document any concerns they hear. 

Sadie and Amira are aware that it will be challenging to stay true to their principles and guard against corporate culture
strangling creativity and employee morale. They hope that all senior staff will see the benefit of trying a unique
approach. 

What Data Lifecycle Management (DLM) principle should the company follow if they end up allowing departments to
interpret the privacy policy differently? 

A. Prove the authenticity of the company\\'s records. 

B. Arrange for official credentials for staff members. 
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C. Adequately document reasons for inconsistencies. 

D. Create categories to reflect degrees of data importance. 

Correct Answer: C 

 

QUESTION 4

What is the main function of the Asia-Pacific Economic Cooperation Privacy Framework? 

A. Enabling regional data transfers. 

B. Protecting data from parties outside the region. 

C. Establishing legal requirements for privacy protection in the region. 

D. Marketing privacy protection technologies developed in the region. 

Correct Answer: A 

Reference: https://iapp.org/resources/article/apec-privacy-framework/ 

 

QUESTION 5

When building a data privacy program, what is a good starting point to understand the scope of privacy program
needs? 

A. Perform Data Protection Impact Assessments (DPIAs). 

B. Perform Risk Assessments 

C. Complete a Data Inventory. 

D. Review Audits. 

Correct Answer: C 
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