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QUESTION 1

Which type of controls are the SOC Type 1 reports specifically focused on? 

A. Integrity 

B. PII 

C. Financial 

D. Privacy 

Correct Answer: C 

SOC Type 1 reports are focused specifically on internal controls as they relate to financial reporting. 

 

QUESTION 2

Which of the following technologies is NOT commonly used for accessing systems and services in a cloud environment
in a secure manner? 

A. KVM 

B. HTTPS 

C. VPN 

D. TLS 

Correct Answer: A 

A keyboard-video-mouse (KVM) system is commonly used for directly accessing server terminals in a data center. It is
not a method that would be possible within a cloud environment, primarily due to the use virtualized systems, but also
because only the cloud provider\\'s staff would be allowed the physical access to hardware systems that\\'s provided by
a KVM. Hypertext Transfer Protocol Secure (HTTPS), virtual private network (VPN), and Transport Layer Security (TLS)
are all technologies and protocols that are widely used with cloud implementations for secure access to systems and
services. 

 

QUESTION 3

Which cloud service category would be most ideal for a cloud customer that is developing software to test its
applications among multiple hosting providers to determine the best option for its needs? 

A. DaaS 

B. PaaS 

C. IaaS 

D. SaaS 
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Correct Answer: B 

Platform as a Service would allow software developers to quickly and easily deploy their applications among different
hosting providers for testing and validation in order to determine the best option. Although IaaS would also be
appropriate for hosting applications, it would require too much configuration of application servers and libraries in order
to test code. Conversely, PaaS would provide a ready-to-use environment from the onset. DaaS would not be
appropriate in any way for software developers to use to deploy applications. IaaS would not be appropriate in this
scenario because it would require the developers to also deploy and maintain the operating system images or to
contract with another firm to do so. SaaS, being a fully functional software platform, would not be appropriate for
deploying applications into. 

 

QUESTION 4

Your IT steering committee has, at a high level, approved your project to begin using cloud services. However, the
committee is concerned with getting locked into a single cloud provider and has flagged the ability to easily move
between cloud providers as a top priority. It also wants to save costs by reusing components. 

Which cross-cutting aspect of cloud computing would be your primary focus as your project plan continues to develop
and you begin to evaluate cloud providers? 

A. Interoperability 

B. Resiliency 

C. Scalability 

D. Portability 

Correct Answer: A 

Interoperability is ability to easily move between cloud providers, by either moving or reusing components and services.
This can pertain to any cloud deployment model, and it gives organizations the ability to constantly evaluate costs and
services as well as move their business to another cloud provider as needed or desired. Portability relates to the
wholesale moving of services from one cloud provider to another, not necessarily the reuse of components or services
for other purposes. Although resiliency is not an official concept within cloud computing, it certainly would be found
throughout other topics such as elasticity, auto-scaling, and resource pooling. Scalability pertains to changing resource
allocations to a service to meet current demand, either upward or downward in scope. 

 

QUESTION 5

Without the extensive funds of a large corporation, a small-sized company could gain considerable and cost-effective
services for which of the following concepts by moving to a cloud environment? 

A. Regulatory 

B. Security 

C. Testing 

D. Development 

Correct Answer: B 
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Cloud environments, regardless of the specific deployment model used, have extensive and robust security controls in
place, especially in regard to physical and infrastructure security. A small company can leverage the extensive security
controls and monitoring provided by a cloud provider, which they would unlikely ever be able to afford on their own.
Moving to a cloud would not result in any gains for development and testing because these areas require the same rigor
regardless of where deployment and hosting occur. Regulatory compliance in a cloud would not be a gain for an
organization because it would likely result in additional oversight and auditing as well as require the organization to
adapt to a new environment. 
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