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QUESTION 1

A cybersecunty engineer analyzed a system for vulnerabilities. The tool created an OVAL Results document as output
Which of the following would enable the engineer to interpret the results in a human readable form? (Choose two.) 

A. Text editor 

B. OOXML editor 

C. Event Viewer 

D. XML style sheet 

E. SCAPtool 

F. Debugging utility 

Correct Answer: BD 

XSLT 1.0 stylesheet. The stylesheet contains all the instructions used to organize and format the output report and can
be understood by any XSLT 1.0 processor When the SCAP content is represented by multiple XML files, the OVAL
Definition file can be distnbuted along with the XCCDF file. In such a situation, OVAL Definitions may depend on
variables that are exported from the XCCDF file during the scan, and separate evaluation of the OVAL definition(s)
would produce misleading results. 

 

QUESTION 2

While investigating a security event, an analyst finds evidence that a user opened an email attachment from an
unknown source. Shortly after the user opened the attachment, a group of servers experienced a large amount of
network and resource activity. Upon investigating the servers, the analyst discovers the servers were encrypted by
ransomware that is demanding payment within 48 hours or all data will be destroyed. The company has no response
plans for ransomware. 

Which of the following is the NEXT step the analyst should take after reporting the incident to the management team? 

A. Pay the ransom within 48 hours. 

B. Isolate the servers to prevent the spread. 

C. Notify law enforcement. 

D. Request that the affected servers be restored immediately. 

Correct Answer: B 

 

 

QUESTION 3

SIMULATION 
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Compliance with company policy requires a quarterly review of firewall rules. You are asked to conduct a review on the
internal firewall sitting between several internal networks. The intent of this firewall is to make traffic more secure. Given 

the following information perform the tasks listed below: 

Untrusted zone: 0.0.0.0/0 

User zone: USR 10.1.1.0/24 

User zone: USR2 10.1.2.0/24 

DB zone: 10.1.0/24 

Web application zone: 10.1.5.0/24 

Management zone: 10.1.10.0/24 Web server: 10.1.5.50 MS-SQL server: 10.1.4.70 

MGMT platform: 10.1.10.250 

Task 1) A rule was added to prevent the management platform from accessing the internet. This rule is not working.
Identify the rule and correct this issue. 

Task 2) The firewall must be configured so that the SQL server can only receive requests from the web server. 

Task 3) The web server must be able to receive unencrypted requests from hosts inside and outside the corporate
network. 

Task 4) Ensure the final rule is an explicit deny. 

Task 5) Currently the user zone can access internet websites over an unencrypted protocol. Modify a rule so that user
access to websites is over secure protocols only. 

Instructions: To perform the necessary tasks, please modify the DST port, SRC zone, Protocol, Action, and/or Rule
Order columns. Type ANY to include all ports. Firewall ACLs are read from the top down. Once you have met the
simulation 

requirements, click Save. When you have completed the simulation, please select the Done button to submit. Once the
simulation is submitted, please select the Next button to continue. 

Correct Answer: Check the answer in explanation. 
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Task 1: A rule was added to prevent the management platform from accessing the internet. This rule is not working.
Identify the rule and correct this issue. In Rule no. 1 edit the Action to Deny to block internet access from the
management platform. 

Task 2: The firewall must be configured so that the SQL server can only receive requests from the web server. In Rule
no. 6 from top, edit the Action to be Permit. 

Task 3: The web server must be able to receive unencrypted requests from hosts inside and outside the corporate
network. In rule no. 5 from top, change the DST port to Any from 80 to allow all unencrypted traffic. 

Task 4: Ensure the final rule is an explicit deny 

Enter this at the bottom of the access list i.e. the line at the bottom of the rule: 

Task 5: Currently the user zone can access internet websites over an unencrypted protocol. Modify a rule so that user
access to websites is over secure protocols only. In Rule number 4 from top, edit the DST port to 443 from 80 

 

QUESTION 4

A junior developer is informed about the impact of new malware on an Advanced RISC Machine (ARM) CPU, and the
code must be fixed accordingly. Based on the debug, the malware is able to insert itself in another process memory
location. 
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Which of the following technologies can the developer enable on the ARM architecture to prevent this type of malware? 

A. Execute never 

B. No-execute 

C. Total memory encryption 

D. Virtual memory encryption 

Correct Answer: B 

Reference: https://developer.arm.com/documentation/102433/0100/Stack-smashing-and-execution-permissions 

 

QUESTION 5

The Chief Information Security Officer (CISO) of a new company is looking for a comprehensive assessment of the
company\\'s application services Which of the following would provide the MOST accurate number of weaknesses? 

A. White-box penetration test 

B. Internal vulnerability scanning 

C. Internal controls audit 

D. Third-party red-team engagement 

Correct Answer: A 
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