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QUESTION 1

During an incident involving the company main database, a team of forensics experts is hired to respond to the breach.
The team is in charge of collecting forensics evidence from the company\\'s database server. Which of the following is
the correct order in which the forensics team should engage? 

A. Notify senior management, secure the scene, capture volatile storage, capture non-volatile storage, implement chain
of custody, and analyze original media. 

B. Take inventory, secure the scene, capture RAM, capture hard drive, implement chain of custody, document, and
analyze the data. 

C. Implement chain of custody, take inventory, secure the scene, capture volatile and non-volatile storage, and
document the findings. 

D. Secure the scene, take inventory, capture volatile storage, capture non-volatile storage, document, and implement
chain of custody. 

Correct Answer: D 

The scene has to be secured first to prevent contamination. Once a forensic copy has been created, an analyst will
begin the process of moving from most volatile to least volatile information. The chain of custody helps to protect the
integrity and reliability of the evidence by keeping an evidence log that shows all access to evidence, from collection to
appearance in court. 

 

QUESTION 2

Over the last 90 days, many storage services has been exposed in the cloud services environments, and the security
team does not have the ability to see is creating these instance. Shadow IT is creating data services and instances
faster than the small security team can keep up with them. The Chief information security Officer (CIASO) has asked the
security officer (CISO) has asked the security lead architect to architect to recommend solutions to this problem. 

Which of the following BEST addresses the problem best address the problem with the least amount of administrative
effort? 

A. Compile a list of firewall requests and compare than against interesting cloud services. 

B. Implement a CASB solution and track cloud service use cases for greater visibility. 

C. Implement a user-behavior system to associate user events and cloud service creation events. 

D. Capture all log and feed then to a SIEM and then for cloud service events 

Correct Answer: C 

 

QUESTION 3

A security analyst sees some suspicious entries in a log file from a web server website, which has a form that allows
customers to leave feedback on the company\\'s products. The analyst believes a malicious actor is scanning the web
form. To know which security controls to put in place, the analyst first needs to determine the type of activity occurring to
design a control. Given the log below: 
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Which of the following is the MOST likely type of activity occurring? 

A. SQL injection 

B. XSS scanning 

C. Fuzzing 

D. Brute forcing 

Correct Answer: A 
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QUESTION 4

A financial institution has several that currently employ the following controls: 

1.

 The severs follow a monthly patching cycle. 

2.

 All changes must go through a change management process. 

3.

 Developers and systems administrators must log into a jumpbox to access the servers hosting the data using two-factor
authentication. 

4.

 The servers are on an isolated VLAN and cannot be directly accessed from the internal production network. 

An outage recently occurred and lasted several days due to an upgrade that circumvented the approval process. Once
the security team discovered an unauthorized patch was installed, they were able to resume operations within an hour.
Which of the following should the security administrator recommend to reduce the time to resolution if a similar incident
occurs in the future? 

A. Require more than one approver for all change management requests. 

B. Implement file integrity monitoring with automated alerts on the servers. 

C. Disable automatic patch update capabilities on the servers 

D. Enhanced audit logging on the jump servers and ship the logs to the SIEM. 

Correct Answer: B 

 

QUESTION 5

A bank is in the process of developing a new mobile application. The mobile client renders content and communicates
back to the company servers via REST/JSON calls. The bank wants to ensure that the communication is stateless
between the mobile application and the web services gateway. Which of the following controls MUST be implemented to
enable stateless communication? 

A. Generate a one-time key as part of the device registration process. 

B. Require SSL between the mobile application and the web services gateway. 

C. The jsession cookie should be stored securely after authentication. 

D. Authentication assertion should be stored securely on the client. 

Correct Answer: D 
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JSON Web Tokens (JWTs) are a great mechanism for persisting authentication information in a verifiable and stateless
way, but that token still needs to be stored somewhere. 

Login forms are one of the most common attack vectors. We want the user to give us a username and password, so we
know who they are and what they have access to. We want to remember who the user is, allowing them to use the UI 

without having to present those credentials a second time. And we want to do all that securely. How can JWTs help? 

The traditional solution is to put a session cookie in the user\\'s browser. This cookie contains an identifier that
references a "session" in your server, a place in your database where the server remembers who this user is. 

However there are some drawbacks to session identifiers: 

They\\'re stateful. Your server has to remember that ID, and look it up for every request. This can become a burden with
large systems. 

They\\'re opaque. They have no meaning to your client or your server. Your client doesn\\'t know what it\\'s allowed to
access, and your server has to go to a database to figure out who this session is for and if they are allowed to perform
the 

requested operation. 

JWTs address all of these concerns by being a self-contained, signed, and stateless authentication assertion that can
be shared amongst services with a common data format. 

JWTs are self-contained strings signed with a secret key. They contain a set of claims that assert an identity and a
scope of access. They can be stored in cookies, but all those rules still apply. In fact, JWTs can replace your opaque
session 

identifier, so it\\'s a complete win. 

How To Store JWTs In The Browser 

Short answer: use cookies, with the HttpOnly; Secure flags. This will allow the browser to send along the token for
authentication purposes, but won\\'t expose it to the JavaScript environment. 
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