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QUESTION 1

A penetration tester is on an active engagement and has access to a remote system. The penetration tester wants to
bypass the DLP, which is blocking emails that are encrypted or contain sensitive company information. Which of the
following cryptographic techniques should the penetration tester use? 

A. GNU Privacy Guard 

B. UUencoding 

C. DNSCrypt 

D. Steganography 

Correct Answer: D 

 

QUESTION 2

A company has decided to move an ERP application to a public cloud vendor. The company wants to replicate some of
its global policies from on premises to cloud. The policies include data encryption, token management, and limited user 

access to the ERP application The Chief Information Officer (CIO) is mainly concerned about privileged accounts that
might be compromised and used to alter data in the ERP application. 

Which of the following is the BEST option to meet the requirements? 

A. Sandboxing 

B. CASB 

C. MFA 

D. Security as a service 

Correct Answer: D 

 

QUESTION 3

A security manager is determining the best DLP solution for an enterprise A list of requirements was created to use
during the source selection. The security manager wants to confirm a solution exists for the requirements that have
been defined. Which of the following should the security manager use? 

A. NDA 

B. RFP 

C. RFQ 

D. MSA 

E. RFI 
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Correct Answer: E 

 

QUESTION 4

A team is at the beginning stages of designing a new enterprise-wide application. The new application will have a large
database and require a capital investment in hardware. The Chief Information Officer (IO) has directed the team to save
money and reduce the reliance on the datacenter, and the vendor must specialize in hosting large databases in the
cloud. Which of the following cloud-hosting options would BEST meet these needs? 

A. Multi-tenancy SaaS 

B. Hybrid IaaS 

C. Single-tenancy PaaS 

D. Community IaaS 

Correct Answer: C 

 

QUESTION 5

A network engineer is concerned about hosting web, SFTP. and email services in a single DMZ that is hosted in the
same security zone This could potentially allow lateral movement within the environment. Which of the following should
the engineer implement to mitigate the risk? 

A. Put all the services on a single host to reduce the number of servers. 

B. Create separate security zones for each service and use ACLs for segmentation. 

C. Keep the web server in the DMZ and move the other server services to the internal network. 

D. Deploy a switch and create VLANs for each service. 

Correct Answer: B 
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