
https://www.certbus.com/cas-003.html
2023 Latest certbus CAS-003 PDF and VCE dumps Download

 

 

 

CAS-003Q&As

CompTIA Advanced Security Practitioner (CASP+)

Pass CompTIA CAS-003 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/cas-003.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

CAS-003 PDF Dumps | CAS-003 Exam Questions | CAS-003 Braindumps                                1 / 4

https://www.certbus.com/cas-003.html
https://www.certbus.com/cas-003.html
https://www.certbus.com/cas-003.html


https://www.certbus.com/cas-003.html
2023 Latest certbus CAS-003 PDF and VCE dumps Download

QUESTION 1

A company is developing requirements for a customized OS build that will be used in an embedded environment. The
company procured hardware that is capable of reducing the likelihood of successful buffer overruns while executables
are processing. Which of the following capabilities must be included for the OS to take advantage of this critical
hardware-based countermeasure? 

A. Application whitelisting 

B. NX/XN bit 

C. ASLR 

D. TrustZone 

E. SCP 

Correct Answer: B 

 

QUESTION 2

A project manager is working with a software development group to collect and evaluate user scenarios related to the
organization\\'s internally designed data analytics tool. While reviewing stakeholder input, the project manager would
like to formally document the needs of the various stakeholders and the associated organizational compliance
objectives supported by the project. 

Which of the following would be MOST appropriate to use? 

A. Roles matrix 

B. Peer review 

C. BIA 

D. SRTM 

Correct Answer: D 

 

QUESTION 3

An application present on the majority of an organization\\'s 1,000 systems is vulnerable to a buffer overflow attack.
Which of the following is the MOST comprehensive way to resolve the issue? 

A. Deploy custom HIPS signatures to detect and block the attacks. 

B. Validate and deploy the appropriate patch. 

C. Run the application in terminal services to reduce the threat landscape. 

D. Deploy custom NIPS signatures to detect and block the attacks. 
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Correct Answer: B 

If an application has a known issue (such as susceptibility to buffer overflow attacks) and a patch is released to resolve
the specific issue, then the best solution is always to deploy the patch. A buffer overflow occurs when a program or
process tries to store more data in a buffer (temporary data storage area) than it was intended to hold. Since buffers are
created to contain a finite amount of data, the extra information - which has to go somewhere - can overflow into
adjacent buffers, corrupting or overwriting the valid data held in them. Although it may occur accidentally through
programming error, buffer overflow is an increasingly common type of security attack on data integrity. In buffer overflow
attacks, the extra data may contain codes designed to trigger specific actions, in effect sending new instructions to the
attacked computer that could, for example, damage the user\\'s files, change data, or disclose confidential information.
Buffer overflow attacks are said to have arisen because the C programming language supplied the framework, and poor
programming practices supplied the vulnerability. 

 

QUESTION 4

An information security manager conducted a gap analysis, which revealed a 75% implementation of security controls
for high-risk vulnerabilities, 90% for medium vulnerabilities, and 10% for low-risk vulnerabilities. To create a road map to
close the identified gaps, the assurance team reviewed the likelihood of exploitation of each vulnerability and the
business impact of each associated control. To determine which controls to implement, which of the following is the
MOST important to consider? 

A. KPI 

B. KRI 

C. GRC 

D. BIA 

Correct Answer: A 

 

 

QUESTION 5

Which of the following attacks can be used to exploit a vulnerability that was created by untrained users? 

A. A spear-phishing email with a file attachment 

B. A DoS using IoT devices 

C. An evil twin wireless access point 

D. A domain hijacking of a bank website 

Correct Answer: A 
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