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QUESTION 1

A red team is able to connect a laptop with penetration testing tools directly into an open network port The team then is
able to take advantage of a vulnerability on the domain controller to create and promote a new enterprise administrator.
Which of the following technologies would MOST likely eliminate this attack vector m the future? 

A. Monitor for anomalous creations of privileged domain accounts 

B. Install a NIPS with rules appropriate to drop most exploit traffic 

C. Ensure the domain controller has the latest security patches 

D. Implement 802.1X with certificate-based authentication 

Correct Answer: C 

 

QUESTION 2

An infrastructure team is at the end of a procurement process and has selected a vendor. As part of the final
negotiations, there are a number of outstanding issues, including: 

1.

 Indemnity clauses have identified the maximum liability 

2.

 The data will be hosted and managed outside of the company\\'s geographical location 

The number of users accessing the system will be small, and no sensitive data will be hosted in the solution. As the
security consultant on the project, which of the following should the project\\'s security consultant recommend as the
NEXT step? 

A. Develop a security exemption, as it does not meet the security policies 

B. Mitigate the risk by asking the vendor to accept the in-country privacy principles 

C. Require the solution owner to accept the identified risks and consequences 

D. Review the entire procurement process to determine the lessons learned 

Correct Answer: C 

 

QUESTION 3

A company that must comply with regulations is searching for a laptop encryption product to use for its 40,000 end
points. The product must meet regulations but also be flexible enough to minimize overhead and support in regards to
password resets and lockouts. Which of the following implementations would BEST meet the needs? 

A. A partition-based software encryption product with a low-level boot protection and authentication 
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B. A container-based encryption product that allows the end users to select which files to encrypt 

C. A full-disk hardware-based encryption product with a low-level boot protection and authentication 

D. A file-based encryption product using profiles to target areas on the file system to encrypt 

Correct Answer: D 

The question is asking for a solution that will minimize overhead and support in regards to password resets and
lockouts. 

File based encryption products operate under the context of the computer user\\'s user account. This means that the
user does not need to remember a separate password for the encryption software. If the user forgets his user account 

password or is locked out due to failed login attempts, the support department can reset his password from a central
database of user accounts (such as Active Directory) without the need to visit the user\\'s computer. 

Profiles can be used to determine areas on the file system to encrypt such as Document folders. 

 

QUESTION 4

A large, multinational company currently has two separate databases One is used for ERP while the second is used for
CRM To consolidate services and infrastructure, it is proposed to combine the databases The company\\'s compliance
manager is asked to review the proposal and is concerned about this integration Which of the following would pose the
MOST concern to the compliance manager? 

A. The attack surface of the combined database is lower than the previous separate systems, so there likely are wasted
resources on additional security controls that will not be needed 

B. There are specific regulatory requirements the company might be violating by combining these two types of services
into one shared platform. 

C. By consolidating services in this manner, there is an increased risk posed to the organization due to the number of
resources required to manage the larger data pool. 

D. Auditing the combined database structure will require more short-term resources, as the new system will need to be
learned by the auditing team to ensure all security controls are in 

Correct Answer: B 

 

QUESTION 5

A Chief Information Security Officer (CISO is reviewing and revising system configuration and hardening guides that
were developed internally and have been used several years to secure the organization\\'s systems. 

The CISO knows improvements can be made to the guides. 

Which of the following would be the BEST source of reference during the revision process? 

A. CVE database 

B. Internal security assessment reports 
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C. Industry-accepted standards 

D. External vulnerability scan reports 

E. Vendor-specific implementation guides 

Correct Answer: A 
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