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QUESTION 1

An employee was terminated and promptly escorted to their exit interview, after which the employee left the building. It
was later discovered that this employee had started a consulting business using screen shots of their work at the
company which included live customer data. This information had been removed through the use of a USB device. After
this incident, it was determined a process review must be conducted to ensure this issue does not recur. Which of the
following business areas should primarily be involved in this discussion? (Select TWO). 

A. Database Administrator 

B. Human Resources 

C. Finance 

D. Network Administrator 

E. IT Management 

Correct Answer: BE 

 

QUESTION 2

A recently hired security administrator is advising developers about the secure integration of a legacy in- house
application with a new cloud based processing system. The systems must exchange large amounts of fixed format data
such as names, addresses, and phone numbers, as well as occasional chunks of data in unpredictable formats. The
developers want to construct a new data format and create custom tools to parse and process the data. The security
administrator instead suggests that the developers: 

A. Create a custom standard to define the data. 

B. Use well formed standard compliant XML and strict schemas. 

C. Only document the data format in the parsing application code. 

D. Implement a de facto corporate standard for all analyzed data. 

Correct Answer: B 

 

QUESTION 3

The marketing department at Company A regularly sends out emails signed by the company\\'s Chief Executive Officer
(CEO) with announcements about the company. The CEO sends company and personal emails from a different email
account. During legal proceedings against the company, the Chief Information Officer (CIO) must prove which emails
came from the CEO and which came from the marketing department. The email server allows emails to be digitally
signed and the corporate PKI provisioning allows for one certificate per user. The CEO did not share their password with
anyone. Which of the following will allow the CIO to state which emails the CEO sent and which the marketing
department sent? 

A. Identity proofing 

B. Non-repudiation 
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C. Key escrow 

D. Digital rights management 

Correct Answer: B 

 

QUESTION 4

The Chief Executive Officer (CEO) of a corporation purchased the latest mobile device and wants to connect it to the
internal network. The Chief Information Security Officer (CISO) was told to research and recommend how to secure this
device. 

Which of the following should be implemented, keeping in mind that the CEO has stated that this access is required? 

A. Mitigate and Transfer 

B. Accept and Transfer 

C. Transfer and Avoid 

D. Avoid and Mitigate 

Correct Answer: A 

 

QUESTION 5

A web services company is planning a one-time high-profile event to be hosted on the corporate website. An outage,
due to an attack, would be publicly embarrassing, so Joe, the Chief Executive Officer (CEO), has requested that his
security engineers put temporary preventive controls in place. Which of the following would MOST appropriately
address Joe\\'s concerns? 

A. Ensure web services hosting the event use TCP cookies and deny_hosts. 

B. Configure an intrusion prevention system that blocks IPs after detecting too many incomplete sessions. 

C. Contract and configure scrubbing services with third-party DDoS mitigation providers. 

D. Purchase additional bandwidth from the company\\'s Internet service provider. 

Correct Answer: C 
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