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QUESTION 1

A company has a legacy virtual cluster which was added to the datacenter after a small company was acquired. All VMs
on the cluster use the same virtual network interface to connect to the corporate data center LAN. Some of the virtual
machines on the cluster process customer data, some process company financial data, and others act as externally
facing web servers. Which of the following security risks can result from the configuration in this scenario? 

A. Visibility on the traffic between the virtual machines can impact confidentiality 

B. NIC utilization can exceed 50 percent and impact availability 

C. Shared virtual switches can negatively impact the integrity of network packets 

D. Additional overhead from network bridging can affect availability 

Correct Answer: A 

 

QUESTION 2

At 9:00 am each morning, all of the virtual desktops in a VDI implementation become extremely slow and/ or
unresponsive. The outage lasts for around 10 minutes, after which everything runs properly again. The administrator
has traced the problem to a lab of thin clients that are all booted at 9:00 am each morning. Which of the following is the
MOST likely cause of the problem and the BEST solution? (Select TWO). 

A. Add guests with more memory to increase capacity of the infrastructure. 

B. A backup is running on the thin clients at 9am every morning. 

C. Install more memory in the thin clients to handle the increased load while booting. 

D. Booting all the lab desktops at the same time is creating excessive I/O. 

E. Install 10-Gb uplinks between the hosts and the lab to increase network capacity. 

F. Install faster SSD drives in the storage system used in the infrastructure. 

G. The lab desktops are saturating the network while booting. 

H. The lab desktops are using more memory than is available to the host systems. 

Correct Answer: DF 

 

QUESTION 3

An organization recently upgraded its wireless infrastructure to support 802.1x and requires all clients to use this
method. After the upgrade, several critical wireless clients fail to connect because they are only pre-shared key
compliant. For the foreseeable future, none of the affected clients have an upgrade path to put them into compliance
with the 802.1x requirement. Which of the following provides the MOST secure method of integrating the non-compliant
clients into the network? 

A. Create a separate SSID and require the use of dynamic encryption keys. 
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B. Create a separate SSID with a pre-shared key to support the legacy clients and rotate the key at random intervals. 

C. Create a separate SSID and pre-shared WPA2 key on a new network segment and only allow required
communication paths. 

D. Create a separate SSID and require the legacy clients to connect to the wireless network using certificate-based
802.1x. 

Correct Answer: B 

 

QUESTION 4

A company has been purchased by another agency and the new security architect has identified new security goals for
the organization. The current location has video surveillance throughout the building and entryways. The following
requirements must be met: 

1.

 Ability to log entry of all employees in and out of specific areas 

2.

 Access control into and out of all sensitive areas 

3.

 Two-factor authentication 

Which of the following would MOST likely be implemented to meet the above requirements and provide a secure
solution? (Select TWO). 

A. Proximity readers 

B. Visitor logs 

C. Biometric readers 

D. Motion detection sensors 

E. Mantrap 

Correct Answer: AC 

 

QUESTION 5

The root cause analysis of a recent security incident reveals that an attacker accessed a printer from the Internet. The
attacker then accessed the print server, using the printer as a launch pad for a shell exploit. The print server logs show
that the attacker was able to exploit multiple accounts, ultimately launching a successful DoS attack on the domain
controller. 

Defending against which of the following attacks should form the basis of the incident mitigation plan? 

A. DDoS 
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B. SYN flood 

C. Buffer overflow 

D. Privilege escalation 

Correct Answer: D 
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