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QUESTION 1

You need to provide access to storage2. The solution must meet the PaaS networking requirements and the business
requirements. Which connectivity method should you use? 

A. a private endpoint 

B. Azure Firewall 

C. Azure Front Door 

D. a service endpoint 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview 

 

QUESTION 2

You plan to publish a website that will use an FQDN of www.contoso.com. The website will be hosted by using the
Azure App Service apps shown in the following table. 

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2. 

You need to ensure that Traffic Manager routes traffic for www.contoso.com. 

Which DNS record should you create? 

A. two A records that map www.contoso.com to 131.107.100.1 and 131.107.200.1 

B. a CNAME record that maps www.contoso.com to TMprofile1.azurefd.net 

C. a CNAME record that maps www.contoso.com to TMprofile1.trafficmanager.net 

D. a TXT record that contains a string of as1.contoso.com and as2.contoso.com in the details 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager 

 

QUESTION 3

You have an Azure virtual network named Vnet1 that hosts an Azure firewall named FW1 and 150 virtual machines.
Vnet1 is linked to a private DNS zone named contoso.com. All the virtual machines have their name registered in the 
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contoso.com zone. 

Vnet1 connects to an on-premises datacenter by using ExpressRoute. 

You need to ensure that on-premises DNS servers can resolve the names in the contoso.com zone. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Modify the DNS server settings of Vnet1. 

B. For FW1, configure custom DNS server. 

C. For FW1, enable DNS proxy. 

D. On the on-premises DNS servers, configure forwarders that point to the frontend IP address of FW1. 

E. On the on-premises DNS servers, configure forwarders that point to the Azure provided DNS service at
168.63.129.16. 

Correct Answer: CD 

Reference: https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-dns#on-premises-workloads-using-a-
dns-forwarder https://azure.microsoft.com/en-gb/blog/new-enhanced-dns-features-in-azure-firewall-now-generally-
available/ 

 

QUESTION 4

DRAG DROP 

You have two Azure virtual networks named Hub1 and Spoke1. Hub1 connects to an on-premises network by using a
Site-to-Site VPN connection. 

You are implementing peering between Hub1 and Spoke1. 

You need to ensure that a virtual machine connected to Spoke1 can connect to the on-premises network through Hub1. 

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each
value may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view 

content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 

 

Reference: https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking/hub-
spoke?tabs=cli#virtual-network-peering 

 

QUESTION 5

You have the Azure resources shown in the following table. 

You configure storage1 to provide access to the subnet in Vnet1 by using a service endpoint. 

You need to ensure that you can use the service endpoint to connect to the read-only endpoint of storage1 in the paired
Azure region. 

What should you do first? 

A. Configure the firewall settings for storage1. 
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B. Fail over storage1 to the paired Azure region. 

C. Create a virtual network in the paired Azure region. 

D. Create another service endpoint. 

Correct Answer: A 

The Azure storage firewall provides access control for the public endpoint of your storage account. You can also use the
firewall to block all access through the public endpoint when using private endpoints. 

Note: By default, service endpoints work between virtual networks and service instances in the same Azure region.
When using service endpoints with Azure Storage, service endpoints also work between virtual networks and service
instances in a paired region. 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security 
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