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QUESTION 1

You have an Azure subscription that contains two virtual networks named VritualNetwork1 and VritualNetwork2. 

You have a Windows 10 device that connects to VritualNetwork1 by using a Point-to-Site (P2S) IKEv2 VPN. You have
implemented virtual network peering between VritualNetwork1 and VritualNetwork2. 

VritualNetwork1 allows gateway transit. VritualNetwork2 can use the remote gateway. You discover that you cannot
communicate with VritualNetwork2 from the Windows 10 device. You need to ensure that you can communicate with 

VritualNetwork2 from the Windows 10 device. 

To achieve the requirement, you download and reinstall the VPN client configuration. 

Did you achieve the requirement? 

A. Yes 

B. No 

Correct Answer: A 

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology. 

If you make a change to the topology of your network and have Windows VPN clients, the VPN client package for
Windows clients must be downloaded and installed again in order for the changes to be applied to the client. 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing 

 

QUESTION 2

You have an application named App1 that listens for incoming requests on a preconfigured group of 50 TCP ports and
UDP ports. You install App1 on 10 Azure virtual machines. 

You need to implement load balancing for App1 across all the virtual machines. The solution must minimize the number
of load balancing rules. 

What should you include in the solution? 

A. Azure Application Gateway V2 that has multiple listeners 

B. Azure Standard Load Balancer that has Floating IP enabled 

C. Azure Standard Load Balancer that has high availability (HA) ports enabled 

D. Azure Application Gateway v2 that has multiple site hosting enabled 

Correct Answer: A 

Azure Application Gateway is limited to 100 active listeners that are routing traffic. Active listeners = total number of
listeners - listeners not active. 

If a default configuration inside a routing rule is set to route traffic (for example, it has a listener, a backend pool, and
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HTTP settings) then that also counts as a listener. 

Note: Azure Application Gateway is a web traffic load balancer that enables you to manage traffic to your web
applications. 

Application Gateway can make routing decisions based on additional attributes of an HTTP request, for example URI
path or host headers. This type of routing is known as application layer (OSI layer 7) load balancing. 

Incorrect: 

Not B: Floating IP. Some application scenarios prefer or require the same port to be used by multiple application
instances on a single VM in the backend pool. Common examples of port reuse include: 

clustering for high availability 

network virtual appliances 

exposing multiple TLS endpoints without re-encryption. 

Not D: Multiple site hosting enables you to configure more than one web application on the same port of application
gateways using public-facing listeners. It allows you to configure a more efficient topology for your deployments by
adding up 

to 100+ websites to one application gateway. Each website can be directed to its own backend pool. 

Reference: 

https://github.com/MicrosoftDocs/azure-docs/blob/main/includes/application-gateway-limits.md 

 

QUESTION 3

You need to identify a security rule that prevents a network packet from reaching an Azure virtual machine. What should
you use? 

A. IP flow verify 

B. Next hop 

C. Packet capture 

D. Security group view 

E. Traffic Analytics 

Correct Answer: A 

Correct Answer(s): 

IP flow verify - The IP flow verify capability enables you to specify a source and destination IPv4 address, port, protocol
(TCP or UDP), and traffic direction (inbound or outbound). IP flow verify then tests the communication and informs you
if 

the connection succeeds or fails. 

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview 
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Wrong Answers: 

Next hop -- Next hop helps you determine if traffic is being directed to the intended destination, or whether the traffic is
being sent nowhere. 

Packet capture --Packet capture allows you to create packet capture sessions to track traffic to and from a virtual
machine. 

Security group view --Using Effective security rules view, you can assess a VM for network vulnerabilities such as open
ports. 

Traffic Analytics It provides visibility into user and application activity in cloud networks. 

 

QUESTION 4

HOTSPOT 

You have the Azure resources shown in the following table. 

WebApp1 uses the Standard pricing tier. 

You need to ensure that WebApp1 can access the virtual machines deployed to Vnet1\Subnet1 and Vnet2\Subnet1.
The solution must minimize costs. 

What should you create in each virtual network? To answer, select the appropriate options in the answer area. 

Hot Area: 
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Correct Answer: 
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Explanation: 

Box 1: An additional subnet 

Regional virtual network integration: When you connect to virtual networks in the same region, you must have a
dedicated subnet in the virtual network you\\'re integrating with. 

Box 2: A VPN gateway 

Gateway-required virtual network integration: When you connect directly to virtual networks in other regions or to a
classic virtual network in the same region, you need an Azure Virtual Network gateway created in the target virtual
network. 

Note: If your app is in an App Service Environment, it\\'s already in a virtual network and doesn\\'t require use of the
VNet integration feature to reach resources in the same virtual network. 

Reference: 

https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration 

 

QUESTION 5

Your company has a single on-premises datacenter in Washington DC. The East US Azure region has a peering
location in Washington DC. 

The company only has Azure resources in the East US region. 

You need to implement ExpressRoute to support up to 1 Gbps. You must use only ExpressRoute Unlimited data plans.
The solution must minimize costs. 

Which type of ExpressRoute circuits should you create? 

A. ExpressRoute Local 

B. ExpressRoute Direct 

C. ExpressRoute Premium 

D. ExpressRoute Standard 

Correct Answer: A 

Reference: https://azure.microsoft.com/en-us/pricing/details/expressroute/ 
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