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QUESTION 1

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant
named contoso.com. 

The company develops an application named App1. App1 is registered in Azure AD. 

You need to ensure that App1 can access secrets in Azure Key Vault on behalf of the application users. 

What should you configure? 

A. an application permission without admin consent 

B. a delegated permission without admin consent 

C. a delegated permission that requires admin consent 

D. an application permission that requires admin consent 

Correct Answer: B 

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access
limited by the selected permission. This type of permission can be granted by a user unless the permission requires 

administrator consent. 

Incorrect Answers: 

A, D: Application permissions - Your client application needs to access the web API directly as itself (no user context).
This type of permission requires administrator consent and is also not available for public (desktop and mobile) client 

applications. 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis 

 

QUESTION 2

You want to gather logs from a large number of Windows Server 2016 computers using Azure Log Analytics. 

You are configuring an Azure Resource Manager template to deploy the Microsoft Monitoring Agent to all the servers
automatically. 

Which of the following should be included in the template? (Choose all that apply.) 

A. WorkspaceID 

B. AzureADApplicationID 

C. WorkspaceKey 

D. StorageAccountKey 
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Correct Answer: AC 

Reference: https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-
in-windows-json-templates/ 

 

QUESTION 3

You have an Azure subscription. 

You plan to deploy a new Conditional Access policy named CAPolicy1. 

You need to use the What if tool to evaluate how CAPolicy1 wall affect users. The solution must minimize the impact of
CAPolicy1 on the users. 

To what should you set the Enable policy setting for CAPolicy1? 

A. Off 

B. On 

C. Report only 

Correct Answer: C 

 

Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of
Conditional Access policies before enabling them in their environment. With the release of report-only mode: 

Conditional Access policies can be enabled in report-only mode, this is not applicable with the "User Actions" scope. 

During sign-in, policies in report-only mode are evaluated but not enforced. 

Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details. 

Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the
Conditional Access insights workbook. 

Reference: 

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only 

 

QUESTION 4

You have an Azure subscription that contains an Azure key vault named Vault1. 

In Vault1, you create a secret named Secret1. 

An application developer registers an application in Azure Active Directory (Azure AD). 

You need to ensure that the application can use Secret1. 

What should you do? 
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A. In Azure AD, create a role. 

B. In Azure Key Vault, create a key. 

C. In Azure Key Vault, create an access policy. 

D. In Azure AD, enable Azure AD Application Proxy. 

Correct Answer: C 

Azure Key Vault provides a way to securely store credentials and other keys and secrets, but your code needs to
authenticate to Key Vault to retrieve them. Managed identities for Azure resources overview makes solving this problem
simpler, by giving Azure services an automatically managed identity in Azure Active Directory (Azure AD). You can use
this identity to authenticate to any service that supports Azure AD authentication, including Key Vault, without having
any credentials in your code. 

Example: How a system-assigned managed identity works with an Azure VM After the VM has an identity, use the
service principal information to grant the VM access to Azure resources. To call Azure Resource Manager, use role-
based access control (RBAC) in Azure AD to assign the appropriate role to the VM service principal. To call Key Vault,
grant your code access to the specific secret or key in Key Vault. 

References: https://docs.microsoft.com/en-us/azure/key-vault/quick-create-net https://docs.microsoft.com/en-
us/azure/active-directory/managed-identities-azure-resources/overview 

 

QUESTION 5

You plan to use Azure Resource Manager templates to perform multiple deployments of identically configured Azure
virtual machines. The password for the administrator account of each deployment is stored as a secret in different Azure
key vaults. 

You need to identify a method to dynamically construct a resource ID that will designate the key vault containing the
appropriate secret during each deployment. The name of the key vault and the name of the secret will be provided as
inline parameters. 

What should you use to construct the resource ID? 

A. a key vault access policy 

B. a linked template 

C. a parameters file 

D. an automation account 

Correct Answer: B 

You reference the key vault in the parameter file, not the template. The following image shows how the parameter file
references the secret and passes that value to the template. 
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Reference: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-parameter 
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