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QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or
Windows Server 2016. 

You need to deploy Microsoft Antimalware to the virtual machines. 

Solution: You add an extension to each virtual machine. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails selecting Microsoft
Antimalware extension from the dropdown list under Installed Extensions and click Add to configure with default
antimalware configuration. 

References: https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware 

 

QUESTION 2

DRAG DROP 

You are implementing conditional access policies. 

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure and implement
the policies. 

You need to identify the risk level of the following risk events: 

1. 

Users with leaked credentials 

2. 

Impossible travel to atypical locations 

3. 
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Sign-ins from IP addresses with suspicious activity 

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct risk events.
Each level may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll
to 

view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 

Azure AD Identity protection can detect six types of suspicious sign-in activities: 

1. 

Users with leaked credentials 

2. 

Sign-ins from anonymous IP addresses 
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3. 

Impossible travel to atypical locations 

4. 

Sign-ins from infected devices 

5. 

Sign-ins from IP addresses with suspicious activity 

6. 

Sign-ins from unfamiliar locations 

These six types of events are categorized in to 3 levels of risks – High, Medium and Low: 

References: http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-
policies/ 

 

QUESTION 3

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry. 

You need to use automatically generated service principal for the AKS cluster to authenticate to the Azure Container
Registry. 
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What should you create? 

A. a secret in Azure Key Vault 

B. a role assignment 

C. an Azure Active Directory (Azure AD) user 

D. an Azure Active Directory (Azure AD) group 

Correct Answer: B 

References: https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal 

 

QUESTION 4

You have an Azure SQL database. 

You implement Always Encrypted. 

You need to ensure that application developers can retrieve and decrypt data in the database. 

Which two pieces of information should you provide to the developers? Each correct answer presents part of the
solution. 

NOTE: Each correct selection is worth one point. 

A. a stored access policy 

B. a shared access signature (SAS) 

C. the column encryption key 

D. user credentials 

E. the column master key 

Correct Answer: CE 

Always Encrypted uses two types of keys: column encryption keys and column master keys. A column encryption key is
used to encrypt data in an encrypted column. A column master key is a key-protecting key that encrypts one or more
column encryption keys. 

References: https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-database-
engine 

 

QUESTION 5

HOTSPOT 

You have an Azure subscription that contains a user named User1. User1 is assigned the Reader role for the
subscription. 
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You plan to create a custom role named Role1 and assign Role1 to User1. 

You need to ensure that User1 can create and manage application security groups by using Azure portal. 

Which two permissions should you add to Role1? To answer, select the appropriate permissions in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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