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QUESTION 1

SIMULATION 

You plan to add a new web farm that will be published by using an IP address of 10.0.0.5. 

You need to allow traffic from the web farm to an Azure Database for MySQL server named az400-11566895-mysql. 

To complete this task, sign in to the Microsoft Azure portal. 

Correct Answer: See solution below. 

 

QUESTION 2

Your company is concerned that when developers introduce open source libraries, it creates licensing compliance
issues. 

You need to add an automated process to the build pipeline to detect when common open source libraries are added to
the code base. 

What should you use? 

A. Microsoft Visual SourceSafe 

B. Code Style 

C. Black Duck 

D. Jenkins 

E. SourceGea 

F. OWASP ZAP 

Correct Answer: C 

Secure and Manage Open Source Software Black Duck helps organizations identify and mitigate open source security,
license compliance and code-quality risks across application and container portfolios. Black Duck Hub and its plugin for
Team Foundation Server (TFS) allows you to automatically find and fix open source security vulnerabilities during the
build process, so you can proactively manage risk. The integration allows you to receive alerts and fail builds when any
Black Duck Hub policy violations are met. 

Note: WhiteSource would also be a good answer, but it is not an option here. 

References: https://marketplace.visualstudio.com/items?itemName=black-duck-software.hub-tfs 

 

QUESTION 3

Your company creates a web application. 

You need to recommend a solution that automatically sends to Microsoft Teams a daily summary of the exceptions that
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occur in the application. 

Which two Azure services should you recommend? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Azure Logic Apps 

B. Azure Pipelines 

C. Microsoft Visual Studio App Center 

D. Azure DevOps Project 

E. Azure Application Insights 

Correct Answer: AE 

E: Exceptions in your live web app are reported by Application Insights. 

Note: Periodical reports help keep a team informed on how their business critical services are doing. Developers,
DevOps/SRE teams, and their managers can be productive with automated reports reliably delivering insights without
requiring everyone to sign in the portal. Such reports can also help identify gradual increases in latencies, load or failure
rates that may not trigger any alert rules. 

A: You can programmatically query Application Insights data to generate custom reports on a schedule. The following
options can help you get started quickly: 

1. 

Automate reports with Microsoft Flow 

2. 

Automate reports with Logic Apps 

References: https://docs.microsoft.com/en-us/azure/azure-monitor/app/asp-net-exceptions
https://docs.microsoft.com/en-us/azure/azure-monitor/app/automate-custom-reports 

 

QUESTION 4

You use WhiteSource Bolt to scan a Node.js application. 

The WhiteSource Bolt scan identifies numerous libraries that have invalid licenses. The libraries are used only during
development and are not part of a production deployment. 

You need to ensure that WhiteSource Bolt only scans production dependencies. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Run npm install and specify the --production flag. 

B. Modify the WhiteSource Bolt policy and set the action for the licenses used by the development tools to Reassign. 
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C. Modify the devDependencies section of the project\\'s Package.json file. 

D. Configure WhiteSource Bolt to scan the node_modules directory only. 

Correct Answer: AC 

A: To resolve NPM dependencies, you should first run "npm install" command on the relevant folders before executing
the plugin. 

C: All npm packages contain a file, usually in the project root, called package.json - this file holds various metadata
relevant to the project. This file is used to give information to npm that allows it to identify the project as well as handle
the project\\'s dependencies. It can also contain other metadata such as a project description, the version of the project
in a particular distribution, license information, even configuration data - all of which can be vital to both npm and to the
end users of the package. 

Reference: https://whitesource.atlassian.net/wiki/spaces/WD/pages/34209870/NPM+Plugin 

https://nodejs.org/en/knowledge/getting-started/npm/what-is-the-file-package-json 

 

QUESTION 5

Your company has an Azure DevOps project, which includes a build pipeline that makes use of roughly fifty open source
libraries. 

You have been tasked with making sure that you are able to scan project for common security weaknesses in the open
source libraries. 

Which of the following actions should you take? 

A. You should create a build task and use the WhiteSource Bolt service. 

B. You should create a deployment task and use the WhiteSource Bolt service. 

C. You should create a build task and use the Chef service. 

D. You should create a deployment task and use the Chef service. 

Correct Answer: A 

Reference: https://www.azuredevopslabs.com/labs/vstsextend/whitesource/ 
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