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QUESTION 1

HOTSPOT 

You have an Azure subscription that contains the virtual machines shown in the following table. 

You plan to use Azure Backup and Azure Disk Encryption to protect the virtual machines. Which virtual machines are
supported by each service? To answer, select the appropriate options in the answer area. NOTE: Each correct selection
is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 2

You have an Azure subscription that contains a Basic Azure virtual WAN named VirtualWAN1 and the virtual hubs
shown in the following table. 

You have an ExpressRoute circuit in the US East region. 

You need to create an ExpressRoute association to VirtualWAN1. 

What should you do first? 

A. Upgrade VirtualWAN1 to Standard. 

B. Create a gateway on Hub1. 

C. Create a hub virtual network in US East. 

D. Enable the ExpressRoute premium add-on. 
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Correct Answer: D 

Connectivity across geopolitical regions is not supported on the standard ExpressRoute SKU. You will need to enable
the ExpressRoute premium add-on to support global connectivity. 

Reference: https://docs.microsoft.com/en-us/azure/expressroute/expressroute-locations 

 

QUESTION 3

HOTSPOT 

You need to recommend a solution to ensure that App1 can access the third-party credentials and access strings. The
solution must meet the security requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Scenario: Security Requirement 

All secrets used by Azure services must be stored in Azure Key Vault. 

Services that require credentials must have the credentials tied to the service instance. The credentials must NOT be
shared between services. 

Box 1: A service principal 

A service principal is a type of security principal that identifies an application or service, which is to say, a piece of code
rather than a user or group. A service principal\\'s object ID is known as its client ID and acts like its username. The
service 

principal\\'s client secret acts like its password. 

Note: Authentication with Key Vault works in conjunction with Azure Active Directory (Azure AD), which is responsible
for authenticating the identity of any given security principal. 

A security principal is an object that represents a user, group, service, or application that\\'s requesting access to Azure
resources. Azure assigns a unique object ID to every security principal. 

Box 2: A role assignment 

You can provide access to Key Vault keys, certificates, and secrets with an Azure role-based access control. 

Reference: 

https://docs.microsoft.com/en-us/azure/key-vault/general/authentication 

 

QUESTION 4
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You plan to deploy an Azure SQL database that will store Personally Identifiable Information (Pll). You need to ensure
that only privileged users can view the Pll. What should you include in the solution? 

A. Transparent Data Encryption (TDE) 

B. Data Discovery and Classification 

C. dynamic data masking 

D. role-based access control (RBAC) 

Correct Answer: C 

Dynamic data masking limits sensitive data exposure by masking it to non-privileged users. 

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling customers to designate how
much of the sensitive data to reveal with minimal impact on the application layer. It\\'s a policy-based security feature
that 

hides the sensitive data in the result set of a query over designated database fields, while the data in the database is not
changed. 

Reference: 

https://docs.microsoft.com/en-us/azure/azure-sql/database/dynamic-data-masking-overview 

 

QUESTION 5

You have an on-premises network and an Azure subscription. The on-premises network has several branch offices. 

A branch office in Toronto contains a virtual machine named VM1 that is configured as a file server. Users access the
shared files on VM1 from all the offices. 

You need to recommend a solution to ensure that the users can access the shares files as quickly as possible if the
Toronto branch office is inaccessible. 

What should you include in the recommendation? 

A. a Recovery Services vault and Azure Backup 

B. an Azure file share and Azure File Sync 

C. Azure blob containers and Azure File Sync 

D. a Recovery Services vault and Windows Server Backup 

Correct Answer: B 

Use Azure File Sync to centralize your organization\\'s file shares in Azure Files, while keeping the flexibility,
performance, and compatibility of an on-premises file server. Azure File Sync transforms Windows Server into a quick
cache of your Azure file share. 

You need an Azure file share in the same region that you want to deploy Azure File Sync. 

Reference: https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide 
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