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QUESTION 1

Your company provides customer support for multiple Azure subscriptions and third-party hosting providers. You are
designing a centralized monitoring solution. The solution must provide the following services: 

1. 

Collect log and diagnostic data from all the third-party hosting providers into a centralized repository. 

2. 

Collect log and diagnostic data from all the subscriptions into a centralized repository. 

3. 

Automatically analyze log data and detect threats. 

4. 

Provide automatic responses to known events. Which Azure service should you include in the solution? 

A. Azure Sentinel 

B. Azure Log Analytics 

C. Azure Monitor 

D. Azure Application Insights 

Correct Answer: D 

 

 

QUESTION 2

You need to design a solution that will execute custom C# code in response to an event routed to Azure Event Grid. The
solution must meet the following requirements: 

The executed code must be able to access the private IP address of a Microsoft SQL Server instance that runs on an
Azure virtual machine. 

Costs must be minimized. 

What should you include in the solution? 

A. Azure Logic Apps in the integrated service environment 

B. Azure Functions in the Dedicated plan and the Basic Azure App Service plan 

C. Azure Logic Apps in the Consumption plan 

D. Azure Functions in the Consumption plan 
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Correct Answer: D 

When you create a function app in Azure, you must choose a hosting plan for your app. There are three basic hosting
plans available for Azure Functions: Consumption plan, Premium plan, and Dedicated (App Service) plan. 

For the Consumption plan, you don\\'t have to pay for idle VMs or reserve capacity in advance. 

Connect to private endpoints with Azure Functions 

As enterprises continue to adopt serverless (and Platform-as-a-Service, or PaaS) solutions, they often need a way to
integrate with existing resources on a virtual network. These existing resources could be databases, file storage,
message 

queues or event streams, or REST APIs. 

Reference: 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale https://techcommunity.microsoft.com/t5/azure-
functions/connect-to-private-endpoints-with-azure- functions/ba-p/1426615 

 

QUESTION 3

You have an Azure Storage v2 account named storage1. 

You plan to archive data to storage1. 

You need to ensure that the archived data cannot be deleted for five years. The solution must prevent administrators
from deleting the data. 

What should you do? 

A. You create an Azure Blob storage container, and you configure a legal hold access policy. 

B. You create a file share and snapshots. 

C. You create a file share, and you configure an access policy. 

D. You create an Azure Blob storage container, and you configure a time-based retention policy and lock the policy. 

Correct Answer: D 

Time-based retention policy support: Users can set policies to store data for a specified interval. When a time-based
retention policy is set, blobs can be created and read, but not modified or deleted. After the retention period has
expired, 

blobs can be deleted but not overwritten. 

Note: 

Immutable storage for Azure Blob storage enables users to store business-critical data objects in a WORM (Write Once,
Read Many) state. This state makes the data non-erasable and non-modifiable for a user-specified interval. For the 

duration of the retention interval, blobs can be created and read, but cannot be modified or deleted. Immutable storage
is available for general-purpose v2 and Blob storage accounts in all Azure regions. 
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Reference: 

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage 

 

QUESTION 4

You deploy an Azure virtual machine that runs an ASP.NET application. The application will be accessed from the
internet by the users at your company. 

You need to recommend a solution to ensure that the users are pre-authenticated by using their Azure Active Directory
(Azure AD) account before they can connect to the ASP.NET application. 

What should you include in the recommendation? 

A. an Azure AD enterprise application 

B. Azure Traffic Manager 

C. a public Azure Load Balancer 

D. Azure Application Gateway 

Correct Answer: A 

You can manage service principals in the Azure portal through the Enterprise Applications experience. Service
principals are what govern an application connecting to Azure AD and can be considered the instance of the application
in your directory. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-
added 

 

QUESTION 5

You are designing an Azure web app that will use Azure Active Directory (Azure AD) for authentication. 

You need to recommend a solution to provide users from multiple Azure AD tenants with access to App1. 

The solution must ensure that the users use Azure Multi-Factor Authentication (MFA) when they connect to App1. 

Which two types of objects should you include in the recommendation? 

Each correct answer presents part of the solution. 

NOTE: Each correct selection is world one point 

A. Azure AD conditional access policies 

B. Azure AD managed identities 

C. an Identity Experience Framework policy 

D. an Azure application security group 
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E. a Microsoft Intune app protection policy 

F. Azure AD guest accounts 

Correct Answer: AC 

A: The Conditional Access feature in Azure Active Directory (Azure AD) offers one of several ways that you can use to
secure your app and protect a service. Conditional Access enables developers and enterprise customers to protect 

services in a multitude of ways including: 

1. 

Multi-factor authentication 

2. 

Allowing only Intune enrolled devices to access specific services 

3. 

Restricting user locations and IP ranges 

B: Conditional Access policies are powerful tools, we recommend excluding the following accounts from your policy: 

Service accounts and service principals.If your organization has these accounts in use in scripts or code, consider
replacing them with managed identities. 

Incorrect Answers: 

E: Application security groups enable you to configure network security as a natural extension of an application\\'s
structure, allowing you to group virtual machines and define network security policies based on those groups 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-conditional-access-dev-guide 

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-azure-
management 
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