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QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an app named App1 that is installed on two Azure virtual machines named VM1 and VM2. Connections to
App1 are managed by using an Azure Load Balancer. 

The effective network security configurations for VM2 are shown in the following exhibit. 

You discover that connections to App1 from 131.107.100.50 over TCP port 443 fail. 

You verify that the Load Balancer rules are configured correctly. 

You need to ensure that connections to App1 can be established successfully from 131.107.100.50 over TCP port 443. 

Solution: You delete the BlockAllOther443 inbound security rule. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Reference: https://fastreroute.com/azure-network-security-groups-explained/ 
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QUESTION 2

DRAG DROP 

You have an availability set named AS1 that contains three virtual machines named VM1, VM2, and VM3. 

You attempt to reconfigure VM1 to use a larger size. The operation fails and you receive an allocation failure message. 

You need to ensure that the resize operation succeeds. Which three actions should you perform in sequence? To
answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 

Action 1: Stop VM1, VM2 and VM3 If the VM you wish to resize is part of an availability set, then you must stop all VMs
in the availability set before changing the size of any VM in the availability set. The reason all VMs in the availability set
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must be stopped before performing the resize operation to a size that requires different hardware is that all running VMs
in the availability set must be using the same physical hardware cluster. Therefore, if a change of physical hardware
cluster is required to change the VM size then all VMs must be first stopped and then restarted one-by-one to a different
physical hardware clusters. Action 2: Resize VM1 Action 3: Start VM1, VM2, and VM3 

References: https://azure.microsoft.com/es-es/blog/resize-virtual-machines/ 

 

QUESTION 3

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 

Your company\\'s Azure solution makes use of Multi-Factor Authentication for when users are not in the office. The Per
Authentication option has been configured as the usage model. 

After the acquisition of a smaller business and the addition of the new staff to Azure Active Directory (Azure AD) obtains
a different company and adding the new employees to Azure Active Directory (Azure AD), you are informed that these 

employees should also make use of Multi-Factor Authentication. 

To achieve this, the Per Enabled User setting must be set for the usage model. 

Solution: You create a new Multi-Factor Authentication provider with a backup from the existing Multi- Factor
Authentication provider data. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Since it is not possible to change the usage model of an existing provider as it is right now, you have to create a new
one and reactivate your existing server with activation credentials from the new provider. 

Reference: https://365lab.net/2015/04/11/switch-usage-model-in-azure-multi-factor-authentication-server/ 

 

QUESTION 4

You have an Azure resource manager template that will be used to deploy 10 Azure Web Apps. 

You have to ensure to deploy the pre-requisites before the deployment of the template. 

You have to minimize the costs associated with the implementation. 

Which of the following would you deploy as pre-requisites? 

A. An Azure Load Balancer 

B. An Application Gateway 

C. 10 Azure App Service Plans 
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D. One App Service Plan 

Correct Answer: D 

In App Service (Web Apps, API Apps, or Mobile Apps), an app always runs in an App Service plan. An App Service plan
defines a set of compute resources for a web app to run. One App Service Plan : Correct Choice For an Azure Web
App, you need to have an Azure App Service Plan in place. You can associate multiple Azure Web Apps with the same
App Service Plan. Hence to save on costs, you can just have one Azure App Service Plan in place. An Azure Load
Balancer : Incorrect Choice An Azure load balancer is a Layer-4 (TCP, UDP) load balancer that provides high
availability by distributing incoming traffic among healthy VMs. A load balancer health probe monitors a given port on
each VM and only distributes traffic to an operational VM An Application Gateway : Incorrect Choice Azure Application
Gateway is a web traffic load balancer that enables you to manage traffic to your web applications. Traditional load
balancers operate at the transport layer (OSI layer 4 - TCP and UDP) and route traffic based on source IP address and
port, to a destination IP address and port. 10 Azure App Service Plans : Incorrect Choice For an Azure Web App, you
need to have an Azure App Service Plan in place. You can associate multiple Azure Web Apps with the same App
Service Plan. Hence to save on costs, you can just have one Azure App Service Plan in place. So there is no need for
10 App Service Plans. 

Reference: https://docs.microsoft.com/en-us/azure/app-service/overview-hosting-plans https://docs.microsoft.com/en-
us/azure/virtual-machines/windows/tutorial-load-balancer https://docs.microsoft.com/en-us/azure/application-
gateway/overview 

 

QUESTION 5

You have an Azure virtual machine named VM1. 

The network interface for VM1 is configured as shown in the exhibit. (Click the Exhibit tab.) 
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You deploy a web server on VM1, and then create a secure website that is accessible by using the HTTPS protocol
VM1 is used as a web server only. 

You need to ensure that users can connect to the website from the Internet. 

What should you do? 

A. Change the priority of Rule3 to 450. 

B. Change the priority of Rule6 to 100 

C. DeleteRule1. 

D. Create a new inbound rule that allows TCP protocol 443 and configure the protocol to have a priority of 501. 

E. For Rule5, change the Action to Allow and change the priority to 401 

Correct Answer: E 

HTTPS uses port 443. 

Rule2, with priority 500, denies HTTPS traffic. 

Rule5, with priority changed from 2000 to 401, would allow HTTPS traffic. 

Note: Priority is a number between 100 and 4096. Rules are processed in priority order, with lower numbers processed
before higher numbers, because lower numbers have higher priority. Once traffic matches a rule, processing stops. As
a 
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result, any rules that exist with lower priorities (higher numbers) that have the same attributes as rules with higher
priorities are not processed. 

Reference: 

https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview 
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