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QUESTION 1

What is the average queue length recommended by AWS to achieve a lower latency for the 200 PIOPS EBS volume? 

A. 5 

B. 1 

C. 2 

D. 4 

Correct Answer: B 

The queue length is the number of pending I/O requests for a device. The optimal average queue length will vary for
every customer workload, and this value depends on a particular application\\'s sensitivity to IOPS and latency. If the
workload is not delivering enough I/O requests to maintain the optimal average queue length, then the EBS volume
might not consistently deliver the IOPS that have been provisioned. However, if the workload maintains an average
queue length that is higher than the optimal value, then the per-request I/O latency will increase; in this case, the user
should provision more IOPS for his volume. AWS recommends that the user should target an optimal average queue
length of 1 for every 200 provisioned IOPS and tune that value based on his application requirements. 

Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-workload-demand.html 

 

QUESTION 2

A user has launched two EBS backed EC2 instances in the US-East-1a region. The user wants to change the zone of
one of the instances. How can the user change it? 

A. It is not possible to change the zone of an instance after it is launched 

B. From the AWS EC2 console, select the Actions - > Change zones and specify the new zone 

C. The zone can only be modified using the AWS CLI 

D. Stop one of the instances and change the availability zone 

Correct Answer: A 

With AWS EC2, when a user is launching an instance he can select the availability zone (AZ) at the time of launch. If
the zone is not selected, AWS selects it on behalf of the user. Once the instance is launched, the user cannot change
the zone of that instance unless he creates an AMI of that instance and launches a new instance from it. 

Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html 

 

QUESTION 3

An AWS account owner has setup multiple IAM users. One of these IAM users, named John, has CloudWatch access,
but no access to EC2 services. John has setup an alarm action which stops EC2 instances when their CPU utilization is
below the threshold limit. 
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When an EC2 instance\\'s CPU Utilization rate drops below the threshold John has set, what will happen and why? 

A. CloudWatch will stop the instance when the action is executed 

B. Nothing will happen. John cannot set an alarm on EC2 since he does not have the permission. 

C. Nothing will happen. John can setup the action, but it will not be executed because he does not have EC2 access
through IAM policies. 

D. Nothing will happen because it is not possible to stop the instance using the CloudWatch alarm 

Correct Answer: C 

Amazon CloudWatch alarms watch a single metric over a time period that the user specifies and performs one or more
actions based on the value of the metric relative to a given threshold over a number of time periods. The user can setup
an action which stops the instances when their CPU utilization is below a certain threshold for a certain period of time.
The EC2 action can either terminate or stop the instance as part of the EC2 action. If the IAM user has read/write
permissions for Amazon CloudWatch but not for Amazon EC2, he can still create an alarm. However, the stop or
terminate actions will not be performed on the Amazon EC2 instance. 

Reference: http://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/UsingAlarmActions.html 

 

QUESTION 4

In the Amazon RDS Oracle DB engine, the Database Diagnostic Pack and the Database Tuning Pack are only available
with __________. 

A. Oracle Standard Edition 

B. Oracle Express Edition 

C. Oracle Enterprise Edition 

D. None of these 

Correct Answer: C 

Reference: https://blog.pythian.com/a-most-simple-cloud-is-amazon-rds-for-oracle-right-for-you/ 

 

QUESTION 5

In AWS IAM, which of the following predefined policy condition keys checks how long ago (in seconds) the MFA-
validated security credentials making the request were issued using multi- factor authentication (MFA)? 

A. aws:MultiFactorAuthAge 

B. aws:MultiFactorAuthLast 

C. aws:MFAAge 

D. aws:MultiFactorAuthPrevious 

Correct Answer: A 
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aws:MultiFactorAuthAge is one of the predefined keys provided by AWS that can be included within a Condition element
of an IAM policy. The key allows to check how long ago (in seconds) the MFA-validated security credentials making the
request were issued using Multi-Factor Authentication (MFA). 

Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccessPolicyLanguage_ElementDescriptions.html 
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