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QUESTION 1

A company runs an ordering system on AWS using Amazon SQS and AWS Lambda, with each order received as a
JSON message. Recently the company had a marketing event that led to a tenfold increase in orders. With this
increase, the following undesired behaviors started in the ordering system: 

1. 

Lambda failures while processing orders lead to queue backlogs. 

2. 

The same orders have been processed multiple times. 

A Solutions Architect has been asked to solve the existing issues with the ordering system and add the following
resiliency features: 

1. 

Retain problematic orders for analysis. 

2. 

Send notification if errors go beyond a threshold value. 

How should the Solutions Architect meet these requirements? 

A. Receive multiple messages with each Lambda invocation, add error handling to message processing code and
delete messages after processing, increase the visibility timeout for the messages, create a dead letter queue for
messages that could not be processed, create an Amazon CloudWatch alarm on Lambda errors for notification. 

B. Receive single messages with each Lambda invocation, put additional Lambda workers to poll the queue, delete
messages after processing, increase the message timer for the messages, use Amazon CloudWatch Logs for
messages that could not be processed, create a CloudWatch alarm on Lambda errors for notification. 

C. Receive multiple messages with each Lambda invocation, use long polling when receiving the messages, log the
errors from the message processing code using Amazon CloudWatch Logs, create a dead letter queue with AWS
Lambda to capture failed invocations, create CloudWatch events on Lambda errors for notification. 

D. Receive multiple messages with each Lambda invocation, add error handling to message processing code and
delete messages after processing, increase the visibility timeout for the messages, create a delay queue for messages
that could not be processed, create an Amazon CloudWatch metric on Lambda errors for notification. 

Correct Answer: D 

 

QUESTION 2

Your company previously configured a heavily used, dynamically routed VPN connection between your on-premises
data center and AWS. You recently provisioned a DirectConnect connection and would like to start using the new
connection. 

After configuring DirectConnect settings in the AWS Console, which of the following options win provide the most
seamless transition for your users? 
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A. Delete your existing VPN connection to avoid routing loops configure your DirectConnect router with the appropriate
settings and verity network traffic is leveraging DirectConnect. 

B. Configure your DirectConnect router with a higher BGP priority man your VPN router, verify network traffic is
leveraging Directconnect and then delete your existing VPN connection. 

C. Update your VPC route tables to point to the DirectConnect connection configure your DirectConnect router with the
appropriate settings verify network traffic is leveraging DirectConnect and then delete the VPN connection. 

D. Configure your DirectConnect router, update your VPC route tables to point to the DirectConnect connection,
configure your VPN connection with a higher BGP priority, and verify network traffic is leveraging the DirectConnect
connection. 

Correct Answer: C 

Q. Can I use AWS Direct Connect and a VPN Connection to the same VPC simultaneously? 

Yes. However, only in fail-over scenarios. The Direct Connect path will always be preferred, when 

established, regardless of AS path prepending. 

Reference: 

https://aws.amazon.com/directconnect/faqs/ 

 

QUESTION 3

A company is building an application on AWS. The application sends logs to an Amazon Elasticsearch Service (Amazon
ES) cluster for analysis. All data must be stored within a VPC. 

Some of the company\\'s developers work from home. Other developers work from three different company office
locations. The developers need to access Amazon ES to analyze and visualize logs directly from their local
development machines. 

Which solution will meet these requirements? 

A. Configure and set up an AWS Client VPN endpoint. Associate the Client VPN endpoint with a subnet in the VPC.
Configure a Client VPN self-service portal. Instruct the developers to connect by using the client for Client VPN. 

B. Create a transit gateway, and connect it to the VPC. Create an AWS Site-to-Site VPN. Create an attachment to the
transit gateway. Instruct the developers to connect by using an OpenVPN client. 

C. Create a transit gateway, and connect it to the VPC. Order an AWS Direct Connect connection. Set up a public VIF
on the Direct Connect connection. Associate the public VIF with the transit gateway. Instruct the developers to connect
to the Direct Connect connection 

D. Create and configure a bastion host in a public subnet of the VPC. Configure the bastion host security group to allow
SSH access from the company CIDR ranges. Instruct the developers to connect by using SSH. 

Correct Answer: A 

 

QUESTION 4
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Identify an application that polls AWS Data Pipeline for tasks and then performs those tasks. 

A. A task executor 

B. A task deployer 

C. A task runner 

D. A task optimizer 

Correct Answer: C 

A task runner is an application that polls AWS Data Pipeline for tasks and then performs those tasks. You can either use
Task Runner as provided by AWS Data Pipeline, or create a custom Task Runner application. Task Runner is a default
implementation of a task runner that is provided by AWS Data Pipeline. When Task Runner is installed and configured,
it polls AWS Data Pipeline for tasks associated with pipelines that you have activated. When a task is assigned to Task
Runner, it performs that task and reports its status back to AWS Data Pipeline. If your workflow requires non-default
behavior, you\\'ll need to implement that functionality in a custom task runner. 

Reference: http://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/dp-how-remote-taskrunner-client.html 

 

QUESTION 5

A company runs a proprietary stateless ETL application on an Amazon EC2 Linux instance. The application is a Linux
binary, and the source code cannot be modified. The application is single-threaded, uses 2 GB of RAM. and is highly
CPU intensive The application is scheduled to run every 4 hours and runs for up to 20 minutes A solutions architect
wants to revise the architecture for the solution. 

Which strategy should the solutions architect use? 

A. Use AWS Lambda to run the application. Use Amazon CloudWatch Logs to invoke the Lambda function every 4
hours 

B. Use AWS Batch to run the application Use an AWS Step Functions state machine to invoke the AWS Batch job every
4 hours 

C. Use AWS Fargate to run the application Use Amazon EventBridge (Amazon CloudWatch Events) to invoke the
Fargate task every 4 hours 

D. Use Amazon 6C2 Spot Instances to run the application Use AWS CodeDeptoy to deploy and run the application
every 4 hours. 

Correct Answer: C 
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