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QUESTION 1

A financial services company in North America plans to release a new online web application to its customers on AWS.
The company will launch the application in the us-east-1 Region on Amazon EC2 instances. The application must be
highly available and must dynamically scale to meet user traffic. The company also wants to implement a disaster
recovery environment for the application in the us-west-1 Region by using active-passive failover. 

Which solution will meet these requirements? 

A. Create a VPC in us-east-1 and a VPC in us-west-1. Configure VPC peering. In the us-east-1 VPC, create an
Application Load Balancer (ALB) that extends across multiple Availability Zones in both 

VPCs. Create an Auto Scaling group that deploys the EC2 instances across the multiple Availability 

Zones in both VPCs. Place the Auto Scaling group behind the ALB. 

B. Create a VPC in us-east-1 and a VPC in us-west-1. In the us-east-1 VPC, create an Application Load Balancer (ALB)
that extends across multiple Availability Zones in that VPC. Create an Auto Scaling group that deploys the EC2
instances across the multiple Availability Zones in the us-east-1 VPC. Place the Auto Scaling group behind the ALB. Set
up the same configuration in the us-west-1 VPC. Create an Amazon Route 53 hosted zone. Create separate records for
each ALB. Enable health checks to ensure high availability between Regions. 

C. Create a VPC in us-east-1 and a VPC in us-west-1. In the us-east-1 VPC, create an Application Load Balancer (ALB)
that extends across multiple Availability Zones in that VPC. Create an Auto Scaling group that deploys the EC2
instances across the multiple Availability Zones in the us-east-1 VPC. Place the Auto Scaling group behind the ALB. Set
up the same configuration in the us-west-1 VPC. Create an Amazon Route 53 hosted zone. Create separate records for
each ALB. Enable health checks and configure a failover routing policy for each record. 

D. Create a VPC in us-east-1 and a VPC in us-west-1. Configure VPC peering. In the us-east-1 VPC, create an
Application Load Balancer (ALB) that extends across multiple Availability Zones in both VPCs. Create an Auto Scaling
group that deploys the EC2 instances across the multiple Availability Zones in both VPCs. Place the Auto Scaling group
behind the ALB. Create an Amazon Route 53 hosted zone. Create a record for the ALB. 

Correct Answer: C 

 

QUESTION 2

An enterprise company wants to allow its developers to purchase third-party software through AWS Marketplace. The
company uses an AWS Organizations account structure with full features enabled, and has a shared services account
in each organizational unit (OU) that will be used by procurement managers. The procurement team\\'s policy indicates
that developers should be able to obtain third-party software from an approved list only and use Private Marketplace in
AWS Marketplace to achieve this requirement. The procurement team wants administration of Private Marketplace to be
restricted to a role named procurement-manager-role, which could be assumed by procurement managers. Other IAM
users, groups, roles, and account administrators in the company should be denied Private Marketplace administrative
access. 

What is the MOST efficient way to design an architecture to meet these requirements? 

A. Create an IAM role named procurement-manager-role in all AWS accounts in the organization. Add the
PowerUserAccess managed policy to the role. Apply an inline policy to all IAM users and roles in every AWS account to
deny permissions on the AWSPrivateMarketplaceAdminFullAccess managed policy. 

B. Create an IAM role named procurement-manager-role in all AWS accounts in the organization. Add the
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AdministratorAccess managed policy to the role. Define a permissions boundary with the
AWSPrivateMarketplaceAdminFullAccess managed policy and attach it to all the developer roles. 

C. Create an IAM role named procurement-manager-role in all the shared services accounts in the organization. Add
the AWSPrivateMarketplaceAdminFullAccess managed policy to the role. Create an organization root-level SCP to deny
permissions to administer Private Marketplace to everyone except the role named procurement-manager-role. Create
another organization root-level SCP to deny permissions to create an IAM role named procurement-manager-role to
everyone in the organization. 

D. Create an IAM role named procurement-manager-role in all AWS accounts that will be used by developers. Add the
AWSPrivateMarketplaceAdminFullAccess managed policy to the role. Create an SCP in Organizations to deny
permissions to administer Private Marketplace to everyone except the role named procurement-manager-role. Apply the
SCP to all the shared services accounts in the organization. 

Correct Answer: C 

 

QUESTION 3

A user has suspended the scaling process on the Auto Scaling group. A scaling activity to increase the 

instance count was already in progress. 

What effect will the suspension have on that activity? 

A. No effect. The scaling activity continues 

B. Pauses the instance launch and launches it only after Auto Scaling is resumed 

C. Terminates the instance 

D. Stops the instance temporary 

Correct Answer: A 

The user may want to stop the automated scaling processes on the Auto Scaling groups either to perform manual
operations or during emergency situations. To perform this, the user can suspend one or more scaling processes at any
time. When this process is suspended, Auto Scaling creates no new scaling activities for that group. Scaling activities
that were already in progress before the group was suspended continue until completed. 

Reference: http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/AS_Concepts.html 

 

QUESTION 4

You are the new IT architect in a company that operates a mobile sleep tracking application. 

When activated at night, the mobile app is sending collected data points of 1 kilobyte every 5 minutes to 

your backend. 

The backend takes care of authenticating the user and writing the data points into an Amazon DynamoDB 

table. 
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Every morning, you scan the table to extract and aggregate last night\\'s data on a per user basis, and store 

the results in Amazon S3. Users are notified via Amazon SNS mobile push notifications that new data is 

available, which is parsed and visualized by the mobile app. 

Currently you have around 100k users who are mostly based out of North America. 

You have been tasked to optimize the architecture of the backend system to lower cost. 

What would you recommend? (Choose two.) 

A. Have the mobile app access Amazon DynamoDB directly Instead of JSON files stored on Amazon S3. 

B. Write data directly into an Amazon Redshift cluster replacing both Amazon DynamoDB and Amazon S3. 

C. Introduce an Amazon SQS queue to buffer writes to the Amazon DynamoDB table and reduce provisioned write
throughput. 

D. Introduce Amazon Elasticache to cache reads from the Amazon DynamoDB table and reduce provisioned read
throughput. 

E. Create a new Amazon DynamoDB table each day and drop the one for the previous day after its data is on Amazon
S3. 

Correct Answer: CD 

Reference: https://d0.awsstatic.com/whitepapers/performance-at-scale-with-amazon-elasticache.pdf 

 

QUESTION 5

An e-commerce company is revamping its IT infrastructure and is planning to use AWS services. The company\\'s CIO
has asked a Solutions Architect to design a simple, highly available, and loosely coupled order processing application.
The application is responsible for receiving and processing orders before storing them in an Amazon DynamoDB table.
The application has a sporadic traffic pattern and should be able to scale during marketing campaigns to process the
orders with minimal delays. 

Which of the following is the MOST reliable approach to meet the requirements? 

A. Receive the orders in an Amazon EC2-hosted database and use EC2 instances to process them. 

B. Receive the orders in an Amazon SQS queue and trigger an AWS Lambda function to process them. 

C. Receive the orders using the AWS Step Functions program and trigger an Amazon ECS container to process them. 

D. Receive the orders in Amazon Kinesis Data Streams and use Amazon EC2 instances to process them. 

Correct Answer: B 

Q: How does Amazon Kinesis Data Streams differ from Amazon SQS? 

Amazon Kinesis Data Streams enables real-time processing of streaming big data. It provides ordering of records, as
well as the ability to read and/or replay records in the same order to multiple Amazon Kinesis Applications. The Amazon
Kinesis Client Library (KCL) delivers all records for a given partition key to the same record processor, making it easier
to build multiple applications reading from the same Amazon Kinesis data stream (for example, to perform counting,
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aggregation, and filtering). https://aws.amazon.com/kinesis/data-streams/faqs/ https://aws.amazon.com/blogs/big-
data/unite-real-time-and-batch-analytics-using-the-big-data-lambdaarchitecture-without-servers/ 
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