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QUESTION 1

A solutions architect has implemented a SAML 2.0 federated identity solution with their company\\'s on-premises identity
provider (IdP) to authenticate users\\' access to the AWS environment. When the solutions architect tests authentication
through the federated identity web portal, access to the AWS environment is granted. However, when test users attempt
to authenticate through the federated identity web portal, they are not able to access the AWS environment. 

Which items should the solutions architect check to ensure identity federation is properly configured? (Choose three.) 

A. The IAM user\\'s permissions policy has allowed the use of SAML federation for that user. 

B. The IAM roles created for the federated users\\' or federated groups\\' trust policy have set the SAML provider as the
principal. 

C. Test users are not in the AWSFederatedUsers group in the company\\'s IdR. 

D. The web portal calls the AWS STS AssumeRoleWithSAML API with the ARN of the SAML provider, the ARN of the
IAM role, and the SAML assertion from IdR. 

E. The on-premises IdP\\'s DNS hostname is reachable from the AWS environment VPCs. 

F. The company\\'s IdP defines SAML assertions that properly map users or groups in the company to IAM roles with
appropriate permissions. 

Correct Answer: BCF 

 

QUESTION 2

A company has a three-tier application running on AWS with a web server, an application server, and an Amazon RDS
MySQL DB instance. A solutions architect is designing a disaster recovery (DR) solution with an RPO of 5 minutes. 

Which solution will meet the company\\'s requirements? 

A. Configure AWS Backup to perform cross-Region backups of all servers every 5 minutes. Reprovision the three tiers
in the DR Region from the backups using AWS CloudFormation in the event of a disaster. 

B. Maintain another running copy of the web and application server stack in the DR Region using AWS CloudFormation
drift detection. Configure cross-Region snapshots of the DB instance to the DR Region every 5 minutes. In the event of
a disaster, restore the DB instance using the snapshot in the DR Region. 

C. Use Amazon EC2 Image Builder to create and copy AMIs of the web and application server to both the primary and
DR Regions. Create a cross-Region read replica of the DB instance in the DR Region. In the event of a disaster,
promote the read replica to become the master and reprovision the servers with AWS CloudFormation using the AMIs. 

D. Create AMIs of the web and application servers in the DR Region. Use scheduled AWS Glue jobs to synchronize the
DB instance with another DB instance in the DR Region. In the event of a disaster, switch to the DB instance in the DR
Region and reprovision the servers with AWS CloudFormation using the AMIs. 

Correct Answer: C 

deploying a brand new RDS instance will take >30 minutes. You will use EC2 Image builder to put the AMIs into the
new region, but not use image builder to LAUNCH them. 
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QUESTION 3

Which of the following is the Amazon Resource Name (ARN) condition operator that can be used within an Identity and
Access Management (IAM) policy to check the case-insensitive matching of the ARN? 

A. ArnCheck 

B. ArnMatch 

C. ArnCase 

D. ArnLike 

Correct Answer: D 

Amazon Resource Name (ARN) condition operators let you construct Condition elements that restrict access based on
comparing a key to an ARN. ArnLike, for instance, is a case-insensitive matching of the ARN. Each of the six colon-
delimited components of the ARN is checked separately and each can include a multi-character match wildcard (*) or a
single-character match wildcard (?). 

Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccessPolicyLanguage_ElementDescriptions.html 

 

QUESTION 4

A company manages more than 200 separate internet-facing web applications. All of the applications are deployed to
AWS in a single AWS Region. The fully qualified domain names (FQDNs) of all of the applications are made available
through HTTPS using Application Load Balancers (ALBs). The ALBs are configured to use public SSL/TLS certificates. 

A Solutions Architect needs to migrate the web applications to a multi-region architecture. All HTTPS services should
continue to work without interruption. 

Which approach meets these requirements? 

A. Request a certificate for each FQDN using AWS KMS. Associate the certificates with the ALBs in the primary AWS
Region. Enable cross-region availability in AWS KMS for the certificates and associate the certificates with the ALBs in
the secondary AWS Region. 

B. Generate the key pairs and certificate requests for each FQDN using AWS KMS. Associate the certificates with the
ALBs in both the primary and secondary AWS Regions. 

C. Request a certificate for each FQDN using AWS Certificate Manager. Associate the certificates with the ALBs in both
the primary and secondary AWS Regions. 

D. Request certificates for each FQDN in both the primary and secondary AWS Regions using AWS Certificate
Manager. Associate the certificates with the corresponding ALBs in each AWS Region. 

Correct Answer: D 

Certificates in ACM are regional resources. To use a certificate with Elastic Load Balancing for the same fully qualified
domain name (FQDN) or set of FQDNs in more than one AWS region, you must request or import a certificate for each
region. For certificates provided by ACM, this means you must revalidate each domain name in the certificate for each
region. You cannot copy a certificate between regions. 
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Reference: https://docs.aws.amazon.com/acm/latest/userguide/acm-regions.html 

 

QUESTION 5

A company is moving a business-critical, multi-tier application to AWS. The architecture consists of a desktop client
application and server infrastructure. The server infrastructure resides in an on-premises data center that frequently fails
to maintain the application uptime SLA of 99.95%. A Solutions Architect must re-architect the application to ensure that
it can meet or exceed the SLA. 

The application contains a PostgreSQL database running on a single virtual machine. The business logic and
presentation layers are load balanced between multiple virtual machines. Remote users complain about slow load times
while using this latency-sensitive application. 

Which of the following will meet the availability requirements with little change to the application while improving user
experience and minimizing costs? 

A. Migrate the database to a PostgreSQL database in Amazon EC2. Host the application and presentation layers in
automatically scaled Amazon ECS containers behind an Application Load Balancer. Allocate an Amazon WorkSpaces
WorkSpace for each end user to improve the user experience. 

B. Migrate the database to an Amazon RDS Aurora PostgreSQL configuration. Host the application and presentation
layers in an Auto Scaling configuration on Amazon EC2 instances behind an Application Load Balancer. Use Amazon
AppStream 2.0 to improve the user experience. 

C. Migrate the database to an Amazon RDS PostgreSQL Multi-AZ configuration. Host the application and presentation
layers in automatically scaled AWS Fargate containers behind a Network Load Balancer. Use Amazon ElastiCache to
improve the user experience. 

D. Migrate the database to an Amazon Redshift cluster with at least two nodes. Combine and host the application and
presentation layers in automatically scaled Amazon ECS containers behind an Application Load Balancer. Use Amazon
CloudFront to improve the user experience. 

Correct Answer: B 

Aurora would improve availability that can replicate to multiple AZ (6 copies). Auto scaling would improve the
performance together with a ALB. AppStream is like Citrix that deliver hosted Apps to users. 
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