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QUESTION 1

A company is serving files to its customer through an SFTP server that is accessible over the Internet. The SFTP server
is running on a single Amazon EC2 instance with an Elastic IP address attached. Customers connect to the SFTP
server through its Elastic IP address and use SSH for authentication. The EC2 instance also has an attached security
group that allows access from all customer IP addresses. 

A solutions architect must implement a solution to improve availability, minimize the complexity of infrastructure
management, and minimize the disruption to customers who access files. The solution must not change the way
customers connect. 

Which solution will meet these requirements? 

A. Disassociate the Elastic IP address from the EC2 instance. Create an Amazon S3 bucket to be used for SFTP file
hosting. Create an AWS Transfer Family server. Configure the Transfer Family server with a publicly accessible
endpoint. Associate the SFTP Elastic IP address with the new endpoint. Point the Transfer Family server to the S3
bucket. Sync all files from the SFTP server to the S3 bucket. 

B. Disassociate the Elastic IP address from the EC2 instance. Create an Amazon S3 bucket to be used for SFTP file
hosting. Create an AWS Transfer Family server. Configure the Transfer Family server with a VPC-hosted, Internet-
facing endpoint. Associate the SFTP Elastic IP address with the new endpoint. Attach the security group with customer
IP addresses to the new endpoint. Point the Transfer Family server to the S3 bucket. Sync all files from the SFTP server
to the S3 bucket. 

C. Disassociate the Elastic IP address from the EC2 instance. Create a new Amazon Elastic File System (Amazon EFS)
file system to be used for SFTP file hosting. Create an AWS Fargate task definition to run an SFTP server. Specify the
EFS file system as a mount in the task definition. Create a Fargate service by using the task definition, and place a
Network Load Balancer (NLB) in front of the service. When configuring the service, attach the security group with
customer IP addresses to the tasks that run the SFTP server. Associate the Elastic IP address with the NLB. Sync all
files from the SFTP server to the S3 bucket. 

D. Disassociate the Elastic IP address from the EC2 instance. Create a multi-attach Amazon Elastic Block Store
(Amazon EBS) volume to be used for SFTP file hosting. Create a Network Load Balancer (NLB) with the Elastic IP
address attached. Create an Auto Scaling group with EC2 instances that run an SFTP server. Define in the Auto Scaling
group that instances that are launched should attach the new multi-attach EBS volume. Configure the Auto Scaling
group to automatically add instances behind the NLB. Configure the Auto Scaling group to use the security group that
allows customer IP addresses for the EC2 instances that the Auto Scaling group launches. Sync all files from the SFTP
server to the new multi-attach EBS volume. 

Correct Answer: B 

https://docs.aws.amazon.com/transfer/latest/userguide/create-server-in-vpc.html
https://aws.amazon.com/premiumsupport/knowledge-center/aws-sftp-endpoint-type/ 

 

QUESTION 2

A solutions architect is implementing federated access to AWS for users of the company\\'s mobile application. Due to
regulatory and security requirements, the application must use a custom-built solution for authenticating users and must
use IAM roles for authorization. 

Which of the following actions would enable authentication and authorization and satisfy the requirements? (Choose
two.) 
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A. Use a custom-built SAML-compatible solution for authentication and AWS SSO for authorization. 

B. Create a custom-built LDAP connector using Amazon API Gateway and AWS Lambda for authentication. Store
authorization tokens in Amazon DynamoDB, and validate authorization requests using another Lambda function that
reads the credentials from DynamoDB. 

C. Use a custom-built OpenID Connect-compatible solution with AWS SSO for authentication and authorization. 

D. Use a custom-built SAML-compatible solution that uses LDAP for authentication and uses a SAML assertion to
perform authorization to the IAM identity provider. 

E. Use a custom-built OpenID Connect-compatible solution for authentication and use Amazon Cognito for
authorization. 

Correct Answer: AC 

 

QUESTION 3

A large company in Europe plans to migrate its applications to the AWS Cloud. The company uses multiple AWS
accounts for various business groups. A data privacy law requires the company to restrict developers\\' access to AWS
European Regions only. 

What should the solutions architect do to meet this requirement with the LEAST amount of management overhead? 

A. Create IAM users and IAM groups in each account. Create IAM policies to limit access to non-European Regions.
Attach the IAM policies to the IAM groups. 

B. Enable AWS Organizations, attach the AWS accounts, and create OUs for European Regions and non-European
Regions. Create SCPs to limit access to non-European Regions and attach the policies to the OUs. 

C. Set up AWS Single Sign-On and attach AWS accounts. Create permission sets with policies to restrict access to non-
European Regions. Create IAM users and IAM groups in each account. 

D. Enable AWS Organizations, attach the AWS accounts, and create OUs for European Regions and non-European
Regions. Create permission sets with policies to restrict access to non-European Regions. Create IAM users and IAM
groups in the primary account. 

Correct Answer: B 

 

"This policy uses the Deny effect to deny access to all requests for operations that don\\'t target one of the two approved
regions (eu-central-1 and eu-west-1)." https://docs.aws.amazon.com/organizations/latest/
userguide/orgs_manage_policies_scps_ examples_general.html#example-scp-deny-region https://
docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html 

 

QUESTION 4

You are the new IT architect in a company that operates a mobile sleep tracking application. 

When activated at night, the mobile app is sending collected data points of 1 kilobyte every 5 minutes to 

your backend. 
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The backend takes care of authenticating the user and writing the data points into an Amazon DynamoDB 

table. 

Every morning, you scan the table to extract and aggregate last night\\'s data on a per user basis, and store 

the results in Amazon S3. Users are notified via Amazon SNS mobile push notifications that new data is 

available, which is parsed and visualized by the mobile app. 

Currently you have around 100k users who are mostly based out of North America. 

You have been tasked to optimize the architecture of the backend system to lower cost. 

What would you recommend? (Choose two.) 

A. Have the mobile app access Amazon DynamoDB directly Instead of JSON files stored on Amazon S3. 

B. Write data directly into an Amazon Redshift cluster replacing both Amazon DynamoDB and Amazon S3. 

C. Introduce an Amazon SQS queue to buffer writes to the Amazon DynamoDB table and reduce provisioned write
throughput. 

D. Introduce Amazon Elasticache to cache reads from the Amazon DynamoDB table and reduce provisioned read
throughput. 

E. Create a new Amazon DynamoDB table each day and drop the one for the previous day after its data is on Amazon
S3. 

Correct Answer: CD 

Reference: https://d0.awsstatic.com/whitepapers/performance-at-scale-with-amazon-elasticache.pdf 

 

QUESTION 5

Regarding Identity and Access Management (IAM), Which type of special account belonging to your application allows
your code to access Google services programmatically? 

A. Service account 

B. Simple Key 

C. OAuth 

D. Code account 

Correct Answer: A 

A service account is a special Google account that can be used by applications to access Google services
programmatically. This account belongs to your application or a virtual machine (VM), instead of to an individual end
user. Your application uses the service account to call the Google API of a service, so that the users aren\\'t directly
involved. A service account can have zero or more pairs of service account keys, which are used to authenticate to
Google. A service account key is a public/private key pair generated by Google. Google retains the public key, while the
user is given the private key. 
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Reference: https://cloud.google.com/iam/docs/service-accounts 
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