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QUESTION 1

A company needs to quickly ensure that all files created in an Amazon S3 bucket in us-east-1 are also available in
another bucket in ap-southeast-2. Which option represents the SIMPLIEST way to implement this design? 

A. Add an S3 lifecycle rule to move any files from the bucket in us-east-1 to the bucket in ap-southeast-2. 

B. Create a Lambda function to be triggered for every new file in us-east-1 that copies the file to the bucket in ap-
southeast-2. 

C. Use SNS to notify the bucket in ap-southeast-2 to create a file whenever the file is created in the bucket in us-east-1. 

D. Enable versioning and configure cross-region replication from the bucket in us-east-1 to the bucket in ap-
southeast-2. 

Correct Answer: D 

 

QUESTION 2

A Solutions Architect is designing an application on AWS that uses persistent block storage. Data must be encrypted at
rest. 

Which solution meets the requirement? 

A. Enable SSL on Amazon EC2 instances. 

B. Encrypt Amazon EBS volumes on Amazon EC2 instances. 

C. Enable server-side encryption on Amazon S3. 

D. Encrypt Amazon EC2 Instance Storage. 

Correct Answer: B 

Reference: https://aws.amazon.com/blogs/aws/protect-your-data-with-new-ebs-encryption/ 

 

QUESTION 3

A 3-tier e-commerce web application is current deployed on-premises and will be migrated to AWS for greater scalability
and elasticity. The web server currently shares read-only data using a network distributed file system The app server tier
uses a clustering mechanism for discovery and shared session state that depends on IP multicast The database tier
uses shared-storage clustering to provide database fall over capability, and uses several read slaves for scaling Data on
all servers and the distributed file system directory is backed up weekly to off-site tapes. Which AWS storage and
database architecture meets the requirements of the application? 

A. Web servers: store read-only data in S3, and copy from S3 to root volume at boot time. App servers: share state
using a combination of DynamoDB and IP unicast. Database: use RDS with multi- AZ deployment and one or more read
replicas. Backup: web servers, app servers, and database backed up weekly to Glacier using snapshots. 

B. Web servers: store read-only data in an EC2 NFS server, mount to each web server at boot time. App servers: share
state using a combination of DynamoDB and IP multicast. Database: use RDS with multi-AZ deployment and one or
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more Read Replicas. Backup: web and app servers backed up weekly via AMIs, database backed up via DB
snapshots. 

C. Web servers: store read-only data in S3, and copy from S3 to root volume at boot time. App servers: share state
using a combination of DynamoDB and IP unicast. Database: use RDS with multi- AZ deployment and one or more
Read Replicas. Backup: web and app servers backed up weekly via AMIs, database backed up via DB snapshots. 

D. Web servers: store read-only data in S3, and copy from S3 to root volume at boot time. App servers: share state
using a combination of DynamoDB and IP unicast. Database: use RDS with multi- AZ deployment. Backup: web and
app servers backed up weekly via AMIs, database backed up via DB snapshots. 

Correct Answer: A 

https://d0.awsstatic.com/whitepapers/Storage/AWS%20Storage%20Services%20Whitepaper-v9.pdf 

Amazon Glacier doesn\\'t suit all storage situations. Listed following are a few storage needs for which you should
consider other AWS storage options instead of Amazon Glacier. 

Data that must be updated very frequently might be better served by a storage solution with lower read/write latencies,
such as Amazon EBS, Amazon RDS, Amazon DynamoDB, or relational databases running on EC2. 

 

QUESTION 4

A company has a legal requirement to store point-in-time copies of its Amazon RDS PostGreSQL database instance in
facilities that are at least 200 miles apart. 

Use of which of the following provides the easiest way to comply with this requirement? 

A. Cross-region read replica 

B. Multiple Availability Zone snapshot copy 

C. Multiple Availability Zone read replica 

D. Cross-region snapshot copy 

Correct Answer: D 

 

QUESTION 5

A company is implementing a data lake solution on Amazon S3. Its security policy mandates that the data stored in
Amazon S3 should be encrypted at rest. 

Which options can achieve this? (Select TWO.) 

A. Use S3 server-side encryption with an Amazon EC2 key pair. 

B. Use S3 server-side encryption with customer-provided keys (SSE-C). 

C. Use S3 bucket policies to restrict access to the data at rest. 

D. Use client-side encryption before ingesting the data to Amazon S3 using encryption keys. 
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E. Use SSL to encrypt the data while in transit to Amazon S3. 

Correct Answer: BD 
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